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s.helsinki.�May 15, 2007We �rst brie�y introdu
e the 
entral aspe
ts of a new approa
h to designingand developing signaling appli
ations. Then we present two di�erent appli
a-tions, that are 
urrently being developed using this 
ommon platform.Next Steps In Signaling FrameworkThe Next Steps in Signaling (NSIS) working group of the Internet Engineer-ing Task For
e (IETF) has developed a two-layered design to fa
ilitate signalingover IP networks, the NSIS Framework. It 
onsists of the NSIS Transport LayerProto
ol (NTLP) and NSIS Signaling Layer Proto
ols (NSLPs). This division ismade to ease signaling appli
ation development by having a 
ommon transportme
hanism that provides basi
 servi
es, su
h as transport, to signaling appli
a-tions. A realization of NTLP, 
alled the General Internet Signaling Transport(GIST), is also proposed by the NSIS working group.The four main servi
es that GIST provides to NSLPs are:Peer dis
overy In the NSIS Framework NSLPs are identi�ed by a NSLP Iden-ti�er. GIST �nds the next NSLP level hop.Signaling transport GIST provides a signaling transport servi
e. Two alter-native transport modes exist, unreliable (D-mode) and reliable (C-mode).In D-mode UDP is used as a ba
kend and TCP is used in C-mode.Channel se
urity GIST provides basi
 
hannel se
urity servi
es to signalingappli
ations. These in
lude message integrity and 
on�dentiality prote
-tion together with prote
tion against message inje
tion and replay atta
ks.API GIST provides a 
ommon API to NSLPs. All 
ommuni
ations betweenNSLP and GIST is done via GIST NSLP API.End-host Mobility Appli
ationThe end-host mobility appli
ation is a proto
ol designed and deployed as aNSLP. Ea
h GIST node in the network, that provides the mobility feature, hasto run the mobility proto
ol appli
ation. The task of the mobility proto
ol is to1



manage per-host routing of Mobile Node (MN) tra�
. The mobility proto
ollets mobile nodes stay 
onne
ted to ea
h other and to outside networks.The intended deployment environment for the mobility NSLP is a mesha

ess network with multiple gateways to outside networks. In mesh a

essnetworks mesh routers form densely inter
onne
ted multi-hop topologies, toprovide 
lient hosts 
onne
tivity. Links between routers 
an be either wired orwireless. It is assumed that, on
e the network is up and running, 
hanges inthe 
ore topology and routing paths are less frequent. Still, routers may 
omeand go at will. A fun
tioning router-to-router forwarding is expe
ted to be inpla
e. In other words it is assumed, that the routers making up the mesh a

essnetwork run some type of IP routing proto
ol to forward the tra�
 betweenthem selvesIn the mobility proto
ol Edge A

ess Routers (EARs) monitor network traf-�
 to dete
t and fa
ilitate movement of their 
lient nodes. The EARs also puttogether Info messages about 
lient nodes. All A

ess Routers (ARs) proa
-tively ex
hange information, originating from the EARs, about 
lient nodes.Handovers are triggered by 
lient data pa
kets or, if available, link-layer noti�-
ations or other 
ross-layer information. The triggering data is 
ombined withthe proa
tively ex
hanged 
lient information, to a
hieve the handover.A

ess Routers 
reate data paths in the network to route data from themobile nodes, that are disasso
iated from the topology of the network. Routesare 
reated by Set route messages, that are sent by EARs, when a mobilenode moves. A host route, i.e. with a pre�x or netmask mat
hing the route toa single destination host, is 
reated for tra�
 from the MNs original se
tion ofthe network, to its 
urrent lo
ation. In the other dire
tion, for tra�
 from theMN, a sour
e host route is set on intermediate routers. This means that tra�
originating from the MN is forwarded based on the senders address.The mobility NSLP uses symmetri
 routes by default. This means thatroutes are set for both inbound and outbound tra�
. In many s
enarios it wouldalso be possible to use asymmetri
 routes, so that host routes are set only forinbound tra�
 and outbound is dire
ted to the default mesh gateway of the
urrent network. This would have the e�e
t of redu
ing the overall round-triptime of the tra�
, by optimizing the route for outbound pa
kets, if the defaultmesh gateway is lo
ated 
loser. Symmetri
 routes were sele
ted as a defaultfor the mobility NSLP, sin
e we expe
t that they will be more reliable in somes
enarios. For example quality of servi
e and �rewall signaling proto
ols aredesigned with symmetri
 routes in mind.Messaging NSLPThe new messaging proto
ol (Messaging NSLP) is going to be used to transfermessages between signaling nodes in a network. The main motivation to de-sign this new proto
ol is the need to transfer monitoring information betweenrouters, but it 
an be utilized also in other domains. While NSIS Frameworkmakes signaling appli
ation development easier, some problems still exists. Forexample, NSLP identi�ers are quite stri
tly managed. This fa
t alone makesit nearly impossible to 
reate large amount of small signaling appli
ations and
reates a need for generi
 messaging servi
e.The Messaging NSLP itself is quite simple and it provides a simple APIto Messaging Appli
ations. The Messaging NSLP API 
onsists of four opera-2



tions, open(), 
lose(), read() and write(). Messaging appli
ations, identi�ed byappli
ation identi�er, a

ess network resour
es through these four operations.Example s
enario where Messaging NSLP with battery and network linkmonitoring appli
ations 
ould be useful 
an be seen in Figure 1. On left sidewe have a mesh network of battery powered routers R1. . .R3 and three hosts
H1. . .H3. Hosts H1 and H2 are 
ommuni
ating very a
tively, and router R3is running low on battery. Be
ause routers are running battery and link loadmonitoring appli
ations they 
an alter routing (right side of the �gure 1). This
hange makes host H3 possible to maintain network 
onne
tion.
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Figure 1: Battery and link load monitoring in mesh networkFuture WorkInitial spe
i�
ations for the presented signaling appli
ations have been 
om-pleted by the authors of this do
ument. Work on implementing both of thespe
i�
ations is on-going. Additionally an implementation of GIST is beingworked on, at the University of Helsinki.
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