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Contents
Theme 1. Introduction to the lecture course

Two main parts of information hiding (IH): steganography (SG) and digital watermarking (WM). Terminology and classification. SG versus cryptography. The main types of cover objects (CO) .Criteria of SG system efficiency. The main attacks on SG .Historical review of SG.
Examples of the SG- use by terrorists and criminals.  Traditional and new results in the current course.
Similar courses which are commonly to give in other Universities.
Theme 2 .SG  with embedding in the least significant bits of CO.

Embedding and detecting procedure. Selection channel. Detectability of  SG based on embedding in the LSB (histogram and sample pair analysis attacks).
Theme 3 .Real SG systems and spread spectrum (SS)- based SG.

SG in Real World  (Software market).

Examples of SG systems (Jsteg , F5, Outguess ctr.).Syndrom embedding. Embedding and extraction with SG-SS .Blind and informed decoding. Detecting of SS-based SG.   
Theme 4 .SG for other cover objects.
Embedding into image-documents (SG-SC). The performance evaluation of different SG schemes. Coumuflage of embedding by scanner noices. Linguistic steganography (SG-L). Embedding based on absolute and relative synonymous. Rejection-sampling embedding. Internet SG.
Internet-based steganography.  
Theme 5 . Perfectly secure and almost perfectly secure SG .

Relative entropy and Bchattacharyya Distance(BD) as criteria of SG system security .Ideal SG for Gaussian CM. Model-based SG(SG-M). Perturbed quantization steganography (PQS) and their security. Wet paper codes. Hugo algorithm.SG parameter optimization based on the use of NND estimator.
Demonstration of PQS  algorithm.
Theme 6 . Steganography based on noisy channels.

Setting of SG-N model based on noisy channels. BSC and Gaussian channel. Embedding and extraction procedures. Security and reliability of such SG systems. Spread-time SG (STS) and their security and reliability. SG-N systems with blind decoder.
Theme 7. Blind steganalysis .

Classification of steganalytic methods .Support vector machine. Linear and non-linear versions. Choice of statistical functionals. SPAM characteristics. Calibration of images.
Theme 8 .The main applications of digital watermarking.

Broadcast monitoring , owner identification, proof of ownership,

transaction tracking ,content authentication ,copy control, device control. Fingerprinting. Tracing traitors.
Theme 9 .  Watermark embedding and detection technique .
Embedding into transformed domains (DFT , DCT, DWT). Additive and multiplicative embedding .Examples of robust WM : “golographic” –based (WM-G) and maxima-based WM(WM-M).Multiple and null bit WM. 
Theme 10. Embedding with informed encoders. 
Code book for 0-bit WM. Improved spread spectrum system (ISS).Quantization projective modulation (QPM).Comparison of ISS and QPM efficiency.
Theme 11 .Sophisticated attacks on WM.

Filtering attack. Estimation of WM. Compression/decompression attack.
 Transforms D/A and A/D.
Theme 12 .Breaking of WM synchronization.Collusion attacks. Resizing, cropping and image rotation. The use of Fourier-Mellin Transform. Concatenated WM. Different types of collusion attacks on WM systems .The performance evaluation of WM systems under the conditions of collusion attacks.

The problem of  tracing traitors The use of anticollusion- coded WM in order to provide robustness of WM systems. Superimposed codes in real space. 
System attacks. Unauthorized WM embedding. Copy attack. Ambiguity attack.
Theme 13 . Content authentication based on WM systems.

Problem of authentication based on WM systems(WM-AU). Modular embedding and its efficiency .Distortion free embedding for images in BMP and JPEG formats. Selective authentication based on WM.

Robustness to JPEG compression.
Theme 14 .Watermarking of audio signals.
Model of audio CM. Human auditory system (HAS).Masking in time and in frequency domains. Modified LSB embedding. Phase modulation embedding. Echo hiding. Error free embedding algorithm. Reverberation hiding.  Modified ISS-based embedding.
Theme 15 .Capacity of SG and WM systems.

Definition of  SG and WM capacity .Capacity of SG with noisy channels. Binary and Gaussian models of WM systems.

Discussion on WM and SG capacity. 
Remark . The required background for the listeners of this course is some basic mathematical knowledge including elements of probability theory and elements of digital communications.
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The subject matter of the course
	No
	Title of the theme
	Totally on

the theme
	Lectures
	Exercises
	Term

project
	Personal 

work

	1
	Introduction
	2h
	1h
	-
	-
	1h

	2
	SG systems with

Embedding in LSB
	4h
	1h
	1h
	
	2h

	3
	Real SG and SS-based SG
	4h
	2h
	1h
	-
	1h

	4
	SG for other cover objects
	5h
	2h
	2h
	-
	1h

	5
	Perfectly secure and almost perfectly secure SG
	6h
	2h
	-
	-
	4h

	6
	Steganography based on noisy channels
	8h
	2h
	-
	4h
	2h

	7
	Blind steganalysis
	3h
	2h
	-
	-
	1h

	8
	The main applications of digital watermarking
	2h
	1h
	
	
	1h

	9

10.
11
	Technique of watermarking

Informed encoder
Sophisticated attacks on WM
	10h
      2h
4h
	2h

     1h
2h
	2h


	4h
	2h

1h
2h

	12
	Breaking of WM synchronization.
Collusion attacks.
	6h
	2h
	2h
	
	2h

	13.
14
	Content authentication based on WM systems

Watermarking of audio cover objects
	4h

2h
	2h

1h
	-
	-

-
	2h

1h

	15.
	Capacity of SG and WM systems
	2h
	1h
	
	
	1h

	
	Totally on the course
	64h
	24h
	8h
	8h
	24h


Remark .Students are free to select any one of two term projects on the theme  6 or 9 presented in Table above.

Distribition of student’s final grade depending on particular grades :
1.Presence at the lectures -10%

2.Exercises-30%.

3.Term project-20%.

4.Current control of the knowledges-10%

5.Final exam-30%.
