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Abstract. The architecture of Google’s search engine is designed to
handle large amounts of web pages and queries. The sxmjicle

uses data structures optimized for large data sets and addieg
servers to the system easily increases its perfornaraeswering
gueries. Google’s PageRank algorithm uses the link struatihe
WWW to calculate the qualities of web pages. Using tiledtructure

in the ordering of the search results makes it haateairfyone to
manipulate Google’s search results but not impossible. Gadsgle

has some means to prevent manipulation and maintagutdgy of

the search results.

1 Introduction

Nowadays the WWW is very large consisting of billiofisveb pages and other items such as
images, documents and music. At the time of writing Ge@gh very popular search engine on the
Internet. Nielsen//Netratings has measured that alhadgbf searches done in the US are done
with Google, Yahoo being next with 23,8% [Nie06]. Fromlibginning Google was designed to
handle large datasets and many search queries per seebadtibctures, data storage and
algorithms are designed so that the system is scalaltierbthte number of pages index per second
and the number of queries handled per second [BrP98].

The task of search engines to provide quality search sasudifficult because of the large number
of documents on the WWW. The quality of Google is pdriged on the PageRank algorithm. It is
used to calculate a measure of quality of web pages. Hikopoof a page on the search results
page is partially dependent on the PageRank value so thiy gagles have a higher position.
PageRank is also meant to prevent people manipulatingatehgesults. In this it succeeds only
partially as there are still ways to manipulate Googln by words on a page and through features
of PageRank. [PBM98]

Section 2 introduces some of the data structures used lgleG@oogle’s PageRank algorithm and
is presented in the section 3. Section 4 discussesweniaesses of Google’s algorithms.

2 Data structures

The Google File System

In 2003 Google replaced its original BigFiles file systerthwhie Google File System (GFS). Like
BigFiles it is used to store files in a distributed t@atGFS consists of a single master and many



chunk servers. Each file is broken into large chunks @ MB) identified with chunk handles.
And each chunk is distributed into multiple chunk ses\(etg. three servers) for reliability. When a
client wants to read or write a segment of a filaltulates the chunk index using the offset of the
segment and the size of a chunk (chunk index=segmesetfatiunk size). The master keeps a
mapping of a filename and a chunk index into a chunk hafbé&master also keeps in memory
which chunks each chunk server has. The client cathaskaster for the chunk handle and the
chunk servers that have the chunk by providing the fileramdethe chunk index. [Goo7]

The idea of GFS is to gain high performance and falgtdat system using inexpensive hardware
that often fails. GFS is optimized for storing lardedj appending large amounts of data to the end
of the file and making large streaming reads and smalomrarreads. The system also features
atomic concurrent appending of records into a singlenvilb minimal synchronization overhead.
This feature is used, for example, for a queue with manyymers and one consumer. [Goo7]

Repository

Google stores the full HTML of all the web pages irpasitory. Every web page is stored as a
packet that includes a doclD identifying the document, leofithe URL, length of the page, URL
and HTML of the page (see figure 1). These packets arelstoeecompressed form to save space.
The repository is simply composed of a stack of tripédtsync, length of the compressed packet
and the packet itself. There are no other data strudtutbe repository. To find a web page in the
repository requires either a pointer to the file or gamgugh the whole file. [Goo7]

Repository: 53.5 GB = 147.8 GB uncompressed

sync| length compressed packet |
syhc| length compressed packet |

F;écket (stored compressed in repository)
[ docid] ecode] urllen] pagelen] url] page |

Figure 1 Data contents of the repository and a packet.

Hit Lists

A hit corresponds to an occurrence of a word in a web padees not include the word itself or
the wordID corresponding to the word, only the propertiesgu$b bits: capitalization (1 bit), font
size (3 bits) and position (12 bits) (see figure 2). A fantyshka word that occurs in an URL, title,
anchor text or meta tag. The font size of 7 meartsatlhét is a fancy hit and it therefore uses 4 bits
from the position bits to code the type of a fancy e type can be an URL, title, anchor text or
meta tag. If a hit is a fancy hit and the type indisabat it occurs in an anchor text, another 4 bits
from the position bits are used for a hash of the dakéDanchor occurs in.

The font size is relative to the rest of the docunaewt can have values from O to 6 as font size 7 is
reserved for fancy hits. The position is the positiothefword in the document counting from the
beginning. If the position is higher than 4095 it is labeled096 because there are only 12 bits
available. A hit occurring in an anchor text is alswretl with the hits of the document that is linked
and not only with the hits of the document it occurd'ms is because Google believes that an
anchor text describes the linked document well. Querystama not only matched against the
words in a document. They also match a document iivtres occur in the links pointing to that
document. Also the position of an anchor hit is its fiasiin the anchor text instead of the position
in the document.



A hit list consists of the number of hits in the kstd the list of hits. The number of bits used for the
number of hits depends on the context. [Goo7]
Hit: 2 bytes

plain:[cap:1 | Imp:3 position; 12
fancy:|cap:1 [Imp =7 [type: 4 position: 8
anchor:[cap:1 [imp =7 [type: 4 [hash:4 [pos: 4

Forward Barrels: total 43 GB

[ docid] wordid: 24] nhits: 8] hit hit hith
wordid: 24| nhits: 8] hit hit hith
null wordid|
[ docid] wordid: 24| nhits: 8] hit hit hit hit
wordid: 24| nhits: 8] hit hit hit hit
wordid: 24| nhits: 8] hit hit hit hit

null wordid

Lexicon: 293MB  Inverted Barrels: 41 GB

P wordidl ndocs] ——m{ docid: 27] nhits:5] hit hit hit hit]

“wordid| ndocs| - docid: 27] nhits:5[ hit hit hit]

t wordid] ndocs | &docid: 27 nhits:5| hit hit hit hit]
\ docid: 27] nhits:5[ hit hit]

Figure 2 Data contents of a hit, a barrel of the forward inded a barrel of the inverted index.

Forward Index

The forward index (see figure 2) consists of barrels aioth darrel has its own range of wordIDs. A
record in a barrel consists of a docID followed by wbsdwith their hit lists. The wordIDs in
records of a barrel all belong to the wordID range efliarrel. It is probable that all words in a
document do not fall into a wordID range of a single baFRet every document, a record is created
in each barrel that includes wordIDs corresponding tavibrels in the document. It is not necessary
to store wordIDs as such in the barrels because atll®srare in the wordID range of the barrel.
The lower bound of the wordID range can be subtracted fhe wordID and the result is used
instead of the original wordID. WordIDs use 24 and 8 bits id fsethe number of hits in the hit

list for a document. [Goo7]

Inverted Index

The inverted index (see figure 2) is used to find all docusrat contain a given word. The index
is made from the forward index by sorting the contefitfie barrels in the order of wordIDs. As a
result the inverted index consists of doclID lists, astefdr each word and grouped into barrels by
wordIDs. A doclID list contains doclDs each followedabit list of the document. The lexicon
contains a data structure that maps words into pointensiqg to the beginning of the doclID list of
the word in the inverted index. The doclD lists are sbiy docID to make merging of multiple
doclD lists simpler when answering to queries. Mergingsisd to find out which documents
include all query terms. Hits that occur in a title orsachor text are stored in the normal barrels
but also in separate barrels. When answering a quesg Heparate barrels are processed first. If
using only barrels with words from titles and anchorgsejves enough results it is not necessary to
go through the rest of the barrels. This is one of thgswso00gle gives weight to words in titles and
anchor texts. [Goo7]

Sorting a barrel is faster if all its elements fitonhe main memory. The size of a barrel can be tens
or hundreds of gigabytes so it may not fit into a ma@mory at once. The barrels can be further



divided into buckets according to the wordIDs and the docTbs.buckets are then sorted one at
the time and the sorted buckets are joined. [Goo7,G008]

The forward index and the inverted index can be splitnmitiiple forward indexes and inverted
indexes according to the docIDs. Each forward index andteténdex contains information only
of documents in some range of doclIDs. This speeds up daimgsof the inverted index and
answering queries because it allows these actions tmkeafficiently parallelized. A query from
the user is sent to multiple servers. Each serves asingle inverted index to search for docID
lists. DoclD lists from all servers are merged totbetfinal results. [Goo8]

3 PageRank

3.1 Motivation

To provide the user with relevant results is a huge profidersearch engines. What makes this
difficult is that the user may not be familiar wigbarch engines and does not know how to choose
good query terms. The user also may not be sure whatdie as looking for. As a consequence
the user enters only a couple of query terms. With titis Information the search engine has to
sort the web pages containing the query terms in the ofdleeiorelevance [BhH98]. To provide
guality results Google has invented the PageRank algoritlaisol helps to give good results when
only little information of the user’s needs is available

3.2 Algorithm

Introduction

PageRank is used to calculate a quality rank among nodegapla, or in the case of WWW

among web pages in a collection. The quality of a web gags not depend at all on the content of
the page. Only the link structure of the collection is ukasery link on a page is a vote that the
linked page contains quality content. In this sense, PageRs@inbles a citation counting
technique where the rank of a page would be the numberksfinade to it. PageRank, however,
does not treat all links equally. A link from a high-rankpage is more valuable than a link from a
page with a lower rank.

The total quality, i.e. PageRank, of a page is a suni tifeal/alues of the links that point to it. The
value of a link depends on the properties of the pagertkéslion: PageRank is divided by the total
number of links on the page. As a result any two web pegyede compared to determine which
one has a higher rank.

A simplified equation of PageRank is
PR(v
PRU)=c) V)
VB,

1
N, @
where PR(u) is the PageRank of a pageyus B set of pages pointing to u, il the number of
links on page v and c is a normalization factor. Facismused so that the total sum of rank on the
graph is constant. The sum of PageRank values can balimatnto any constant but in this article
the total sum of rank on the graph is 1. It can be seemthe equation 1 that a PageRank of a page
depends on the PageRanks of other pages.




Calculation

There are at least two ways to calculate PageRanksvaluee possibility is to form an adjacency
matrix A of size N times N, where N is the numbenat pages on the graph. If there is a link

from page uto v, & :Ni as in equation 1 and,A=0 otherwise. In the elementg fof the

adjacency matrix A, u is the row and v is the caluifhe PageRank equation can be presented as
an equation cR=A*R, where * means matrix multipfioa, R is a column vector containing
PageRank values for pages and c is a constant.

Let PR(x) be the components of the vector R. Theaggn for the first element of R, PR(0), would
be
cPR(0)=A PR(0)+A 1PR(1)+A :PR(2)+...+A NPR(N).

Solving the eigenvector R in equation cR=AR givagéRank values in the vector R. There may be
more than one eigenvector-eigenvalue-pair solygwen complex ones) but we want to find the
dominant eigenvector with eigenvalue c. Finally &Rgnk values are normalized so that the total
sum of rank is 1. Calculation of eigenvector argkavalue is out of the scope of this paper.

Another way to calculate PageRank values is tatieethe equation 1. At the beginning PR(Vv)
values can be assigned with almost any random sasmene constant or with good guesses of the
actual value. During iteration the PR’(u) valued eventually converge with the correct PageRank
values.

On each iteration cycle a page basically distribitiecurrent PageRank equally to all the pages tha
it links to. In the following iteration algorithniné sum of PageRank other pages distribute to a
single page is calculated. An example of iteratigieulation of PageRank is illustrated in the fegyur
3.

Iteration is performed as follows
1. New PageRank values PR’(u) for each page u aralatdd using the PageRank values
PR(v) for each page v calculated on the previaration. On the first iteration PR(Vv)
values can be, for example, a constant 1/N, whegethe number of pages on the graph.

PR(U) =Y PE(V)

\"

This step can be done also using matrix multipbeat

PR'= ALPR
where * means matrix multiplication, A is an adjacg matrix, PR is a column vector of
PageRank values of the previous iteration and R’dolumn vector holding the new
PageRank values.
2. Normalize PR’(u) values (or matrix PR’) so that th&al sum of rank on the graph is 1.

> PR(u)=1
3. Calculate L1-norm of vector PR’-PR. L1-norm is than of absolute values of vector

elements. In this case we calculate the absolutesdow much the PageRank value of
each page changed from the previous iteration andtbese together. q = ||PR’ — PR||

2_IPR(u)- PR(u)|



4. Assign to PR(v) the value of PR’(v), for each page v.
5. If g>e goto step 1
Iteration ends when the result is good enough i.e. g=<e

Random surfer model

The justification for using PageRank for ranking web pameses from the random surfer model.
PageRank models the behavior of a web surfer who browwsesab. The random surfer is placed
on the graph and he always moves to the next page byioy@oknk at random from the page he
is currently on. The number of times the surfer hasedsach page is counted. PageRank of a
given page is this number divided by the total number of pdugesurfer has browsed.

PageRank is the probability that the random surfer mavagyiven page. Comparing to the
equation 1, PR(V) is the probability of the surfer beindr@npage v that has a link to the page u

and Ni is the probability of the surfer choosing the liokpage u.

Y%

Dangling links

Some of the pages on the web have no links to pidnges. Some of the links in the database have
been picked up from fetched web pages but the \agbgpthose links are pointing to are not yet
fetched. If a page has not been fetched it is densd to be a page that has no links to other pages
These pages, called dangling links, without ankdliare a problem because their PageRank cannot
be redistributed to other pages. Their PageRardk8@ut” of the graph and therefore gets lost.

To prevent this, all pages without links and linaghese pages are removed before calculation of
PageRank values (see the example in figure 4). Rieg@ages from the graph can cause other
pages to lose all their links and become danglimigslithemselves. This is why removing dangling
links is an iterative process. On every iteratirdangling links are identified before they are
removed, and the number of iterations needed iatedu It is not necessary to remove all dangling
links. A couple of iterations will remove most &ieim.

After removing dangling links PageRank values caréiculated for the remaining web pages.
When this is done, the removed dangling links atarned to the graph with PageRank value

of 0. The PageRank algorithm is then iterated asyrtienes as it took iterations to remove dangling
links so that every page gets a rank.
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Figure 3 The graphs illustrate how the PageRank values converge fiodhe
PageRank values when using iteration. The values in tihesrare the PageRank
values of the nodes and the values in the edges avaltles of the links in the
next iteration. The value is also the amount of PagkRayage distributes to the

linked pages.
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Figure 4 (a) a graph with a dangling link leaking PageRank, (b) the
dangling link is removed in one iteration of the dangling tekoval
algorithm and final PageRank values have been iterafetthe(c
dangling link is returned with a PageRank of 0, (d) PageRank
algorithm has been iterated once to get the final Pade®Rdnes for
the original graph.

Rank sink

A problem in the simplified equation is what the authalsacrank sink. Think of a subgraph of
interconnected nodes with no links to the rest of thplgrAlso every node links at least one other
node, no dangling links, so that rank does not “leak frongthph” and thereby disappear. One or
more nodes in the rest of the graph have a link or tiolsbme nodes of the subgraph. During
iteration these nodes are pouring their rank to the sphg#ss there are no links out of the
subgraph the total sum of rank on the subgraph increBisesnembers of the subgraph thus get
higher rank than they are supposed to. The simplest foamank sink is two nodes both linking
the other and a link from some other node to one of thedesn

A way to narrow this down and that way reduce the proldeimroducing a dumping factor to the
PageRank algorithm.



PR(U) = _(1;;3') +dy

PR(V)
NP

\"

PR(V)

PR(u) =dE(u) +d > 3)
VOB,

, Where d is a damping factor (a constant real numherdes 0 and 1) and E(u) is a constant
specific to the page u.

\"

The equations 2 and 3 are two versions of the algorithm. Bguais a special case of equation 3

where dE(u) = % where N is the number of nodes in the graph.

In terms of a random surfer there is a probability tiat the surfer follows some link on the page
he is at. On the other hand there is a probabilityLaf)(that the surfer jumps to a random page.
Because it is equally probable for the surfer to jump topage on the graph the probability of the

surfer jumping to a certain page%s_N—d. [PBM98,BrP98]

4 Weaknesses of Google
Keyword spamming

As Google is based on query terms like most search engisgsssible to cheat Google by adding
words in to pages. If a user makes a query that includes cbtime added words Google gives this
page as a result even though the page has nothing to dihevitlords. The extra words make the
search engine see the page differently than the el ]Goo1]

The extra words can be hidden from the user by making#testall or the same color as the
background, hiding the text behind an image or placing itamitsie screen using absolute
positioning in CSS, or putting the text in an HTML eleméait is not visible to the user (e.g.
noscript) [Wik1,Wik2]. Irrelevant words can also be hiddethm keywords meta tag but not many
search engines support this meta tag because of its [&likdeSul02]. Google claims that it
analyses only content that the user sees on the phigesufggests that hiding extra words does not
work. [GooZ2]

Link spamming

To increase its PageRank a web page needs to be linkedtlhhemwveb pages with a high
PageRank [PBM98]. There are many possibilities how tdirdetd from another page.

Blogs, guest books and wikis have a possibility of users gadimments. These comments can
also include links. If the page owner does not check thmgted comments before they are shown
on the page it is possible for anyone to add advertisemdrdthar links. [Wik3]



Page hijacking

Sometimes the same content can be found from many URkexample the host part of the URL
can be different if the same pages are found on both.hest.com and host.com (i.e. the same
without www.). A page can also be mirrored to prote@iin a hardware failure. A mirrored page
can prevent a page being censored or removed completelylnet. Many sites use mirroring as
a way to balance load. [Wik4]

Some search engines spare the users from seeing duplicit@lar enough pages as separate
results. Therefore the search engine has to decidehWwiRL of the duplicate or similar pages it is
going to show to the user [Wik5]. Google uses PageRank as af plae decision making process;
the URL with the higher PageRank is likely to be chdSdp].

This feature can also be used to have an URL of a ioadievebmaster to be shown instead of the
real URL of a page. A duplicate page can be made by cogyngointents manually, using a
server-side-scripting to automatically copy the corgem issuing “302 Found” as an HTTP
response code [Wik5,SCHO5. In Google this is likely to happénwhen the PageRank of the
original page is lower than that of the malicious cdfy. a respectable web page this is rare [SD1].

The “302 Found” response code means that the fetched pagepgrarily moved to a different
location and the temporary URL is provided in the LocattI TP header of the response. The
contents are fetched from the temporary URL but tligiral URL is stored because the new
location is only used temporary. [Sch05]

To get profit of this situation a malicious webmaster show a different page to the user than
search engines [Sch05]. When a search engine fetgiaggedrom a server it identifies itself in the
User-Agent HTTP header. Using this information a sece@rdecide which page it returns [Wik6].
Another way is to give the same page both to the usereamdrsengines but a redirection sends the
user to another page. Javascript and refresh META tagare af the redirection techniques. Both
of them change the contents of the page but the pagéaeesmailar enough to be considered a
duplicate. [Wik5,Wik7]

Google bomb

Just like Google trusts that links are good as votes oityitadlso trusts that anchor text describes
the linked pages. The search results may include a pagehevegh it does not contain the query
terms. The reason for this is that a page has linkedafe and used the query terms in the anchor
text [Wik8].

Using this technique Google can find pages that it has natgeted. It makes it possible to index
files without textual information, e.g. videos, imagesisio. Also pages that are forbidden to be
crawled (using /robots.txt) are indexed this way. [BrP98]

In Google bombing, a number of people make links front theb pages to a chosen page. All
these links contain the same text as the anchor\Mhen there are enough people doing this the
chosen page will be at the top of the search resuéshwhking the anchor text as a query. A famous
Google bomb is the keywords “miserable failure” returnirgglibme page of President George W.
Bush. In another Google bomb the words “French militactories” return a fake Google search
results page claiming that there is no page containiripeatjuery terms and suggests searching
“French military defeats” [Wik8].



Tiedosto Muokkaa [N&ytd  Sirry  Kirjanmerkit  Tyskalut  Ohje
I
;:l - I_l - @ @ &) htip:/fwww . albinoblacksheep. comjftext/victories, himl

Advanced Search  Preferences  Lanquage Tools  Search Tips

‘ O &)8 le:" french military victories Google Search

Search: @ the web
Images | Groups | Directo MNews

Did you mean: french military defeats

Mo standard web pages containing all your search terms were found.
Your search - french military victories - did not match any documents.

Suggestions:

- Make sure all words are spelled correctly.
- Try different keywords.

- Try more general keywords.

- Try fewer keywaords.

All the details of how to make a Google bomb are nedicbecause Google does not release
information about its algorithms or algorithm changes. Aditw to Steve Lerner, creator of the
French military victories parody page, it was not aentional Google bomb. Lerner linked the
page in his blog kttp://www.albinoblacksheep.com/archive/february2003.htwithout any
advice to create links. People started to link the parody patiemselves thus raising its ranking.
[Mcn04]

Solutions from Google

Google explicitly forbids most of the methods describdealva and forbids also other methods
influencing the quality of search results [Gool,Goo4]. Asanter measure Google can remove
sites that do not follow its webmaster guidelines [GooBg fiemoval can also be for a period of
time. When the site has been changed to comply Googlelslmes a reinclusion request of the
site can be made to Google. The request should include watedrthe original site and how
something like this is prevented to happen again [Cut06].

Google states that it is reluctant to manually remobes sio that they do not appear in search
results [Goo4]. However a webspam team inside Googlksnorkeep up the quality of the search
engine [Cut06].

A rel attribute with nofollow value was introducedte used with an anchor tag <a> (<a
rel="nofollow” ...) to reduce link spam in blogs, guest bookd waikis. When this is added to an
anchor Google ignores the link as a vote and therefertirtked page does not get any PageRank
from this page. [Goo5]

5 Conclusion

Search engines have to manage the ever growing numiebgbages as the WWW gets even
larger. It also means that data structures holding tlemation have to cope with this or get
replaced by new ones. Also the growing number of queriesdds the search engines to scale for
this information need.



The quality of a search engine comes both from itstylbdi provide the most relevant web pages to
the user and from being immune to manipulation attemptsgl&sd?ageRank tries to do the both
but the competition in the search engine market chalietmenprove search algorithms even
further.
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