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Multiprocessor SystemsMultiprocessor Systems

Continuous need for fasterContinuous need for faster computerscomputers
Multiprocessors:Multiprocessors:

sharedshared memorymemory model,  access timemodel,  access time  nanosecnanosec (ns)(ns)
MulticomputersMulticomputers::

messagemessage passingpassing multiprocessor, access timemultiprocessor, access time microsecmicrosec (( s)s)
Distributed systems:Distributed systems:

widewide area distributedarea distributed system, access timesystem, access time millisecmillisec (ms)(ms) 2



MultiprocessorsMultiprocessors

Definition:Definition:
A computer system in which two or moreA computer system in which two or more
CPUs share full access to a commonCPUs share full access to a common RAMRAM

Memory access:Memory access:
UMAUMA –– Uniformed Memory AccessUniformed Memory Access
NUMANUMA –– NonuniformNonuniform Memory AccessMemory Access

3



BusBus--Based UMA MultiprocessorsBased UMA Multiprocessors

Contention for the busContention for the bus
Only one CPU can access the memory at any timeOnly one CPU can access the memory at any time
If bus is busy, requesting CPU must waitIf bus is busy, requesting CPU must wait
Limits the number of CPULimits the number of CPU

Internal cache reduces the memory accessesInternal cache reduces the memory accesses
Need: cacheNeed: cache--coherence protocol     (several copies exists)coherence protocol     (several copies exists)
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UMA Multiprocessor using a crossbar switchUMA Multiprocessor using a crossbar switch

Allows n CPUs to connect with k memoriesAllows n CPUs to connect with k memories
using n*kusing n*k crosspointscrosspoints
NonblockingNonblocking networknetwork

CPU can always connect, assuming that memory is availableCPU can always connect, assuming that memory is available 5



NUMA MultiprocessorNUMA Multiprocessor

CharacteristicsCharacteristics
1.1. Single address space visible to all CPUsSingle address space visible to all CPUs
2.2. Access to remote memory via commandsAccess to remote memory via commands

-- LOADLOAD
-- STORESTORE

3.3. Access to remote memory slower than to localAccess to remote memory slower than to local
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Multicore CipsMulticore Cips

”What to do with all the transistors on the chip?””What to do with all the transistors on the chip?”
Add cacheAdd cache  --> after a point does not improve performance> after a point does not improve performance
Add a CPU, called coreAdd a CPU, called core --> multicore chip> multicore chip

May share cache or each has its own (or both)May share cache or each has its own (or both)
Failure in shared component can bring down more coresFailure in shared component can bring down more cores
System on a shipSystem on a ship ––design has also specialdesign has also special--purpose cores (forpurpose cores (for
video, audio, crypto, network) with the CPUsvideo, audio, crypto, network) with the CPUs
For the software symmetric multicore chips are similar thanFor the software symmetric multicore chips are similar than
UMA multiprocessorsUMA multiprocessors
”How to use them with the software?””How to use them with the software?”

Parallel coding, lack of algorithmsParallel coding, lack of algorithms
Synchronization, race conditions, deadlocksSynchronization, race conditions, deadlocks
BenefitsBenefits 7



Multiprocessor OSMultiprocessor OS TypesTypes

Each CPUEach CPU has its own Operating Systemhas its own Operating System
Partition the memory  for private usePartition the memory  for private use
Each CPU and its OS operate independentlyEach CPU and its OS operate independently

MasterMaster--Slave MultiprocessorsSlave Multiprocessors
One CPU is the master and others are slavesOne CPU is the master and others are slaves
Only master may run Operating SystemOnly master may run Operating System

Symmetric Multiprocessors (SMP)Symmetric Multiprocessors (SMP)
One copy of the OS and any CPU may run itOne copy of the OS and any CPU may run it
Balances processes and memory dynamicallyBalances processes and memory dynamically
Synchronization issues in the OS code itselfSynchronization issues in the OS code itself

Critical regions must be protected (disabling interrupts is not enough)Critical regions must be protected (disabling interrupts is not enough)
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Each CPU has its own OSEach CPU has its own OS

System call handled by the private OS using its own private dataSystem call handled by the private OS using its own private data
structuresstructures
No sharing of processes, no load balancingNo sharing of processes, no load balancing
No sharing of memory pages, no reallocation of free pagesNo sharing of memory pages, no reallocation of free pages
No buffer cache for shared file systems to avoid inconsistenciesNo buffer cache for shared file systems to avoid inconsistencies
No used any moreNo used any more
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MasterMaster--Slave multiprocessorsSlave multiprocessors

Only one instance of OS and its data structuresOnly one instance of OS and its data structures
Master allocates load (processes/threads) to other CPUsMaster allocates load (processes/threads) to other CPUs
Shared memory, pages can be allowed for all processesShared memory, pages can be allowed for all processes
Shared buffer cache, inconsistencies do not occurShared buffer cache, inconsistencies do not occur
Master may become bottleneck!Master may become bottleneck!

It executes all system calls for all processesIt executes all system calls for all processes
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Symmetric Multiprocessors, SMPSymmetric Multiprocessors, SMP

One copy of the OS, any CPU can run itOne copy of the OS, any CPU can run it
All CPUs can execute system callsAll CPUs can execute system calls
Access to critical regions must be controlledAccess to critical regions must be controlled

MutexesMutexes to control access to multiple independent critical regionsto control access to multiple independent critical regions
MutexesMutexes toto cotrolcotrol access to critical tables (used in several criticalaccess to critical tables (used in several critical
regions)regions)
Only one CPU can access a particular part of OS at any time!Only one CPU can access a particular part of OS at any time!
Deadlocks might freeze the systemDeadlocks might freeze the system 11



MultiprocessorMultiprocessor SynchronizationSynchronization

CorrectCorrect mutexmutex implementation is not simple!implementation is not simple!
Disabled interrupts do not work with multiple processorsDisabled interrupts do not work with multiple processors
Test and Set Lock without locking the bus  does not work (see fig above)Test and Set Lock without locking the bus  does not work (see fig above)
Test and Set with logging the bus before command and releasing it afterTest and Set with logging the bus before command and releasing it after
worksworks
The waiting CPU spins (loops in testing) fast waiting for theThe waiting CPU spins (loops in testing) fast waiting for the spin lockspin lock
Instead of spinning the CPU could switch to another threadInstead of spinning the CPU could switch to another thread

Test and Set Lock
(TSL)

-instruction can fail
if bus cannot be

locked
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Spinning versus switchingSpinning versus switching

InIn some cases CPU must waitsome cases CPU must wait
waits to acquire ready listwaits to acquire ready list

In other cases a choice existsIn other cases a choice exists
spinning wastes CPU cyclesspinning wastes CPU cycles
switching uses up CPU cycles alsoswitching uses up CPU cycles also
could be possiblecould be possible to make separate decision each timeto make separate decision each time
lockedlocked mutexmutex encounteredencountered
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Multiprocessor schedulingMultiprocessor scheduling

What is scheduled?What is scheduled?
UserUser--level threadslevel threads OS schedules processesOS schedules processes
KernelKernel--level threadslevel threads OS schedules threadsOS schedules threads

Where to run it?Where to run it?
Which CPUWhich CPU

Schedules thread independently or in groups?Schedules thread independently or in groups?

TimesharingTimesharing
Space sharingSpace sharing
Gang schedulingGang scheduling

14



TimesharingTimesharing

Single scheduling dataSingle scheduling data structure forstructure for CPUsCPUs
Automatic load balancingAutomatic load balancing
Smart scheduling : thread in critical region is not switched offSmart scheduling : thread in critical region is not switched off
Affinity scheduling: make an effort  to have thread run on theAffinity scheduling: make an effort  to have thread run on the
same CPU againsame CPU again 15



Space sharingSpace sharing

Multiple related threads at same time across multiple CPUsMultiple related threads at same time across multiple CPUs

Simple model:Simple model:
All threads are allocated CPUs at the same timeAll threads are allocated CPUs at the same time
They hold on the CPU even while waiting for I/OThey hold on the CPU even while waiting for I/O
Release only when thread is finishedRelease only when thread is finished

More complex alternatives existMore complex alternatives exist 16



Multiprocessor Scheduling (4)Multiprocessor Scheduling (4)

Problem with threads in figure:Problem with threads in figure:
Belong to same thread A, need to communicate,Belong to same thread A, need to communicate,
but run in different phases, makes A slow!but run in different phases, makes A slow!

SolutionSolution: Gang: Gang SchedulingScheduling
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Gang SchedulingGang Scheduling

Groups of related threads scheduled as a unit (a gang)Groups of related threads scheduled as a unit (a gang)
All members of gang run simultaneously on diff. timeshared CPUAll members of gang run simultaneously on diff. timeshared CPU
All gang members start and end time slices togetherAll gang members start and end time slices together

A’s threads
B & C
D, E0
Rest of E
repeat
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MulticomputersMulticomputers
Definition:Definition:
TightlyTightly--coupled CPUs that do not share memorycoupled CPUs that do not share memory

Also known asAlso known as

cluster computerscluster computers
clusters of workstations (COWs)clusters of workstations (COWs)
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MulticomputersMulticomputers

HardwareHardware
TopologyTopology
CommunicationCommunication
Network interfacesNetwork interfaces

Communication softwareCommunication software
LowLow--level:from memory to networklevel:from memory to network
UserUser--level: send & receive, blocking vs. Nonblockinglevel: send & receive, blocking vs. Nonblocking
RemoteRemote--Procedure Call, RPCProcedure Call, RPC
Distributed shared memoryDistributed shared memory

Scheduling & load balancingScheduling & load balancing
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Interconnection TopologyInterconnection Topology
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CommunicationCommunication

StoreStore--andand--forwardforward
Each switch that receives the packet, forwards to next oneEach switch that receives the packet, forwards to next one
Flexible and efficient, Latency grows with sizeFlexible and efficient, Latency grows with size

Circuit switchingCircuit switching
Path established first during setup phasePath established first during setup phase
All packets travel the same pathAll packets travel the same path 22



LowLow--level communicationlevel communication

Packets copied several times during transmissionPackets copied several times during transmission
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User Level Communication SoftwareUser Level Communication Software

Minimum servicesMinimum services
providedprovided

send and receivesend and receive
commandscommands

These are blockingThese are blocking
(synchronous) calls(synchronous) calls

(a) Blocking send call

(b) Nonblocking send call
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Remote Procedure Call (1)Remote Procedure Call (1)

Client makes (normal) procedure callClient makes (normal) procedure call
Client stub marchalls the parameters for networkClient stub marchalls the parameters for network
Network passes the request to serverNetwork passes the request to server
Server stub unmarhalls the parametersServer stub unmarhalls the parameters
and makes a normal procedure call on serverand makes a normal procedure call on server
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Remote Procedure Call (2)Remote Procedure Call (2)

Implementation IssuesImplementation Issues
Cannot pass pointersCannot pass pointers

call by reference becomes copycall by reference becomes copy--restore (but might fail)restore (but might fail)
Weakly typed languagesWeakly typed languages

client stub cannot determine sizeclient stub cannot determine size
Not always possible to determine parameter typesNot always possible to determine parameter types
Cannot use global variablesCannot use global variables

may get moved to remotemay get moved to remote machinemachine

RFC 1057RFC 1057
RPC v2 : RFC 1831RPC v2 : RFC 1831
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RPC: aRPC: a SSchematicchematic VViewiew

FNCT(a,b)FNCT(a,b)
c:={comp}c:={comp}
return c.return c.

Thread P

…

Y=FNCT(X,Y)

…

X, Y, Z

System  A System B

RPC
package

RPC
package

a:=X; b:=Y;

Y

Y=FNCT(X,Y)



Distributed SharedDistributed Shared MemoryMemory

CanCan bebe implemented onimplemented on
hardwarehardware
operating systemoperating system
useruser--level softwarelevel software 28



Scheduling & load balancingScheduling & load balancing

Each node has its own set of processesEach node has its own set of processes
Local scheduling decisionsLocal scheduling decisions
Global decision on allocation of processesGlobal decision on allocation of processes

Gang scheduling over multicomputers is possibleGang scheduling over multicomputers is possible

Processor allocation algorithms (for load balancing)Processor allocation algorithms (for load balancing)
A graphA graph--theoretic deterministic algorithmtheoretic deterministic algorithm
A senderA sender--initiated distributed heuristic algorithminitiated distributed heuristic algorithm

Overloaded nodeOverloaded node

A receiverA receiver--initiated distributed heuristic algorithminitiated distributed heuristic algorithm
Underloaded nodeUnderloaded node
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VirtualizationVirtualization
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Background and motivationBackground and motivation

Consolidating serversConsolidating servers
Each service in its own virtual machineEach service in its own virtual machine

Still not dependent on othersStill not dependent on others
Each has its own OS,  libraries, configuration filesEach has its own OS,  libraries, configuration files
Can fail independently, no effect to other virtual machinesCan fail independently, no effect to other virtual machines

Fewer physical machinesFewer physical machines
Reduced hardware and energy costsReduced hardware and energy costs
Hardware (or hypervisor) failure fails all services on that serverHardware (or hypervisor) failure fails all services on that server

Other benefits:Other benefits:
Checkpointing and migrating straighforward (memory image)Checkpointing and migrating straighforward (memory image)
Running lecacy systems (no hardware available any more)Running lecacy systems (no hardware available any more)
Software development (testing on several OS)Software development (testing on several OS)
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RequirementsRequirements

Virtual machine must act just like the real hardwareVirtual machine must act just like the real hardware
Booting the machine, installing operating system, etc.Booting the machine, installing operating system, etc.
Hypervisor provides this illusionHypervisor provides this illusion
HypervisorHypervisor emulatesemulates the hardware by ”interpreting” thethe hardware by ”interpreting” the
machine code instructionsmachine code instructions

Hardware support necessary for type 1 hypervisorsHardware support necessary for type 1 hypervisors
Priviledges instructions  (trap if run on user mode)Priviledges instructions  (trap if run on user mode)
Sensitive instructions (executed only in kernel mode)Sensitive instructions (executed only in kernel mode)
Virtualizable only wen sensitive instr. are a subset of priv.Virtualizable only wen sensitive instr. are a subset of priv.
Intel 386 not virtualizable:Intel 386 not virtualizable:

Some sensitive instructions ignored in user modeSome sensitive instructions ignored in user mode
Some instructions can read sensitive data without trapSome instructions can read sensitive data without trap 32



Type 1 hypervisorType 1 hypervisor

Execution of priviledged instructionsExecution of priviledged instructions
Hardware detects!Hardware detects!
Trap to hypervisorTrap to hypervisor
Check whether the instruction for guest OS or user applic.Check whether the instruction for guest OS or user applic.

Execute the instruction from OSExecute the instruction from OS
Emulate the actual behavior for the user applicationsEmulate the actual behavior for the user applications

33



Type 2 hypervisorType 2 hypervisor

No hardware support neededNo hardware support needed
Hypervisor itselfHypervisor itself runs in user moderuns in user mode
Executing program (or OS) in virtual machine in doneExecuting program (or OS) in virtual machine in done
usingusing binary translationbinary translation

First, hypervisorFirst, hypervisor scansscans the code for basic blocks without anythe code for basic blocks without any
jumps etc changing the program counterjumps etc changing the program counter
ReplaceReplace each sensitive instruction and the last instructionneach sensitive instruction and the last instructionn
of each block with call to the hypervisor’s own procedureof each block with call to the hypervisor’s own procedure
Modified block cached within the hypervisor and executedModified block cached within the hypervisor and executed

Binary translation can be used on type 1 hypervisorsBinary translation can be used on type 1 hypervisors
also to avoid trapsalso to avoid traps
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ParavirtualizationParavirtualization

Use onlyUse only modified guest operating systemmodified guest operating system
Do the modifications (done in binary translation) already toDo the modifications (done in binary translation) already to
the code of the guest osthe code of the guest os
The modified OS cannot be anymore run directly on theThe modified OS cannot be anymore run directly on the
hardware on its own, it needs the hypervisorhardware on its own, it needs the hypervisor

Create a special Virtual Machine InterfaceCreate a special Virtual Machine Interface
The implementation under the interface can changeThe implementation under the interface can change
(VMILinux using VMIL)(VMILinux using VMIL)
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VMIVMI –– Virtual Machine InterfaceVirtual Machine Interface

Modified kernel calls procedures of VMI for anyModified kernel calls procedures of VMI for any
sensitive operationssensitive operations
The VMI form a lowThe VMI form a low--level layer interface with hardwarelevel layer interface with hardware
or hypervisoror hypervisor (just change the procedure implementations)(just change the procedure implementations)
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DistributedDistributed SystemsSystems

The difference between multicomputer and distributedThe difference between multicomputer and distributed
system depends on the viewpointsystem depends on the viewpoint
Distributed systems are loosely coupledDistributed systems are loosely coupled

Covered in our Distributed SystemsCovered in our Distributed Systems --coursecourse
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DistributedDistributed SystemsSystems

Achieving uniformity with middlewareAchieving uniformity with middleware
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The InternetThe Internet
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