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Abstract— A step that many context-aware systems have
in common is that of context reasoning. A major problem
this research is currently facing, is the absence of real-
life data, which would enable the verification of the
usefulness of the reasoning mechanisms for specific data-
sets. In this paper we describe a server mechanism that
enables the flexible collection and storage of context data
from multiple users and sources. The server furthermore
provides a notification service so that the collected data
can be further used by different tools, such as different
reasoning mechanisms. The system has been implemented
using J2EE technologies and it has been tested with clients,
which transfer context data to the server, using SOAP on
top of HTTP.
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I. I NTRODUCTION

One of the emerging technologies in the field
of computer science is context-aware computing.
An important part of this research deals with the
reasoning about the current context of a user, or
another entity, in order to infer higher levels of
abstraction of the context. These abstractions are
typically used in order to make applications less
dependent on specific data sources and sensing
mechanisms.

In order to improve reasoning in context-aware
applications, novel reasoning mechanisms (e.g. [1])
and architectures for context-aware systems (e.g.
[2]–[5]) are being researched. One problem that the
research is facing, however, is the absence of real
life data. This data could be used to verify new

approaches without spending major effort on the
implementation of surrounding applications and the
means for gathering context data.

While learning and inference mechanisms can
be evaluated with simulated data, there is a high
probability that the approach fails on real-life data-
sets. The development and implementation of the
simulation mechanism itself often requires signifi-
cant effort, but offer no assurance that the reasoning
mechanism, verified with this simulation, can hold
up to the kinds and amounts of context information
the final system may be subjected to. Furthermore,
combining many different context-sources and rea-
soning about their relationships provide by them-
selves a very good source for higher level context,
which can only be simulated with great effort.

For these reasons a system that can gather
different kinds of context data from many
sources is very beneficial. Such a system should
furthermore provide a consistent interface to all
kinds of reasoning systems that could then be
verified, using the collected data.

The remainder of this paper is organized as
follows: Section II discusses the background for this
work, while specific requirements are introduced in
Section III. The architecture of the system is then
presented in Section IV, whereas Section V presents
details regarding the implementation of the system.
Finally, Section VI concludes the paper and provides
directions for future work.



II. BACKGROUND

Current systems that support the study of context-
awareness are usually built with the specific purpose
of the study in mind (see for instance [6]) and it
is usually very difficult to extend those systems for
other purposes, or to integrate them with existing
applications. As also Winograd recognizes, so far
only very few common architectures, or suggestions
towards the architecture of context-aware systems
(see for example [7]) have been developed [8].

Different approaches have been taken to provide a
common architecture for context-aware applications
and towards the integration of context-reasoning
mechanisms. According to Moran and Dourish [6],
current research focuses on either different versions
of a blackboard-based approach or on widget-based
approaches, which are in most cases implemented
in the form of middleware and it’s services, or in the
form of application frameworks. Another possibility
that Moran and Dourish describe is implementation
using interacting agents, which are distributed over
a network [4].

Examples of middleware approaches include,
the Reconfigurable Context-Sensitive Middleware
(RCSM) [9], and the CORTEX middleware [10].
For our purposes the CORTEX approach is more
interesting as it introduces special entities, called
sentient objects, which are responsible for receiving,
processing, and providing context-related informa-
tion. Sentient objects are defined as autonomous
objects that are able to sense their environment and
act accordingly [10]. The advantage of this approach
is the possibility to re-organize them, for instance
depending on their primary task.

Also some application frameworks that support
context-awareness have been proposed. For exam-
ple, [11] describes the implementation of a frame-
work that supports management of context infor-
mation on mobile terminals. The structure of this
framework is centered around the blackboard par-
adigm for communication, which is handled by a
context manager. Most components that use this
framework, including the applications, act as clients
for the context management system and reside on
the device itself. Other services can run not only on
the device itself, but potentially also in a distributed
environment.

Another framework approach is The Context
Toolkit, which separates acquisition and presenta-
tion of context information from the application that
requires it, by using so-called widgets [12]. The
focus of this work lays in the automatic inference
of higher level context information from lower-level
sensory data.

Another system, developed within the Hydrogen
project [13], describes a three-layered architecture,
designed to overcome problems of mobile, context-
aware systems. The framework consists of the adap-
tor, the management and the application layer. For
the communication between the different layers,
the described framework utilizes an XML-based
protocol. The aim of the framework is the provision
of an architecture that is lightweight, extensible,
robust, and which also enables the possibility of
adding further meta-information to the system

III. R EQUIREMENTS

Although the systems described in the previous
section have been developed to facilitate develop-
ment of context aware systems and applications,
they are unnecessarily complex for the purposes
of gathering context data and verifying different
reasoning techniques. In this section we identify
functional requirements for a system that is suited
for the above mentioned purposes. The architecture
itself is discussed more thoroughly in Section IV.

Although the resulting system should be kept
simple, it should be able to gather data from many
different devices and users. Especially mobile de-
vices have inherently access to huge amounts of data
and are thus very suitable for collecting contextual
information. Due to the limited resources of a
typical wireless information device, it is however
often necessary to upload the gathered information
to a system, which has more resources available.
Because of the potentially large amount of end
users, the resulting system also needs to be highly
scalable.

The system should also provide an interface for
users to manage context information, gathered from
their devices. Thus, it should be possible for a
user to browse the data (s)he has provided and
delete information that was provided by mistake or
inadvertently.



In order to keep the resulting system as flexible
as possible, the automatic adaptation to new types
of context data and new context formats is needed.
Since the system has to also store the context
information, the specification of the context data
format can furthermore be used to adapt the data
storage mechanisms.

In order to verify the behavior of different rea-
soning mechanism on realistic data-sets, a mech-
anism is needed that enables the provisioning of
gathered context data to different third party tools
and mechanisms, and in many different formats.
This mechanism should furthermore be able to
provide the context data in a timely manner and
in such a way that an external system is able to
receive incoming context data and recognize and
react to context changes. Thus, an event model is
needed that can push notifications of new context
information to external systems.

Finally, to ensure security of the system, it is
necessary to authenticate users and their devices.
However, since the security aspect is not the primary
concern of the system, it is merely necessary to
provide an interface towards external systems that
implement the authentication of users and their
devices, based on the provided credentials.

IV. A RCHITECTURE

The requirements discussed in the previous sec-
tion have lead to the architecture shown in Figure
1. The provided interfaces are theMobile interface,
which allows mobile devices to supply context
data, and theBrowser interface, which enables the
management of contextual information for the end-
users and the administration of the system. What
is required from external components is theAu-
thentication of users and devices. TheReasoning
interface enables the connection of different rea-
soning mechanisms, which can then be validated
with the provided data. The sub-components of the
system are discussed in more detail in the following
subsections.

A. Data Collection

The first step of the data collection process is
implemented by theContext Listenercomponent,
which receives incoming messages. Using external
authentication mechanisms, the Context Listener
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Fig. 1. Components of the Context Management Server

verifies the transmitting device. If the credentials
of the device are valid, the context data is passed
further to the Validator. On the other hand, if the
device is not permitted to use the system, according
error information is provided to the device and
further processing of the message does not take
place. For logging purposes the original message
and the credentials are also stored. However, this is
not part of the system’s main functionality and is
thus not depicted in Figure 1.

TheValidator component uses aFormat Descrip-
tion (currently DTD), to verify that the message
conforms to the specified context data format. This
provides a very flexible mechanism to find mal-
formed messages early in the process and avoids
the unnecessary use of resources on messages that
may have been transmitted by outdated gathering
mechanisms, or that may have been damaged. After
the format has been verified, the Context Listener
is informed about the validity of provided messages
and in turn provides the mobile device with the suc-
cess or corresponding error information and closes
the connection to the mobile device.

Validated messages are passed to theParsercom-
ponent, which in turn is responsible for extracting
the context information from the message. The in-
formation is then provided to theContext Repository
(see next section), together with a unique identifier



for the message that contained it. The different types
of context information, alongside with the message
identifier, are submitted to the Notification Queue
component.

TheNotification Queueimplements a mechanism
that allows different systems to subscribe to specific
context information (e.g. based on type, source,
etc.). This kind of event mechanism enables dif-
ferent reasoning mechanisms to subscribe to spe-
cific context information. As reasoning mechanisms
are often processing intensive and may be time-
consuming, the mechanism furthermore enables the
invocation of several instances of the same mecha-
nism, to process the data in a timely manner and to
return results to the mobile device on time.

B. Data Management

The primary task of data management is handled
by theContext Repositorycomponent. It implements
a flexible mechanism that stores context data and
provides it to other components. An important func-
tionality of the repository is the adaptation of the
storage mechanism to changes in the context data
sets. As described earlier, the Validator component
uses a Format Description to validate the correct-
ness of incoming messages. The Context Repository
uses the same format description as the Validator,
to adapt the structure of the database. While this
functionality is important and not necessarily trivial
to implement, it is not depicted in Figure 1, as it
does not represent the primary functionality of this
component. The specific implementation is however
described later.

In order to allow a user to control the provided
data, a Web Interfacecomponent is responsible
for providing an interface for the management of
context data in the repository. This component
enables each user to browse the data that (s)he
has submitted, and to delete information where
necessary. The component furthermore enables the
remote administration of users and context data by
authorized persons. The Web Interface component
also uses the external Authentication mechanism, in
order to authenticate users and administrators.

C. Context Reasoning

As mentioned earlier, the system should allow
different tools and reasoning mechanisms to access

the context data. Although the reasoning itself is
implemented outside the system, the different tools
and mechanisms require means to adapt the pro-
vided information to their specific formats. For this
reason, aData Exportcomponent, or a set thereof,
undertake the subscription to the Notification Queue
component. When the data export components are
informed about the availability of the subscribed
context data, they can use the provided message
identifier as means to obtain the actual context data
from the Context Repository. The data export tools
will then bring the data into such a format that it can
be understood by external reasoning mechanisms.
It is thereby possible that one such component
implements the export functionality to several dif-
ferent formats. This component furthermore takes
care of informing the reasoning mechanisms and, if
necessary, triggering the actual reasoning process.

V. I MPLEMENTATION

While the previous section discussed the archi-
tecture of the system, this section provides further
information regarding the actual implementation of
the system.

A. Execution Environment

In order to minimize implementation effort, Java
[14] is used, with J2EE [15] as the component
model for the server.

In particular, due to the practical availability of
the system, a JBoss Application server [16], running
on the Linux servers of the Computer Science De-
partment of the University of Helsinki was chosen,
together with the following additional libraries:

• JAXB: generation of Java interfaces and imple-
mentation classes from a given DTD and JAXB
configuration file [17].

• HyperJAXB: generation of Hibernate mappings
for the generated JAXB interfaces from the
given DTD and JAXB configuration file that
contains Hyper-JAXB annotations [18].

• Hibernate DB Schema Export: generation of
database schema from the Hibernate mappings,
generated by HyperJAXB [19].

• Apache Axis: handling of SOAP messages
[20].



B. Data Exchange

For the communication between the mobile client
and the Context Server, SOAP calls on top of HTTP
were chosen. While an HTTP stack is available
on most high-end mobile services, its use reduces
the implementation effort significantly, compared to
other alternatives. The use of SOAP as the packag-
ing protocol was also motivated by the existence of
supporting libraries for both, the client, as well as
the server side. Furthermore,Document Type Defin-
ition (DTD) was used to specify the format of valid
messages, as described in the architecture section
earlier. Many existing libraries are available that
implement functionality necessary to handle DTD
documents and provide the necessary information.

C. Data Storage

The data storage mechanism used for the imple-
mentation is based on the relational database mech-
anism that is part of JBoss. For logging purposes,
each incoming message is stored in its original
format, together with a time stamp and the identifier
of the submitting terminal. Actual context data is
retained only from authenticated users and validated
messages.

As described earlier, the actual structure of the
database is specified by the DTD. Depending on
changes in this description, the structure of the
database is adapted automatically, by creating new
tables for structures that have changed or that have
been added. The data of structures that are being
replaced is stored in a backup, in order to be
accessible later on.

D. Web Interface

As described earlier, the Web Interface compo-
nent provides a mechanism for users, to manage
submitted context data. Figure 2 shows a snapshot
of the management interface.

A similar interface enables the administration of
users and their context information by authorized
persons. In order to ensure a basic level of system
security, the user or administrator is required to
authenticate her/himself, before either interface can
be accessed.

Fig. 2. Web Interface

E. Data Export

In its current implementation, the Data Export
component can serialize the context data into two
different formats. The Attribute-Relation File For-
mat (ARFF) [21] is used by the WEKA reasoning
toolkit [22], whereas the second format currently
supported by the system is the flat file format (e.g.
[23]).

F. Context Reasoning

In the current implementation the system is pri-
marily used to verify the behavior of specific reason-
ing mechanisms, with the WEKA toolkit. After the
Export tool has serialized the context data, it triggers
the execution of a particular reasoning mechanism,
using the APIs that are provided by WEKA. Of
particular interest in our research are the following
interfaces:

• Classifier
• Instance
• Attribute
• Filter (data pre-processing)

G. Testing

In order to test the functionality of the system,
several test clients have been implemented. One test
client is based on Perl, while a second client is
implemented in Java. Both communicate with the
system, using SOAP messages on top of HTTP.
The clients transmit the provided messages and



inform the user about the results that are provided
by the server. Alternatively, also a web interface is
available, which allows the direct specification of
context data and transmits it to the server.

VI. CONCLUSIONS ANDFUTURE WORK

In this paper we introduced the architecture and
the implementation of a context gathering server,
which enables remote context reasoning. The con-
text data, gathered by this server, enables the testing
and verification of specific context reasoning mech-
anisms on real-life data.

While the current implementation is functional,
several extensions are being worked on. These in-
clude a more elaborate client on advanced mobile
devices, which is able to gather a wider variety of
context data.

Further research will also concentrate on the de-
velopment and verification of new reasoning mech-
anisms, which may bring with it the need to imple-
ment additional components, or even to adapt the
architecture of the system.
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