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Abstract— A step that many context-aware systems have approaches without spending major effort on the

in common is that of context reasoning. A major problem implementation of surrounding applications and the

this research is currently facing, is the absence of real- means for gathering context data.
life data, which would enable the verification of the

usefulness of the reasoning mechanisms for specific data- While | . d inf hani
sets. In this paper we describe a server mechanism that lié léarning and Inference mechanisms can

enables the flexible collection and storage of context data0€ evaluated with simulated data, there is a high
from multiple users and sources. The server furthermore probability that the approach fails on real-life data-
provides a notification service so that the collected data sets. The development and implementation of the
can be fU”hethS?d by %‘:‘fere”tt tOO'hS’ SgCh as dliffefe“: simulation mechanism itself often requires signifi-
reasoning mecnanisms. € system has been implemente :
using JZEE technologies and ityhas been tested Wi?h clients,%ant effo_rt, but off_er no assurance tha’? the reasoning
which transfer context data to the server, using SOAP on meChamSm’ verified with this Slmwatlor!’ can hqld
top of HTTP. up to the kinds and amounts of context information
the final system may be subjected to. Furthermore,
Keywords—ubiquitous computing, software architec- combining many different context-sources and rea-
ture, distributed Al, software infrastructures, adaptive soning about their relationships provide by them-
systems. selves a very good source for higher level context,
which can only be simulated with great effort.
. INTRODUCTION For these reasons a system that can gather
One of the emerging technologies in the fieldifferent kinds of context data from many
of computer science is context-aware computingources is very beneficial. Such a system should
An important part of this research deals with thfeirthermore provide a consistent interface to all
reasoning about the current context of a user, kinds of reasoning systems that could then be
another entity, in order to infer higher levels oferified, using the collected data.
abstraction of the context. These abstractions are
typically used in order to make applications less
dependent on specific data sources and sensinghe remainder of this paper is organized as
mechanisms. follows: Section Il discusses the background for this
In order to improve reasoning in context-aware&ork, while specific requirements are introduced in
applications, novel reasoning mechanisms (e.g. [Hgction Ill. The architecture of the system is then
and architectures for context-aware systems (epgyesented in Section IV, whereas Section V presents
[2]-[5]) are being researched. One problem that tidetails regarding the implementation of the system.
research is facing, however, is the absence of ré&ahally, Section VI concludes the paper and provides
life data. This data could be used to verify newirections for future work.



[I. BACKGROUND Another framework approach is The Context

Toolkit, which separates acquisition and presenta-
Current systems that support the study of contexfon of context information from the application that

awareness are usually built with the specific purpoggquires it, by using so-called widgets [12]. The
of the study in mind (see for instance [6]) and ifocus of this work lays in the automatic inference
is usually very difficult to extend those systems fQ§t higher level context information from lower-level
other purposes, or to integrate them with existingansory data.
applications. As also Winograd recognizes, so far aonother system, developed within the Hydrogen
only very few common architectures, or suggestionssiect [13], describes a three-layered architecture,
towards the architecture of context-aware SVSterﬂésigned to overcome problems of mobile, context-
(see for example [7]) have been developed [8]. 4yare systems. The framework consists of the adap-
Different approaches have been taken to provideg}, the management and the application layer. For
common architecture for context-aware applicatiofige communication between the different layers,
and towards the integration of context-reasoninge described framework utilizes an XML-based
mechanisms. According to Moran and Dourish [6protocol. The aim of the framework is the provision
current research focuses on either different versiogs an architecture that is lightweight, extensible,
of a blackboard-based approach or on widget-baseghust, and which also enables the possibility of

approaches, which are in most cases implementgghiing further meta-information to the system
in the form of middleware and it’s services, or in the

form of application frameworks. Another possibility mn
that Moran and Dourish describe is implementation
using interacting agents, which are distributed over Although the systems described in the previous
a network [4]. section have been developed to facilitate develop-
Examples of middleware approaches includejent of context aware systems and applications,
the Reconfigurable Context-Sensitive Middlewartdey are unnecessarily complex for the purposes
(RCSM) [9], and the CORTEX middleware [10].0f gathering context data and verifying different
For our purposes the CORTEX approach is moreasoning techniques. In this section we identify
interesting as it introduces special entities, callddnctional requirements for a system that is suited
sentient objectsvhich are responsible for receivingfor the above mentioned purposes. The architecture
processing, and providing context-related informéself is discussed more thoroughly in Section IV.
tion. Sentient objects are defined as autonomousAlthough the resulting system should be kept
objects that are able to sense their environment agithple, it should be able to gather data from many
act accordingly [10]. The advantage of this approaclifferent devices and users. Especially mobile de-
is the possibility to re-organize them, for instanceices have inherently access to huge amounts of data
depending on their primary task. and are thus very suitable for collecting contextual
Also some application frameworks that suppomformation. Due to the limited resources of a
context-awareness have been proposed. For exdypical wireless information device, it is however
ple, [11] describes the implementation of a frameften necessary to upload the gathered information
work that supports management of context infoto a system, which has more resources available.
mation on mobile terminals. The structure of thiBecause of the potentially large amount of end
framework is centered around the blackboard parsers, the resulting system also needs to be highly
adigm for communication, which is handled by &acalable.
context manager. Most components that use thisThe system should also provide an interface for
framework, including the applications, act as clientssers to manage context information, gathered from
for the context management system and reside their devices. Thus, it should be possible for a
the device itself. Other services can run not only arser to browse the data (s)he has provided and
the device itself, but potentially also in a distributedelete information that was provided by mistake or
environment. inadvertently.

. REQUIREMENTS
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In order to keep the resulting system as flexible T T
?

as possible, the automatic adaptation to new types
of context data and new context formats is needed.
Since the system has to also store the context
information, the specification of the context data

format can furthermore be used to adapt the data
storage mechanisms.

In order to verify the behavior of different rea-
soning mechanism on realistic data-sets, a mech-
anism is needed that enables the provisioning of o
gathered context data to different third party tools P T
and mechanisms, and in many different formats. Repostory % Export
This mechanism should furthermore be able to
provide the context data in a timely manner and
in such a way that an external system is able to 0
receive incoming context data and recognize and B R‘Lg
react to context changes. Thus, an event model is
needed that can push notifications of new context
information to external systems.

Finally, to ensure security of the system, it is o , ,
necessary to authenticate users and their devidgifies the transmitting device. If the credentials
However, since the security aspect is not the primay the device are valid, the context data is passed
concern of the system, it is merely necessary f[lérther _to the Vallc_iator. On the other hand, if th_e
provide an interface towards external systems tHMVICe IS not permitted to use the system, according
implement the authentication of users and theifTor information is provided to the device and
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Fig. 1. Components of the Context Management Server

devices, based on the provided credentials. further processi_ng of the message QOeS not take
place. For logging purposes the original message
IV. ARCHITECTURE and the credentials are also stored. However, this is

The requirements discussed in the previous &t part of the system’s main functionality and is
tion have lead to the architecture shown in Figuf8us not depicted in Figure 1. _
1. The provided interfaces are tMobile interface,  The Validator component uses lormat Descrip-
which allows mobile devices to supply contextion (currently DTD), to verify that the message
data, and thérowserinterface, which enables theconforms to the specified context data format. This
management of contextual information for the endgrovides a very flexible mechanism to find mal-
users and the administration of the system. WH@med messages early in the process and avoids
is required from external components is the- the unnecessary use of resources on messages that
thenticationof users and devices. ThReasoning May have been transmitted by outdated gathering
interface enables the connection of different refechanisms, or that may have been damaged. After
soning mechanisms, which can then be validatéite format has been verified, the Context Listener
with the provided data. The sub-components of tfiginformed about the validity of provided messages

system are discussed in more detail in the followirnd in turn provides the mobile device with the suc-
subsections. cess or corresponding error information and closes

the connection to the mobile device.

A. Data Collection Validated messages are passed toR&esercom-
The first step of the data collection process onent, which in turn is responsible for extracting
implemented by theContext Listenercomponent, the context information from the message. The in-
which receives incoming messages. Using exterriaimation is then provided to théontext Repository
authentication mechanisms, the Context Listengsee next section), together with a unique identifier



for the message that contained it. The different typdse context data. Although the reasoning itself is
of context information, alongside with the messagmplemented outside the system, the different tools
identifier, are submitted to the Notification Queuand mechanisms require means to adapt the pro-
component. vided information to their specific formats. For this
The Notification Queuemplements a mechanismreason, éData Exportcomponent, or a set thereof,
that allows different systems to subscribe to specifimdertake the subscription to the Notification Queue
context information (e.g. based on type, sourcepmponent. When the data export components are
etc.). This kind of event mechanism enables diirformed about the availability of the subscribed
ferent reasoning mechanisms to subscribe to spentext data, they can use the provided message
cific context information. As reasoning mechanismdentifier as means to obtain the actual context data
are often processing intensive and may be timigom the Context Repository. The data export tools
consuming, the mechanism furthermore enables thél then bring the data into such a format that it can
invocation of several instances of the same mech# understood by external reasoning mechanisms.
nism, to process the data in a timely manner andltois thereby possible that one such component

return results to the mobile device on time. implements the export functionality to several dif-
ferent formats. This component furthermore takes
B. Data Management care of informing the reasoning mechanisms and, if

The primary task of data management is handleécessary, triggering the actual reasoning process.
by theContext Repositorgomponent. It implements
a flexible mechanism that stores context data and V. IMPLEMENTATION
provides it to other components. An important func-
tionality of the repository is the adaptation of the While the previous section discussed the archi-
storage mechanism to changes in the context diggture of the system, this section provides further
sets. As described earlier, the Validator compondfformation regarding the actual implementation of
uses a Format Description to validate the corredhe system.
ness of incoming messages. The Context Repository
uses the same format description as the Validatér, Execution Environment
to adapt the structure of the database. While this o .

In order to minimize implementation effort, Java

functionality is important and not necessarily trivi 4] is used, with J2EE [15] as the component

to implement, it is not depicted in Figure 1, as Imodel for the Server.

does not represent the primary functionality of this | icular. d h ical ilability of
component. The specific implementation is howevenr n particular, due to t e p_ractlca availapility 0
the system, a JBoss Application server [16], running

described later. _ ,
n the Linux servers of the Computer Science De-

In order to allow a user to control the providec? : . .
data, aWeb Interfacecomponent is responsibl artment of the University of Helsinki was chosen,
’ gether with the following additional libraries:

for providing an interface for the management éP
context data in the repository. This component « JAXB: generation of Java interfaces and imple-
enables each user to browse the data that (s)he mentation classes from a given DTD and JAXB
has submitted, and to delete information where configuration file [17].

necessary. The component furthermore enables the HyperJAXB: generation of Hibernate mappings
remote administration of users and context data by for the generated JAXB interfaces from the
authorized persons. The Web Interface component given DTD and JAXB configuration file that

also uses the external Authentication mechanism, in contains Hyper-JAXB annotations [18].

order to authenticate users and administrators. « Hibernate DB Schema Export: generation of
. database schema from the Hibernate mappings,
C. Context Reasoning generated by HyperJAXB [19].

As mentioned earlier, the system should allow « Apache Axis: handling of SOAP messages
different tools and reasoning mechanisms to access [20].
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ing protocol was also motivated by the existence ¢

supporting libraries for both, the client, as well a

the server side. Furthermof@pcument Type Defin-

ition (DTD) was used to specify the format of valid

messages, as described in the architecture sect

earlier. Many existing libraries are available tha-: >
implement functionality necessary to handle DTD™

documents and provide the necessary information. Fig. 2. Web Interface

C. Data Storage E. Data Export

The data storage mechanism used for the imple-|n jts current implementation, the Data Export
mentation is based on the relational database megBmponent can serialize the context data into two
anism that is part of JBoss. For logging purposegifferent formats. The Attribute-Relation File For-
each incoming message is stored in its originglat (ARFF) [21] is used by the WEKA reasoning
format, together with a time stamp and the identifiegolkit [22], whereas the second format currently

of the submitting terminal. Actual context data isupported by the system is the flat file format (e.g.
retained only from authenticated users and validatgeB]).

messages. _
As described earlier, the actual structure of tfe Context Reasoning

database is specified by the DTD. Depending onlin the current implementation the system is pri-
changes in this description, the structure of thearily used to verify the behavior of specific reason-
database is adapted automatically, by creating naw mechanisms, with the WEKA toolkit. After the
tables for structures that have changed or that ha&eport tool has serialized the context data, it triggers
been added. The data of structures that are bethg execution of a particular reasoning mechanism,
replaced is stored in a backup, in order to hgsing the APIs that are provided by WEKA. Of

accessible later on. particular interest in our research are the following
interfaces:
D. Web Interface . Classifier
« Instance

As described earlier, the Web Interface compo-, Attribute
nent provides a mechanism for users, to manage, Filter (data pre-processing)
submitted context data. Figure 2 shows a snapshot _
of the management interface. G. Testing

A similar interface enables the administration of In order to test the functionality of the system,
users and their context information by authorizeskveral test clients have been implemented. One test
persons. In order to ensure a basic level of systafent is based on Perl, while a second client is
security, the user or administrator is required fplemented in Java. Both communicate with the
authenticate her/himself, before either interface cagstem, using SOAP messages on top of HTTP.
be accessed. The clients transmit the provided messages and



inform the user about the results that are provideg]
by the server. Alternatively, also a web interface is
available, which allows the direct specification of
context data and transmits it to the server.
VI. CONCLUSIONS ANDFUTURE WORK g
In this paper we introduced the architecture and
the implementation of a context gathering servefs]
which enables remote context reasoning. The con-

text data, gathered by this server, enables the testifg

and verification of specific context reasoning mech-
anisms on real-life data. -

While the current implementation is functional,
several extensions are being worked on. These i#]
clude a more elaborate client on advanced mobile
devices, which is able to gather a wider variety of
context data. [10]

Further research will also concentrate on the de-
velopment and verification of new reasoning mech;
anisms, which may bring with it the need to imple-
ment additional components, or even to adapt tﬁc—z\]
architecture of the system.
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