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ABSTRACT

In static networks, game theory has long been used to model
the routing decisions of network nodes. However, once we
move to dynamic and resource constrained settings, such as
ad hoc or sensor networks, traditional models are no longer
sufficient. Instead, new models that capture the dynamic
nature of the decisions and the resource constraints of the
devices are needed. To date, several models that attempt to
capture the dynamic nature of routing decisions have been
proposed. However, the resource constraints of the devices
and the uncertainty about the resources of other devices
have been thus far ignored. To this end, we present a game
theoretic model that formalizes the resources of the nodes
and the beliefs the nodes have about the resources of other
nodes. We also discuss the structure of strategies in the
proposed model and make explicit the role the resources
and beliefs of the nodes play in routing decisions. In ad-
dition to presenting a game theoretic model, we propose a
method that allows the nodes to learn equilibrium strate-
gies over time, and prove that the strategies suggested by
the mechanism converge to a sequential equilibrium. Finally,
we present simulations that give insights into the expected
behavior of the devices under the proposed model.

Categories and Subject Descriptors

C.2.0 [Computer-Communication Networks]: General—
Data communications; C.2.1 [Computer-Communication
Networks]: Network Architecture and Design— Wireless
communication; 1.6 [Computing Methodologies|: Sim-
ulation and Modeling

General Terms

Theory, Experimentation

Keywords

Game theory, ad hoc networks, sequential equilibrium, mod-
eling, simulation

Permission to make digital or hard copies of all or part of this work for
personal or classroom use is granted without fee provided that copies are
not made or distributed for profit or commercial advantage and that copies
bear this notice and the full citation on the first page. To copy otherwise, to
republish, to post on servers or to redistribute to lists, requires prior specific
permission and/or a fee.

GameNets ’06, October 14, 2006, Pisa, Italy

Copyright 2006 ACM 1-59593-507-X ...$5.00.

1. INTRODUCTION

In wireless ad hoc networks a collection of nodes, e.g.,
mobile hosts, forms a self-organizing network without any
support from a pre-established infrastructure [9, 30]. The
lack of infrastructure support forces the nodes to implement
all networking tasks by themselves. In the context of rout-
ing, this means that packets must be routed using other
nodes as intermediate relays. Simple routing schemes, such
as the Dynamic Source Routing (DSR) protocol [14, 15], are
sufficient only if all nodes are willing to participate in the for-
warding. However, nodes are energy constrained and want
to maximize their lifetime, which leads to potential selfish-
ness as the nodes may refuse to forward packets for other
nodes. Simulation studies have shown that when standard
routing protocols are used and even a small fraction of the
nodes act selfishly, the throughput of the network degrades
significantly [22].

A routing decision is essentially a conflict situation that
can be modeled using game theory [7, 34]. In static net-
works, game theory has long been used to model the rout-
ing decisions of network nodes. However, once we move to
dynamic and resource constrained settings, such as ad hoc
or sensor networks, traditional models are no longer suffi-
cient. Instead, new models that capture the dynamic nature
of the decisions and the resource constraints of the devices
are needed. To date, several models that attempt to capture
the dynamic nature of routing decisions have been proposed.
However, the resource constraints of the devices and the un-
certainty about the resources of other devices have been thus
far ignored. To this end, we propose a game-theoretic model,
the energy constrained routing game, that formalizes the re-
sources of the nodes and the beliefs the nodes have about
the resources of other nodes. We also discuss the structure
of strategies in the proposed model and make explicit the
role the resources and beliefs play in node decision making.

As our second contribution, we propose a learning rule
that the agents can utilize to learn equilibrium strategies
over time and prove that the resulting rule ensures conver-
gence to a sequential equilibrium. Our proof is mainly based
on results in [10]. As our third contribution, we present sim-
ulations that give insights about the expected behavior of
the devices under the proposed model.

The rest of the paper is organized as follows: Section 2
introduces our routing model with the help of an example
scenario. The energy constrained routing game is discussed
in Section 3 and in Section 4 we discuss the strategies of the
nodes and present a learning rule that the agents can use to
learn equilibrium strategies. Section 5 proves that the model



has at least one equilibrium point and that the strategies
suggested by the learning rule converge to an equilibrium
point. Section 6 presents experimental results and Section
7 introduces related work. Finally, Section 8 concludes the

paper.

2. EXAMPLE SCENARIO

In this section we consider an example scenario that de-
tails what happens in the network nodes during the lifetime
of a single set of packets. To begin with, we assume an arbi-
trary node i, called the source, has generated some packets
that it wants to send to another node j. In order to send
the packets, the source needs to know what routes can be
used to reach the destination. To this end, the first phase
of the routing process is to discover possible routes to the
destination. We assume that a source routing protocol is
used and in the following we focus on what happens once
the source has information about possible routes. Contrary
to the DSR protocol, we assume that whenever possible the
protocol returns information about multiple paths to the
destination.

Once the source has information about available routes,
the next step is to decide which route to use. According
to rationality arguments, the source wants to maximize the
number of packets that arrive at the correct destination dur-
ing its lifetime. Since the nodes are energy constrained, the
path that is used for routing should be such that the source
believes that the packets have a high probability of reach-
ing the destination. In addition, the source should decide
how many packets to send to the network based on its cur-
rent beliefs and on its available resources. The packets that
are not sent, as well as the packets that are dropped during
the routing, remain in the buffer of the source and they are
processed at a later stage. To this end, if the source is low
on energy, it could send packets to the network only if it
believes that the packets are likely to arrive at the correct
destination. On the other hand, if the source has more en-
ergy, it may choose to ”experiment” and send more packets
even though it believes that the packets might not reach the
correct destination.

We next assume that the source has sent some packets to
the network and that the first intermediate node k1 on the
routing path has just received the packets and stored them in
a buffer. When the node has resources to spare, it processes
the packets by deciding whether to forward the packets or to
discard them. When node k; makes its decision, it considers
whether it still has resources to spare and how useful it is to
spend resources on node i. In the former, the decision can
be made purely based on available resources. However, for
the latter, the node k1 needs to look at its past experiences
with the source node ¢ and estimate how likely it is that the
source will forward packets for it in the future.

As the resources of the intermediate nodes affect rout-
ing decisions, the source should have beliefs about their re-
sources. It is clearly infeasible to assume that the source
could know exactly the resources that the other nodes have
available to them; especially since the other nodes do not
have any incentives to reveal this information. However,
based on, e.g., own observations and on prior knowledge, the
source node can make crude estimates about the resources
that other nodes have available to them. These estimates,
however crude they may be, can then be used to refine the
path estimates and to favor paths where nodes are both co-

operative and have resources to spend. In terms of the entire
network, this kind of a scheme enforces more balanced use
of available resources.

We now assume that node ki has forwarded some of the
packets and that the second intermediate node ks is cur-
rently processing those packets. Similarly as node ki, the
node k2 decides whether to forward packets or not and then
either sends some packets to the next node or discards the
remaining packets. This process is continued until some
packets arrive at the destination or all packets are dropped.
After packets arrive at the destination, or are dropped at
some intermediate node, the nodes that are on the route
should update their beliefs, as well as other parameters of
interest. As a consequence, nodes need to be able to ob-
serve at least partially the forwarding decisions of the in-
termediate nodes. To this end, we assume that each node
is equipped with a neighborhood watch mechanism, such
as the Watchdog [21]. We also assume that, whenever the
destination receives some packets, it sends the source an ac-
knowledgment message using the same path that was used
to route the packets. Here we assume that the size of the
acknowledgment messages is much smaller than the size of
normal packets. This assumption ensures that the effect
of the overhead caused by the acknowledgments is negli-
gible. Finally, to cope with discarded packets, we require
that packet timers are used so that, if a node does not ac-
knowledge packets within a certain time period, they are
considered to be dropped.

To conclude the example, a summary of the phases in a
routing process is given in the list below.

1. Source node i generates a set of packets and performs
the route discovery phase.

2. The source node evaluates available paths by estimat-
ing the probability that packets arrive at the correct
destination.

3. After the path has been selected, the source decides
based on the score of the path and its own resources
how many packets, if any, to send to the network.

4. An intermediate node receives the packets and decides
how many packets to send to the next node based on its
own energy level and past experiences with the source
node 4.

5. While some packets are remaining and the current
node is not the destination node, Steps 3 and 4 are
repeated.

6. The destination node receives the packets, or a subset
of them, and sends an acknowledgment message to the
source node 1.

7. The source node and the intermediate nodes receive
the acknowledgment or packet timers go off and they
update their beliefs based on this information.

3. THE ENERGY CONSTRAINED
ROUTING GAME

In this section we formalize the interactions between the
nodes of the network and define the game they are playing.
The overall game model we consider is a repeated Bayesian
game [7, 11, 12, 13] where each repetition is a stage. The



stages also are games, more precisely Bayesian games in ex-
tensive form [7, 18]. The model is defined so that a new
stage begins whenever some node generates packets to the
network. In the rest of the section we focus on a single
stage and fix an arbitrary node i to be the source of traffic.
For ease of presentation, we assume that the destination of
packets is the same during the stage.

Let (N, E) be a connected graph where N is the set of
nodes. Each node ¢ € N is assumed to have a discrete repre-
sentation for time so that a new time step for node i begins
when the node generates new traffic to the network. The
time steps of node i are denoted ti. As we are considering
only a single game, we drop the indices i from all variables.
We define a packet to be the smallest unit of communication
and ¢(tx) to be the number of packets node i generates at
time t,. If there are packets from earlier time frames re-
maining, we assume they are included in the value of g(t).
By definition, the variable g(tx) is an integer value that is
greater than zero, i.e., g(tx) € Z4+. The number of pack-
ets node 7 actually sends to the network is denoted s(tx).
The number of packets generated clearly serves as an up-
per bound for the number of packets sent, i.e., the relation
0 < s(tx) < g(tx) holds.

We assume that each node has a discrete representation
for its remaining energy. We call the discretized energy the
energy class of a node and use the variable 6; to denote it.
The set of all possible energy values is denoted ©. For no-
tational simplicity, we assume that the discretization mech-
anism is global so that the set © is the same for all nodes
in the network. The energy class of a node is only known
by the node itself and thus the energy class corresponds to
the concept of type in Bayesian games. However, nodes are
assumed to have beliefs about the energy classes of the other
nodes and the beliefs node ¢ holds about the energy class of
some forwarding node j are denoted yf, . We assume that

the beliefs are independent over the nodes, i.e., u{k and uik
are independent for all 5,1 € N\{i},j # . If the beliefs are
not independent, we can map the game to a strategically
equivalent game with independent beliefs [7]. We also as-
sume that the beliefs assign a strictly positive value to all
possible energy classes, i.e., for all ' € ©, 7, (§") > 0. The
easiest way to motivate this assumption is to assume that
nodes do not know the true energy classes of other nodes be-
forehand, in which case they should assign strictly positive
beliefs over all elements in the set ©. Furthermore, since in
reality the lifetime of a node is finite, the posterior probabil-
ities derived from the prior beliefs are guaranteed to remain
positive at all times. We also assume that the energy class
of the source does not affect the decisions of the forwarders
(see Section 8). Finally, we assume that forwarding nodes
do no have beliefs about the energy classes of other forward-
ing nodes. As a consequence of the last two assumptions, in
the formulation of the extensive game the forwarding nodes
do not have beliefs!.

‘We now assume that the route discovery phase of the rout-
ing protocol has been performed and that J C N\{i} is the
collection of intermediate nodes j through which packets can
be routed to the destination. Under the mentioned assump-
tions, the (active) set of players in the tk:th stage game is

'Note that we consider here a single game. All nodes have
beliefs about the energy classes of other nodes, but the be-
liefs are used only when the node acts as the source of traffic.

Figure 1: An example game tree, which has a single
intermediate node (II) with two possible types, and
where the source (I) sends either one or zero packets
to the network. The nodes labeled with N represent
moves by nature.

{7} U J. Respectively, the type space of the stage game is
the product space © = 6; x O’ where ©; is a singleton
set (identity) and ©; is the set of possible energy classes for
node j. Since we assumed that the discretization is global,
the sets ©; are the same for all intermediate nodes®. The
belief system of the stage game is B := {1}, }jes. The action
space of source i is the set A(tx) = {s(tr)|s(tr) < g(tx)}, ie.,
the possible amounts of packets node ¢ can send to node j
at time step ti. Let f;(¢x) denote the number of packets
node j forwards for node i. The action space of a forward-
ing node j is the set A;(tx) = {f; ()]0 < f;(tx) < g(tx)}.
Note that at the beginning of the stage the intermediate
nodes do not know how many packets node ¢ sends to the
network and thus the action space of node j consists of all
alternatives between zero and g¢(tx). However, the actions
of node i clearly restrict the actions of node j within the
game tree. As an example of this kind of situation, Figure 1
contains a game tree with a single intermediate node j that
has two possible types and where node i has sent a single
packet to the network.

From Figure 1, we can deduce that a forwarder has | A(tx)|
information sets®. The size of each information set is s(t),
i.e., the number of packets on the route to that particular
information set. The probabilities for the different vertices
of the forwarder are determined by a common objective dis-
tribution [13] and thus are known to the forwarder. The
information sets of the source are singleton sets and thus
the probabilities assigned over the vertices of the source are
trivial (one everywhere).

In order to finalize the definition of a stage game, we still
need to define the utility functions of the nodes. The util-
ity functions are discussed later in more detail and, at this
point, we only assume that the utility functions of the play-
ers are functions from Z to R. The variables u; and u; are
used to denote the utility functions of the source and a for-

2If we assume the forwarding nodes have beliefs about the
energy class of the source, the set ©; equals O;.

3As the intermediate nodes do not have beliefs, the only
thing that matters to node j is its own energy class and
the action of node ¢. Thus the game tree resembles that of
Figure 1 everywhere along the routing path.



warder. Using these definitions, we define the t:th stage
game of node ¢ formally as follows:

DEFINITION 1. The ti:th stage game of source i is the 8-
tuple ({i}UJ, T, u, A,Z,p, O, B), where u is the vector func-
tion u = (ui,ujy, - ,uj,), A is the collection {A;(t})} x
HjEJ{Aj(t’i:)}, © is the type space of the game, B is the
belief system of the game and T is the game tree, which is
constructed in a similar fashion as in Figure 1. The infor-
mation space I is derived from the game tree in a trivial
fashion and the probabilities for the vertices within infor-
mation sets are given by a common objective distribution p,
which is possibly unknown to the nodes.

4. STRATEGIES AND OVERALL GAME

In this section we first detail the strategies of the source
and the intermediate nodes, after which we finalize the defi-
nition of the energy constrained routing game by fixing what
takes place between individual iterations.

4.1 Behavior of the intermediate nodes

In order to define optimality in the stage games, we must
define the utility functions of the nodes more precisely. We
start by considering the intermediate nodes. We fix j to
be an arbitrary intermediate node and assume 6; to be its
current energy class. Let v(6;) be the probability that in-
dicates the willingness to forward packets given the energy
class 6;. We assume that the function (-) maintains order-
ing of the energy classes, i.e., if 8;1 < 6;2, the willingness
~v(0;1) is smaller than (6;2). Intuitively this simply means
that the more energy the node has, the more likely it is that
the node is willing to forward packets for other nodes.

Next we assume that a cooperation mechanism that gives
probabilistic estimates about the cooperation of another node
is employed. Such mechanisms are presented, e.g., in [4, 5,
16, 23, 32]. Let 9;,; denote node j’s estimate about the will-
ingness of node 7 to cooperate as given by the employed co-
operation mechanism. The probability o;; with which node
j forwards packets for node 7 is assumed to be a combination
of the energy dependent probabilities and the probabilities
given by the cooperation mechanism, i.e.,

051 = ;¥ + B57(0;), (1)
where «; and (3; are importance parameters that indicate
how important energy and cooperation rate are for a partic-
ular node. We require that the weights sum up to one, i.e.,
a; + B; = 1, in which case the Equation 1 can be seen as
an instance of Bayesian model averaging. Thus, given the
action s; of node i, on average the node j forwards oj ;s;

packets, where the probability ¢;,; changes as a function of
available energy and actions of node i.

4.2 Behavior of the source node

The source node is assumed to have theories that guide
its decisions on how many packets to send to the network.
These theories are about the types of the other players and
about their behavior strategies. We define ¢;(tx) to be the
theory of the source node about the quantities of interest of
a forwarding node j, i.e.,

;(tn) = {6:5,0;}, (2)

where 6; ; is node i’s theory about the probability distribu-
tion of o;; (behavior strategy of node j) and 6; is node i’s

theory about the [probability distribution of] energy classes
(type) of node j.

Intuitively, the actions of the source node should balance
throughput of own messages and energy usage. To this end,
let P be a collection of routing paths from the source node %
to the destination. In a similar fashion as in the Watchdog
approach [21], we assume that the source node evaluates
the different paths in P so that each path is calculated a
probability with which the packets are routed to the desti-
nation. The path with the highest score is usually select for
routing, but to guarantee that all alternatives are properly
explored, we assume a suboptimal path (path with lower
score) is selected with a small probability €, that depends
on the current time and that converges to zero as a function
of time. In case a suboptimal path is selected, we require
that the probability distribution that is used to select the
alternative path has full support, i.e., all (available) sub-
optimal paths have a strictly positive probability of being
selected, conditioned on the event that the node will exper-
iment in its next decision. More details about the sequence
€ are given in the next section.

The probabilities assigned to the different paths in P are
assumed to utilize the theories so that the assigned proba-
bility is a combination of the observed behavior history of a
node and the estimated energy class. Thus, the probability
of a routing path P € P is

u(P) =TT [awdi + Biv(65)] 3)
jeP

where a; and (3; are importance parameters of node i (as
with the intermediate nodes), %;,; and éj are the current
theory and «(-) is a function that assigns a probability to
an energy class. Thus the evaluation scheme of the source
node is assumed to be similar as the decision mechanism of
a forwarding node (see Equation 1).

After the source node has decided which path to use for
the packets, it has still to decide how many packets it should
send to the network. To this end, we define the utility of an
action s(tx) and a path P as

u(s(tr), P) = p(P) [h(s(tr)) — hy (s(tx))], (4)

where h(-) is a function that tell how much the packets are
worth to the source node, whereas h(-) tells how much
the energy needed to forward the packets is worth to the
source node. We require the functions h(-) and h,(-) to be
of von Neumann-Morgenstern type, i.e., the differences be-
tween utilities (or score values) reflect the agents sensitivity
to take, or respectively to avoid, risks, and the magnitudes
of the values are induced by some underlying preference rela-
tion. In accordance with the adaptive learning framework,
we assume that node ¢ selects the action §(¢;) that max-
imizes Equation 4 with a probability 1 — ¢;, where ¢ is a
sequence of small errors that decreases as a function of time,
i.e., lim;— o €, = 0. In our experiments we use the sequence
er = 1/k, but also other sequences are possible (see next
section).

4.3 The overall game

From the definition of the overall game, we are still lack-
ing the definition of how and when the updates are car-
ried out. In the single hop case, it suffices that the source
node is equipped with a watchdog-like mechanism and with
a packet timer mechanism. Namely, these assumption allow



the source to observe the actions of the forwarders and thus
the source can update its theories when it observes that node
j has forwarded packets (positive update) or when a packet
counter goes out (negative update). Thus we can define
the routing game between a source node ¢ and the network
N\{i} to be a repeated game where each stage game is as in
Definition 1 and where the theories are as discussed above.
When the routing path contains more intermediate nodes,
additional technical solutions are needed for gathering feed-
back information. For our purposes it suffices to assume
that some mechanism exists with which the actions of the
individual nodes can be tracked, but for concreteness, in the
following we present one such scheme.

4.4 The binary propagation scheme

At the end of a stage, the source needs to update its be-
liefs about all the intermediate nodes. The way this can be
implemented is to consider each packet separately in which
case the actions are binary — either forward all or forward
none. At this point we need to make some assumptions
about the underlying protocol and require that the proto-
col implements packet numbering, timers and acknowledg-
ments. Thus each packet can be uniquely identified by the
combination of the source address and the packet number.
Moreover, each node is assumed to maintain a timer for the
packets it sends or forwards. The timer mechanism should
work so that once the packet is sent, the node starts the
timer. Once an acknowledgment message is received with
the same packet number and source address, the timer is
stopped. Because the nodes are assumed to be rational, the
mechanism works if the size of the acknowledgment mes-
sages is much smaller than the size of packets. If a node
has already forwarded a packet for the source node, it is
reasonable to assume that, because it already has spent en-
ergy for forwarding, it wants to maintain a good status in
the eyes of the source. To achieve this, the source needs
to know that the node actually forwarded (some) packets,
which is achieved via the acknowledge scheme just discussed.
A problem with this scheme is that nodes may be able to
manipulate the packet header in which case the information
is not reliable anymore. However, the encryption schemes
that are needed to avoid this problem are out of scope for
the paper.

The theoretical model that we introduced assumed that
each new time step considers a single set of packets instead
of a single packet. Thus we still need to modify the binary
propagation scheme discussed above. They way to modify
the scheme is to consider a continuous probability distri-
bution defined over the interval [0,1] and where the value
x € [0,1] is the fraction of messages that were forwarded by
some intermediate node. By adding a time frame number to
each packet, we can separate between packets belonging to
a particular time frame. Assuming that at time step tx node
i sent s;(tx) packets, the unbiased estimator of the forward-
ing rate of the first relay node is >, f;(b)/si(tx), where each
fi(b) is a binary indicator that tells whether packet b was
forwarded by node j or not. Now the source node can update
the probability distributions of the different relay nodes by
considering the value of the estimator as the new evidence
in the calculation of the posterior beliefs. The exact calcu-
lations depend on the used probability distribution. In our
case we use a multinomial distribution and information on
how the updates can be carried out can be found from any

standard statistics book (e.g. [3]).

S. EQUILIBRIUM AND OPTIMALITY
PROOFS

In this section we first prove that the game-theoretic model
proposed in Sections 3 — 4 has at least one sequential equi-
librium point. After this, we prove that the strategies of
the nodes, as presented in Section 4, converge to a sequen-
tial equilibrium point. We start by stating an equilibrium
result, which is important for our proof.

THEOREM 1. Ewvery perfect equilibrium point is a sequen-
tial equilibrium

PROOF OF THEOREM 1. [17, p.882]. &

We now show that the game-theoretic model admits at
least one perfect (Bayesian) equilibrium, after which we can
use Theorem 1 to conclude that there exists at least one
sequential equilibrium for the model. To show that the game
admits a perfect Bayesian equilibrium, we must show that
it satisfies certain conditions, which are given in B1 — B4

below.
B1 For each information set, the players must

have beliefs about the node the game play
has reached.

B2 Whenever it is a player’s turn to move, her
actions must be optimal from that point on-
ward given her beliefs.

B3 The player’s beliefs about reachable (on-the-
path) nodes, must be determined using the
Bayes’ rule.

B4 The player’s beliefs about unreachable (off-
the-path) nodes must be determined using
the Bayes’ rule, whenever possible (when-
ever probabilities are positive).

LEMMA 1. The model satisfies the postulates B1 — B4:

PrROOF OF LEMMA 1. The condition B1 is trivially sat-
isfied as all information sets are singleton sets and we can
assign probability one to each node. The condition B2 fol-
lows directly from the definition of the game. We assumed
that the support of the action space of an arbitrary node
equals the common action space which implies that there are
no off-the-path nodes and thus condition B4 is satisfied. The
last condition, B3, follows directly from the way the belief
system is constructed. B

Next we give the necessary conditions that a learning pro-
cess must satisfy for it to converge to a sequential equilib-
rium point. These conditions are given in Conditions 1 — 4
below.

CONDITION 1. FEwery information set is reached infinitely
many times. More formally, let h be some information set
and a'(h) the set of information sets that are reached at
repetition t. We require that for each information set ho the
set {n € Nlho € a™(h)} is infinite.

CONDITION 2. Suboptimal play vanishes in the long run.
More precisely, let ho be an information set which is reached
infinitely many times. The empirical frequency of reaching



a suboptimal information set h1 from information set ho ap-
proaches zero as the number of iterations grows, i.e.,
#{n € N|ho,h1 € a"(h)}
#{n € Nlho € a»(h)}

— 0, whenn — o0 (5)

CONDITION 8. If the empirical frequencies converge to some

point, the theory of each player j must converge to that point,
i.e., if the frequencies of the actions over the information
sets o converge to o™ and if the frequencies of the probabil-
ities defined of the information sets u converge to p*, the
theory (of, u*) converges to (o™, u*).

CONDITION 4. The frequencies of natures moves converge
to the objective distribution p.

Groes et al. prove the following Theorem, which is im-
portant for our proof:

THEOREM 2. A learning process satisfying conditions 1 -
4 converges to a sequential equilibrium.

PROOF OF THEOREM 2. [10, p.156]. &

We now prove in Lemmas 2 — 4 that the adaptive learn-
ing process described in the previous section satisfies the
Conditions 1 — 4, after which we can use Theorem 2 to con-
clude that the strategies converge to a sequential equilibrium
point.

LEMMA 2. The learning sequence €, = %, satisfies Con-
dition 1, i.e., all information sets are visited infinitely many

times.

PrROOF OF LEMMA 2. First of all, since we assume be-
liefs to be uncorrelated and strictly positive over all informa-
tion sets, there is a strictly positive probability for any possi-
ble action sequence. Secondly, with the learning sequence, a
suboptimal action is selected with probability % We define a
random variable x1(k) such that x1(k) = 1, if information
set I is visited on the k' iteration and x1(k) = 0 other-
wise. The iterations for which x1(k) = 1 form a harmonic
series, and, as a consequence, Y exXx1(k) = 0o since €x has
a divergent subsequence W.

An alternative way to prove Lemma 2 is to resort to
stochastic approximation theory, according to which, Con-
dition 1 is satisfied, if >, x = 0o and 3, € < oo [20]. In
our case, these conditions are clearly satisfied. The learning
sequence € = 1/k is by no means the only possible choice as
the learning sequence and especially in the field of reinforce-
ment learning alternative sequences, such as the Bolzmann
rule, have been considered. Discussion about different learn-
ing sequences is, however, out of scope for the paper and we
refer to [31] for more information.

LEMMA 3. The model satisfies Condition 2, i.e., subopti-
mal play vanishes in the long run.

Proor oF LEMMA 3. Aslime, = 0, suboptimal play clearly

vanishes in the long run W.

LEMMA 4. The proposed model satisfies Conditions 3 and
4, i.e., if the empirical frequencies converge at some point,
the theory of each player converges to that point and the
frequencies of natures moves converge to the objective dis-
tribution.

PrOOF OF LEMMA 4. These are immediate consequences
of using the Bayes rule as the Bayesian updates ensure asymp-
totic converge to the true distribution W.

THEOREM 3. The proposed model has at least one sequen-
tial equilibrium point and the learning sequence converges to
a sequential equilibrium. If there is only one sequential equi-
librium, the sequence converges to that point. Otherwise the
learning sequence converges to some sequential equilibrium
point.

ProoOF OF THEOREM 3. Ezistence of a sequential equi-
librium follows from Theorems 1 and 2 and the fact that a
sequential equilibrium is reached follows from Lemmas 1 - 4
and Theorem 3 W.

6. EXPERIMENTS

In order to give insights into node performance under our
model, we have conducted a set of simulation experiments.
The goal of the experiments is to show how an energy con-
strained network might function and to highlight what kind
of effects we can expect to see in the network. In the fol-
lowing subsections we first detail our simulation setup, after
which we present results from the simulations.

6.1 Simulation setup

In our simulations, each experiment consisted of 1000 iter-
ations (seconds). The number of nodes was fixed (100) and
the topology of the network was randomly generated. The
value of the importance parameter 3 was varied between
zero and one in steps of 0.1. In a single experiment, all
nodes used the same value for 8 and the value of a was set
to 1.0 — 8. For each value of 3 we repeated the experiment
30 times.

The nodes were deployed into a 125 x 125 m? area and
the range of the nodes’ transmitters was set to 25 meters.
In the initial deployment we required that the minimum
distance between two nodes is 10 meters. This way the
network topologies were initially fairly uniform.

The movements of the nodes were modeled using a random
waypoint model with constant speed (4 m/s) and Poisson
distributed waiting times. The mean of the waiting times
was set to 10 seconds (= iterations). A Poisson distribution
was used also for traffic generation. The mean of the traffic
generating distribution was set to five and hence the nodes
would generate about 500 packets per iteration.

Energy consumption was modeled using a squared loss
function, according to which the energy C that is needed to
send a packet is given by

C =\, (6)

where d is the distance over which the packets are sent and
A is a scaling parameter (see Table 1). The coefficient and
the energy of the nodes was set so that first nodes would
start to die out approximately at around 100 iterations.

An important factor in simulating our model is to specify
the utility function of the nodes. First of all, we set the
utility function of the source to be

u(s(te), P) = p(P) [h(s(tr)) — hy (s(tr))] (7)
= u(P) (c- s(tr) —exp (s(tr) - C)),  (8)

where ¢ is a predefined constant and p(P) is the probability
of the path as given by Equation 3. As the function ~(6;)



of the forwarding nodes we use the exponential function
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7(6;) = exp (

where v is a constant and 6; is the fraction of battery that
is remaining. We do not claim that our choice of utility
functions is realistic, but we merely wanted to give insights
into node performance when the utility functions are more
complex and non-linear. A summary of the simulation pa-
rameters is given in Table 1.

Parameter Value

@ 1.0-8

Jé] 0.0 to 1.0

c 12.5

A 0.0008525

v 1.15

7(0;) exp (—(1.0 — 6;)/v)
h(s(tx)) c-s(tk)
hy(s(tr)) exp (s(tk) - €)
Area, 125 x 125 m?
Energy consumption | C' = \d?

Initial energy ~ Uniform (8000, 9000)

Iterations 1000

Movement random waypoint
Number of nodes 100

Range 25m

Repeats 30

Speed constant (4 m/s)

Traffic generation
Waiting times

~ Poisson(5)
~ Poisson(10)

Table 1: Summary of the used simulation parame-
ters.

6.2 Results

In this section we present the results of the simulations.
All statistics are averaged over the 30 repetitions. While
calculating the different statistics, we have taken into ac-
count only those nodes that still participate in the network.
Thus, this means that only nodes that have energy left and
that are reachable at some point of time are considered in
the calculations.

First of all, we measured the average success rate of the
nodes, which measures the ratio of packets arriving at the
correct destination to the overall number of packets sent.
The success rate in our simulations is shown in Fig. 2 for
the varying parameter values of 3. As the results indicate,
when 8 = 0.0, i.e., when the nodes do not consider their
energy level at all, all packets arrive at the correct destina-
tion. However, as we will later see, this has the drawback
that nodes run faster out of resources and the resulting re-
source usage of the network is highly unbalanced. On the
other hand, once the nodes start to consider also their en-
ergy level, the success starts to decrease exponentially, but
the resource usage is better balanced.

The second aspect that we measured was the number of
nodes alive as a function of iterations. As Figure 3 indicates,
this was fairly similar over the different parameter choices.
Moreover, as the figure indicates, most simulations ended
with around 80 alive nodes from the overall 100 nodes. An
exception from this is the value 8 = 0.0, i.e., when the nodes
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Figure 2: The success rate of nodes as a function
of time when the value of the parameter 3 is varied
between 0.0 and 1.0. The topmost plot corresponds
to the case 8 = 0.0 and the consequent plots (from
top to bottom) correspond to increases in the value
of 5 by 0.1.
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Figure 3: The amount of nodes that are alive as a
function of iterations. The topmost plot corresponds
to the case 8 = 1.0 and the consequent plots (from
top to bottom) correspond to decreases in the value
of 5 by 0.1.

did not consider energy at all. Namely, in this case nodes
would start to die out sooner and actually more nodes died
out, leaving us with only around 70 nodes alive.

Finally, we also measured the number of packets sent and
number of packets forwarded during a single iteration. The
results are given in Figures 4 and 5. As was expected, both
the number of sent packets and the number of forwarded
packets decreases significantly over time. What is interest-
ing to see is that when the nodes consider also their energy,
the decrease in sent and forwarded packets is nearly linear
whereas in the case when the nodes do not consider their
energy (8 = 0.0) the decrease is exponential. This is due to
the fact that there are less nodes available in the network
and thus less routes for use. On the other hand, the closer
the value of (3 is to one, the better balanced the number of
sent (and forwarded) packets is.

As a summary, our simulations indicate that when nodes
consider also energy in their decisions, we can expect the
network performance to be initially somewhat lower. How-
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Figure 4: The amount of packets send by the nodes
during a single iteration. The plot with the steep-
est descent corresponds to the case 3 = 0.0 and the
consequent plots (in order of steepness of the plot)
correspond to increases in the value of 5 by 0.1.
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Figure 5: The amount of packets forwarded by the
nodes during a single iteration. The plot with the
steepest descent corresponds to the case § = 0.0 and
the consequent plots (in order of steepness of the
plot) correspond to increases in the value of 3 by
0.1.

ever, when the resources are considered in the routing deci-
sions, the resources are spent in a more balanced way and
the network will remain operational for a longer period of
time.

7. RELATED WORK

Although the idea to model routing in ad hoc networks
using game theory is relatively new, other types of commu-
nication networks have been analyzed with tools from game
theory. Especially, game theoretic analysis of Internet con-
gestion control has been an active research area (see, e.g.,
[8, 24, 26, 28]). However, due to node mobility and resource
constraints, ad hoc networks have more inherent sources for
uncertainty and, as a consequence, models designed specif-
ically for ad hoc networks are needed. In this section we
introduce earlier work that has applied either evolutionary
game theory [34, 35] or static Bayesian games, i.e., Bayesian
games with a non-dynamic structure.

Chronologically the first approach is by Srinivasan, Nugge-

halli, Chiasserini and Rao who model the routing situation
using the repeated prisoners’ dilemma [29]. In their model,
a node has two possible modes of behavior when it makes
a routing decision: to cooperate or to defect. According to
evolutionary game theory, an effective strategy in this kind
of setting is the so-called TIT-FOR-TAT strategy [2, 27],
in which the player cooperates on the first move and there-
after imitates the other player [36]. The authors argue that
this kind of behavior is too severe for ad hoc networks and
propose a modification, called the generous TIT-FOR-TAT
(GTFT), in which the behavior of the nodes is stochastic so
that node ¢ forwards packets for node j with a probability
7. The probabilities are estimated over time using

c?
DI’

nJ

My =

(10)

where Cij is the number of packets node j has forwarded
for node i and DJ is the total number of messages node
i has sent to node j to be forwarded. The authors prove
that with GTFT the total throughput rate of the network
is Pareto-optimal, i.e., all resources of the network are uti-
lized optimally. Our model differs from this model on three
aspects: we consider exploration of actions, we model explic-
itly the resources of the nodes and we model the uncertainty
the nodes have about the resources of other nodes.

The next approach that we consider is by Altman, Kherani,
Michiardi and Molva [1]. Also in their model each node j is
assumed to forward packets with some probability u;. The
probabilities are assumed to be independent of the source.
When a packet is sent to the network, each node computes
the current equilibrium strategy and uses the probability
indicated by the equilibrium strategy for forwarding. How-
ever, without a punishment or a reward mechanism, the
equilibrium strategy is p; = 0 for each node j. To solve
this, the authors propose a punishment mechanism where
other nodes decrease their forwarding probabilities, if some-
one deviates from the equilibrium strategy. The authors
prove that, under this framework, the probability indicated
by the equilibrium strategy of the nodes increases as the
number of intermediate nodes increases. Furthermore, the
authors give an algorithm for calculating the equilibrium
strategies (in this setting) in a distributed manner.

The main problem in this approach is that the routing
model is not generic. First of all, it is unlikely that the for-
warding probabilities of the nodes are independent of the
source — at least in the long run. Secondly, the complex-
ity of calculating the equilibrium strategy is not feasible in
terms of storage and computational effort. Finally, also this
approach ignores the exploration of actions, the modeling of
resources and the uncertainty about the resources of other
devices.

Closest to our work is the work of Urpi, Bonucelli and
Giordano [33] who use static Bayesian games and infinitely
repeated games to model the routing situation. In their
model, the nodes are divided into classes so that nodes in the
same class generate traffic according to the same stochastic
process. Once assigned, the energy class of a node stays fixed
for the entire lifetime of the node*. A node can only have

“In the traditional approach to Bayesian games, Nature
draws the type of each player from a fixed probability dis-
tribution before each repetition / stage game and thus the
types are not fixed. However, the model can be seen to be-



information about nodes that belong to its neighborhood
I'; and nodes that belong to I'; are assumed to have beliefs
about the class of node 7 and vice versa. In the model, time is
assumed to be discrete and during each time step a Bayesian
game is played. In each instance of the game a node has to
decide how many of its own packets to send to the network
and how many packets to forward for a neighboring node.
Because the overall game is a repeated game, the utility
of a player depends on the discount factor, which is used
to weight future utilities. In the model each node has a
discount factor v; for each node j in I';, which is interpreted
as the probability that node j belongs to the neighboring of
node ¢ in the next time step.

The model has the same problems as the others we have
discussed. That is, the uncertainty about resources of oth-
ers is ignored. Furthermore, the model utilizes only local
information and thus no guarantees can be given that pack-
ets are actually routed to the destination. The model has
also a game theoretic flaw. Namely, the players’ information
increases over time and thus the beliefs of the players should
be updated. However, in the proposed model the beliefs stay
the same.

8. CONCLUSIONS

In this paper we have presented a novel game theoretic
model for modeling energy constrained routing in ad hoc
networks and we have discussed the strategies of the partic-
ipants. Furthermore, we have introduced an adaptive learn-
ing framework that allows the participants to learn the opti-
mal strategies over time and we have proven that the mech-
anism ensures convergence to the true strategies. A minor
flaw in our model currently is that the forwarding nodes do
not have beliefs about the energy class of the source node
and in the future we plan to extend the model to take also
this aspect into account.
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