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Overlay Networks 

An overlay network is a network that is built on top of an 
existing network.  

 
The overlay therefore relies on the so called underlay 

network for basic networking functions, namely routing 
and forwarding. 

 
 Today, most overlay networks are built in the application 

layer on top of the TCP/IP networking suite.  



Overlay Networks 

Overlay technologies can be used to overcome some of the 
limitations of the underlay, and at the same time offering 
new routing and forwarding features without changing the 
routers. 

 
The nodes in an overlay network are connected via logical 

links that can span many physical links. A link between 
two overlay nodes may take several hops in the 
underlying network. 

 



Requirements for Overlay Networks 

1. Support the execution of one or more distributed 
applications by providing infrastructure for them. 

2. Participate and support high-level routing and forwarding 
tasks. The overlay is expected to provide data forwarding 
capabilities that are different from those that are part of 
the basic Internet. 

 
3. Deployed across the Internet in such a way that third 

parties can participate in the organization and operation 
of the overlay network. 

 
 
 



Protocol Stack 

•  Layers are part of a network architecture 
–  Provide services for layers above 
–  Hiding the complexity of the current layer 

•  Multiple layers are needed in order to reduce 
complexity 
–  Separation of network functions 
–  Distribution of complexity 
–  OSI, TCP/IP 

•  Protocols are building blocks of a network design 
–  Can exist independently of layering 



Background 

•  What is network architecture? 

•  Layered architecture 

•  Network structure 

•  Network evolution 

•  Motivation for overlay networks 



Network architecture 

•  A set of principles and basic mechanisms that 
guide network engineering 
–  Physical links 
–  Communication protocols 

•  Format of messages 
•  The way in messages are exchanged 
•  Elements of the protocol stack 

•  Where is the state? 



Naming, Addressing, and Routing 

NAMING 

ADDRESSING ROUTING 

How to identify and 
name a node? Even if 
its address changes. 

Where is the node 
located?  

How to route 
information to the 
node’s address?  

unicast: to a specific node 
broadcast: to all nodes 
multicast: to a subset of nodes 
anycast: to any one in some subset (IPv6) 



TCP/IP Network Stack 

Networking Layer (IP) 

Transport Layer (TCP/UDP) 

Application Layer 

Underlying network (link layer, physical) 



Structure of the Internet 

End-to-End Principle: application logic and state at the edge, 
core network is simple  

 
Network maintains routing tables and forwards packets 

based on IP prefixes 
 
Various protocols for intra-domain routing (OSPF, …) 
 
Hierarchical structure: Autonomous Systems with tiers and 

peering links, economics of inter-domain routing 
 
Border Gateway Protocol (BGP) for routing between 

domains 
 
New requirements for IP and network: mobility, multihoming, 

security, multipath operation, … 
 



Internet evolution 

IPv6 
Caching 
CDNs 
Overlays 
Cloud computing and datacenter networking 
Software-defined Networking (SDN) 
5G Radio and Core Network 
… 
SDN allows to introduce new concepts in the network 

 Push down overlay technology into the network layer 
 



divergence 

convergence 

diverse physical layers 

diverse applications 

transport layer (TCP/IP) 

The Hourglass 

 
Overlays! 



Questions 

Q: Where is the routing state in overlay networks? 
 
A: Must be at the edge of the network. Easy to bootstrap, 

because network is not modified. 
 
Q: What is the benefit of this from the network point of view? 
 
A: Can overcome limitations of the current network and 

introduce new services.   
 
Q: What is limitation from the network point of view? 
 
A: Must take network structure into account (economics). 

Traversal solutions can be complex. 
 


