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Participation in electronic business networks has become necessary for the success of enter
prises. The strategic business needs for participating multiple networks simultaneously and
for managing changes in these networks are reflected as new requirements for the supporting
computing facilities. The web-Pilarcos architecture addresses the needs of managed collabo
ration and interoperability of autonomous business services in an inter-organisational context.
The web-Pilarcos B2B middleware is designed for lowering the cost of colIaboration estab
lishment and to facilitate management and maintenance of electronic business networks. The
approach is a federated one: All business services are developed independently, and the B2B
middleware services are used to ensure that technical, semantic, and pragmatic interoperability
is maintained in the business network. In the architecture and middleware functionality design,
attention has been given to the dynamic aspects and evolution of the network. This paper dis
cusses the concepts provided for application and business network creators, and the supporting
middleware-level knowledge repositories for interoperability support.

Introduction

The globalisation of business and commerce makes en
terprises increasingly dependent on their partners; competi
tion takes place between supply chains and networks of en
terprises. In this competition, the flexibility of enterprise in
formation systems becomes critical. The IT systems and de
velopment teams should be able to respond timely to the re
quirements rising from the changing co-operation networks
and their communications needs.

At present, development and research is directed towards
autonomous enterprises with sovereign services and loosely
coupled, contract-governed business networks formed be
tween them. In this kind of environment, several strategical,
process-related and technological needs must be attended by
the business network management:

• Formation of new business networks that provide added
value services for clients.

• Joining multiple networks at the same time without un
necessary restrictions on technologies or operational poli
cies.

• Taking up new business processes and services with rel
atively low cost.

This article is based on work performed in the Pilarcos and
web-Pilarcos projects at the Department of Computer Science at
the University of Helsinki. The Pilarcos project was funded by the
National Technology Agency TEKES in Finland, Nokia, SysOpen
and Tellabs. In web-Pilarcos, active partners have been VTT, Elisa
and SysOpen. The work integrates much with RM-ODP standards
work, and recently has found an interesting context in the INTEROP
NoE collaboration.

• Moving existing business networks to new phases of
life-cycle so that new collaboration forms can be used.

• Monitoring the progress and correctness ofthe collabo
rative processes.

• Automating some collaboration establishment and cor
rection events.

• Protecting local services and computing solutions from
the changes and failures of the collaboration partner services
and solutions.

To address these management needs, we need to use con
cepts and operations for forming electronic business net
works, eCommunities, and managing their life-cycle by
eContracts; The business services themselves should not oe

burdened, but these facilities are to be introduced as generic
B2B middleware.

Thus, from the computing infrastructure side, the enter
prise's needs can be addressed by an architecture where busi
ness level services, B2B middleware, and abstract communi
cation services are clearly separated from each other, and the
relationships between collaboration life-cycle, B2B middle
ware, and software engineering tools are changed from the
traditional approach.

Traditionally, inter-enterprise collaboration has required
integration of enterprise computing systems or applications.
The topical integration techniques vary from new generation
ERP systems, and process-orientation to distributed work
flow management systems. A significant amount of research
is currently focusing on virtual-enterprise approaches. Vir
tual enterprises are joint ventures of independent enterprises
joining a shared collaboration process. In many projects
(like PRODNET (Afsamanesh, Garita, Hertzberger, & San
tos Silva, 1997), MASSYVE (Rabelo, Camarinha-Matos,
& Vallejos, 2000), FETISH-ETF (Camarinha-Matos & Af-
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sarmanesh, 2001) and WISE (Lazcano, Alonso, Schuldt, &
Schuler, 2000; Alonso, 1999)) the support environment con
sists of a breeding environment and operational environment.
The breeding environment provides facilities for negotiating
and modelling the collaboration processes; the operational
environment controls the enactment of the processes. Many
of the virtual enterprise support environments use a unified
architecture approach: there is a shared abstract model to
which all enterprises have to adapt their local services.

In contrast to this, the approach in the web-Pilarcos
project is federated: enterprises seek out partners that have
services with which they are able to interoperate (within the
strategically acceptable limits). A collaboration model (busi
ness network model, BNM) is used for explicitly express
ing what kind of collaboration is wanted and comparison of
BNMs is used as a semantic interoperability verification tool.
Enactment of services and local business processes, either by
applications or a local workflow management system are re
quired features of the service management facilities of each
local computing system. This design choice has been made
in order to make the evolution of BNMs and business net
works themselves more flexible. Changes in the model to
follow require that the model is explicitly available at the
operational time, and that there is a synchronisation and ne
gotiation mechanism for partners to reach a safe point where
new rules can be adopted.

The web-Pilarcos architecture and services address the
infrastructure requirements and solutions for bridging the
gap between enterprise-level business considerations and the
corresponding service management at the computing plat
forms. The global infrastructure services, transparently used
by B2B middleware services at each enterprise, comprise
partner service selection support, eContract management fa
cilities, eCommunity life-cycle management, breach detec
tion by business-rule-aware monitors, and interoperability
support facilities for technical, semantic, process-aware, and
pragmatic aspects.

. This paper concentrates on the breeding environment fa
cilities for checking interoperability of business services for
the purposes of forming an eCommunity, and the connec
tion between business-level aspects and enterprises' compu
tational services. Section 2 discusses interoperability chal
lenges in the context of eCommunity management, and Sec
tion 3 briefly describes the web-Pilarcos B2B middleware
services and repositories. Section 4 addresses the meta
information and corresponding public repositories presented
by the web-Pilarcos middleware. Section 5 describes the
mechanisms and processes used to guarantee interoperability
in eCommunities.

Management of eCommunities
and interoperability

The web-Pilarcos architecture proposes a model of inter
enterprise collaborations as eCommunities consisting of in
dependently developed business services. Business service
denotes a set of fu.nctionalities provided by an enterprise to
its clientele and partners, and that is governed by the enter-

prise's own business rules and policies, as well as by busi
ness contracts and regulatory systems controlling the busi
ness area, Furthermore, as the business service is realised by
software, the service is also defined by the computing, in
formation representation, and communication facilities used
and required.

As the eCommunities indeed are formed by software ser
vices implementing tasks of strategical business needs, the
high level architecture shows the bridges between business
needs and technical solutions. The web-Pilarcos architec
ture has been developed in interaction with RM ODP (refer
ence model of open distributed processing (IS10746, 1996))
and is founded on many of the principles also visible in cur
rent SOA (service oriented architecture (Papazoglou & Geor
gakopoulos, 2003)) trend. Shared foundations include the
strong encapsulation of business services into autonomous
units, introduction of meta-information services for service
discovery and selection, and loose coupling of services for
composites or collaborations.

The inter-enterprise collaboration management concepts
supported by the web-Pilarcos architecture include those of

• an eCommunity that represents a specific collaboration,
its operation, agreements and state; the eCommunities carry
identities and are managed according to their eCommunity
contract information; and

• electronic business services that are provided by en
terprises, used as members in eCommunities, and are made
publicly available by exporting service offers.

The functionalities supported by the B2B middleware in
clude

• a set of B2B middleware services for establishing, mod
ifying, monitoring, and terminating eCommunities, or look
ing from the business service point of view, operations for
joining and leaving an eCommunity either voluntarily or by
community decision; and

• a set of repositories for storage of meta-models for com
munities, ontologies of service types, and services, to support
interoperability valIdation. .

The business service providers are responsible to provide
describing metainformation to the B2B middleware reposi
tories, but are otherwise freed of implementing any of the
eCommunity life-cycle management. Instead, they are ex
pected to use local middleware services for it.

The eCommunity life-cycle is mainly controlled in an
eCommunity contract. The contract comprises of the busi
ness network model, BNM (to define the network structure),
information about the member services at each role, some
overview state information about the progress of the external
business processes, and methods for changing the contract
itself.

In the eCommunity establishment process (and opera
tional time management) the eContract is used to gather to
gether all relevant information about both the business and
the technical level details for the eCommunities. Figure 1
illustrates how contractual information derived from differ
ent sources becomes part of the eCommunity contract and is
used to govern a computational service in order to bring it up
to represent the intended business service. In the following,
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Figure 1. Source of business-level and technical-level information to control soft
ware behaviour to fulfil the business service commitments and restrictions.

these steps are discussed in more detail.

The strategical requirements of a business network are ex
pressed as a meta-level model that defines a set of external
business processes (right side of Figure I ). We call this busi
ness network model, BNM. The structure is defined in terms
of roles and interactions between the roles. For each role, as

signment rules define additional requirements for the service
offer that can be accepted to fulfil it, and conformance rules
determine limits for acceptable behaviour during the eCom
munity operation. The explicit use of such a model allows
comparison and matching of strategical and pragmatic goals
of members in the network by giving a working structure for
comparable and negotiable service offers. The business net
work models should take into consideration all relevant legal
and regulatory systems on the application area.

An enterprise that IS able to run a computational service,
i.e., a constellation of software components providing in
terfaces for functionalities of a business service, can make
it available for other parties by publishing its interface and
property information (left side of Figure 1 ). In addition, we
expect the service offer to be considered as a binding offer to
provide the service with the identified properties, terms, and
conditions. The information elements required in the service
offer are determined by two aspects: first, by the require
ments of the B2B middleware concepts, and second, by the
mandatory properties defined for the service type in question
(will finally match the business network role requirements).
The service offers and the structuring effect of service types
is further discussed in Section 3. Essential for the offer struc
ture is that the contract terms relevant for the business area

become represented in a way that allows comparison.

The contracting process between the business services is
governed by the selected business network model. The busi
ness service basic properties become defined by the service
offer, although the mechanism does not technically enforce
the offer to be truthful or the service implementation to con-

form to the offer. However, in business terms, the enterprise
loses credibility by false offers, and increased certainty lev
els can be acquired by external conformance testing and cer
tifications. The process of enforcing enterprises to provide
accurate service offers is mainly an organisational issue not
fully addressable by computing solutions. Computation ally,
it is possible to control that exporters of service offers are
authorised by their organisations for making external com
mitments, and that there are technical facilities to follow the
thread of delegations and negotiations for determining the
responsible party for each commitment.

The resulting contract object contains both business net
work regulations and the agreed constraints for joint be
haviour. This context information is configured (in suitable
phases) to the monitor object governing all service requests
passing in or out the computational services interface. Thus
the business rules and terms are passed to the monitor for
controlling that the actual business service behaviour is not
violated by the computational service that is capable of more
varied behaviours.

Because the business services are provided by au
tonomous service providers, there is no inherent guarantee
that they would form an interoperable eCommunity. There
fore, special functionality for interoperability checking takes.
place when establishing an community, or entering a new
service into an existing community. The applications them
selves need only to concentrate on the local business logic,
implemented on their local computing platform. For the
eCommunity management functionality, it is necessary that
the underlying B2B middleware is able to evaluate interoper
ability of business services based on their service offers and
to monitor the interoperability during the operational time.

By interoperability, or capability to collaborate, we mean
effective capability of mutual communication of information,
proposals and commitments, requests and results (including
exceptions). Interoperability covers technical, semantic and
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pragmatic interoperability, Technical interoperability means
that messages can be transported from one application to
another. Semantic interoperability means that the message
content becomes understood in the same way by the senders
and the receivers. This may require transformations of infor
mation representation or messaging sequences. Finally, the
pragmatic interoperability captures the willingness of part
ners for the actions necessary for the collaboration. The will
ingness to participate involves both capability of performing
a requested action, and policies dictating whether the poten
tial action is preferable for the enterprise to be involved in.

The interoperability validation process is further dis
cussed in Section 5, based on the interoperability-related
meta-information that is made available through the middle
ware repositories discussed in Section 4.

The web-Pilarcos eCommunity management approach is
directed towards loosely-coupled business networks consist
ing of autonomous business services. The strategical pro
cesses for enterprises involved are

• defining and publishing suitable business network mod
els for relevant business areas and allowing those to affect the
provision of new business services on open service markets;

• implementing and publishing services to become part
of business networks; and

• managing eCommunities, especially the negotiation
process between potential network partners and maintaining
interoperabili ty.

The B2B interoperability middleware presented in this pa
per aims for automating these processes as far as possible, es
pecially the negotiation process. However, it is not the intent
that all collaboration decisions would be automated; aspects
such as trust between potential partners limit the applicable
area. The main benefits come from the agility on changes
and reusability of verified interoperability results: New busi
ness network models, new service types, and new services
can be easily adopted, without causing a cascading change

req,uirement throu~~t~~ ~u~ines~ne!work.

The web-Pilarcos B2B
middleware architecture

To map the above business-driven management needs, the
required functionality from the B2B-middleware platform in
cludes

• advanced service discovery functionality, i.e., a breed
ing environment where it is possible to fill in roles of a given
BNM by suitable service offers and ensure interoperability
by using meta-information repositories from the middleware;

• contract-based management of collaboration between
autonomous services;

• proactive local monitoring of contract conformance;
and

• repositories that present the knowledge base required
for B2B interoperability support; these repositories get role
in collaboration modelling, software engineering, and ser
vice deployment processes too.

These main functional elements can be seen Figure 2, The
upper part represents the breeding environment services, in-

cluding populator, service offer repository, business network
model repository and type repository. These services can be
placed on public domain to be used by any enterprise. Breed
ing environment services like populators and type reposito
ries are not required from all sites, but can be provided as
infrastructure services as a business on its own right.

For the support of the populator, the BNM design process
involves the introduction and verification of new models to
be stored into the repositories. Implementation of new ser
vices or introduction of legacy applications involves inter
action with the type repository, New business services are
published for use by exporting service offers to the corre
sponding repositories. Deployment processes are naturally
augmented with service offer exports. These processes feed
in meta-level knowledge of potential participants in commu
nities to be formed. The feeding processes are independent
of each other, even withdrawing or deprecating information
may take place.

The two lower parts of Figure 2 represent two autonomous
enterprises. By autonomy we mean the potential for con
trol over the private computing systems, and moreover on
strategic business processes and policies. Each site or ad
ministrative domain, representing an autonomous ICT sys
tem, is expected to run a business process management agent.
The lower part of the figure also shows the network man
agement agents (NMAs) and eContracts as the major play
ers of the operational environment. As discussed in the
previous section, the eCommunity contract captures shared
meta-information about the collaboration. At operational
time, reflective methods are used to keep the real system at
each involved computing site correspondent with this meta
information. At each administrative computing domain,
there is a local agent for management of knowledge about
locally deployed services. The local management interfaces
are homogenised by a protocol for requesting the system to
prepare for running a service (resourcing), querying about
cOInmunication poi,nts, rele,asing_theservice, etc. Likewise,
all relevant changes in the real system are notified and thus
change the meta-information accordingly. The eCommunity
contract is an active object itself, and includes logic that may
react to changes in the meta-information and request local
sites for further negotiations or changes in the system state.

As this paper focuses on the breeding environment func
tionality and requirements, the following paragraphs will
give an overview of the main agents. The populator theme
is then extended further by the following sections with infor
mation about the related repositories and meta-information,
and then, about interoperability verification.

The Populator uses a given BNM for ensuring the prag
matic interoperability of partners to an eCommunity; it also
uses a set of compulsory aspects in service offers to deter
mine service types, communication channel requirements,
and non-functional aspects to be agreed on for the eCom
munity. The populator represents a breeding process where
services are selected for eCommunity roles. The population
process is a constraint satisfaction challenge between candi
dates' attribute value spaces and constraints given for roles
in the business network model. The service type definitions
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dictate the attributes and attribute value sets necessary to de
scribe the service, and the actual values for each published
service is found in the service offer repository. As there is
dependencies between selected offers in interacting roles (on
channels and NFA), the process is complex. The popula
tor provides its clients with a set of interoperable commu
nities from which to choose during negotiations. Replace
ment of partners in an existing community, or one partner
changing to a significantly different service implementation
are also situations where interoperability preconditions need
to be checked.

The eCommunity manage!J1e~UsEerfo!'illeclin cQoperac
liOn Wlth-Network Management Agent (NMA) and the Con
tract object. The NMA agents are responsible for managing
the inter-organisational coordination and management proto
cols. while the contract object is responsible for making de
cisions regarding the eCommunity it represents. The NMA
agents are located so that there is a agent acting as a rep
resentative between the eCommunity and the local service
providing system at each administrative domain. The con
tract object is made available across all involved domains;
redundancy is required for availability can be ensured also
in most common failure situations. The NMA agents pro
vide three interfaces. For the local administrator, there is
a eCommunity management interface for triggering rene
gotiations on conditions and memberships. Between them
selves the agents have a protocol for notifications of task
completions and contract breaches, and another interface for
for negotiation and commitment protocols for joint contract
changes. For communication with the local monitors, the
NMAs provide an interface for receiving notifications of con
tract breaches and ta§k completion and another for feeding
monitoring instructions to the monitor. The protocols are de-

scribed in detail in (Metso & Kutvonen, 2005). It is essential
for the NMA role that it acts on behalf of the administrative
domain it represents, and is able to access relevant policy
information private for the enterprise. Based on local poli
cies and guidelines, the NMA is able to enforce decisions,
for example, on the significance of the breach notifications
received from the monitors, and the subsequently decide on
which protocol to trigger between the NMAs.

The eCommunity contract itself is a key element in the
architecture, because it makes aspects from different lev-

_ elsLviewpoints of the business network avai-Iable-at opera- 
tional time. The community contract describes technical,
semantic, (external business) process-related, and pragmatic
aspects. Technical information includes service types and
related behaviour descriptions, binding types between ser
vices, implementation-specific messages or function param
eters, and policies used in the eCommunity. The structur
ing element of the contract is the BNM used for the eCom
munity: each role is supplemented with information from
the participant's service offer, each binding with connec
tor parametrisation information. Semantic aspects cover in
formation representation formats in messages exchanged.
The pragmatic aspects covered include functional descrip
tion of business processes, policies constraining roles, and
non-functional aspects. The non-functional aspects govern
features like trust, security, QoS that are traditionally consid
ered additional platform-level service solutions required. In
addition, non-functional aspects related to business process
models capture more business-oriented features, like busi
ness rules (captured as policies and monitoring rules here).
These main elements oftheeContract are captured in Fig
ure 3.
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• reference to the business network model;
• information about the epoch in which the network is;
• process for changing epoch;
• for each role

• assignment rules that specify the requirements on
• service type;
• nonfunctional aspects;
• restrictions on identity, participation in other
business networks, etc;
• conformance rules that are used for determining conformance
to the role which the assigned component is in the role;
similar as above;

• for each interaction relationship between roles
• channel requirements
• locations of the channel endpoints
• QoS agreement; security agreement
• information presentation formats

• for each policy that governs the choices between alternative be
haviour patterns in the business network model

• acceptable values or value ranges;
• references to alternative breach recovery processes;
• objective of the business network as business rules

Figure 3. Information contents of the eContract.

The structure of the contract is directly determined by the
business network model in use. Most of the contract structure
is a copy of the associated business network model. The busi
ness network model lacks identification of the business ser
vices as members, and only gives acceptable ranges for some
negotiable policies. The business network model is also in
dependent of the bindings (interaction support) the business
services need to deploy between themselves.

Monitors are part of the communication channel between
participating services. A monitor has a generic sensor ele
ment that can be configured to filter traffic by classifying it
to expected and unexpected event sequences (task started /
completed, unacceptable traffic or lack of expected traffic).
The network"Iilanagement agents provide each monitor with
a behaviour automaton to follow, based on the service chore
ographies described for the corresponding role. The moni
tors can be used both to monitor the behaviour of the roles
provided by its own organisation and the roles of the other
organisations. Monitoring reports can be acted on in vari
ous ways, scaling from post-operational auditing to proac
tive prevention of unwanted events. In web-Pilarcos, the
intent is to allow major breaches on agreed behaviour or
policies to be acted on during the eCommunity operation,
and allowing automatic recovery processes to be started. In
this respect, the web-Pilarcos approach differs from related
projects (like (Neal et aI., 2003)) that otherwise use similar
techniques. Because the definition of "severe breach" and
the appropriate methods of potentially replacing misbehav
ing partners are specific to each application domain, those
rules and process definitions are compulsory parts ofBNMs.

The most important task of the monitors is to pro
vide a method for enforcing the business-level policies and
enterpri.se-wide 9perational policies onto the computational
service constellations. In the operational environment, the

monitor and the computational service constellation together
form a representation of the business service.

Interoperability knowledge in the
global middleware

The three meta-information repositories in the B2B mid
dleware - business network model repository, service type
repository, and service offer repository - have a central role
in establishing a knowledge base that allows interoperability
tests on to be made. Essential target concepts are service
types, service offers, and business network models. Each
repository is distributed for scalability and improved acces
sibility. Due to different types of load, the good distribution
styles differ (Kutvonen. 1998).

Service types and BNMs have separate life-cycles as this
provides isolation layers that keep local changes from in
volving the whole eCommunity and minimises the effects
of BNM enhancements to local services. Furthermore, each
model requires only a reasonably narrow expertise to cre
ate. In addition to direct relationships between models,
the repositories store transformation rules and components
for improved transformer/interceptor re-usability (Kutvonen,
1998).

The service elements of the web-Pilarcos breeding en
vironment address the need of joining four important pro
cesses:

• introduction of BNMs to the model repository, and in
troduction of supporting service types to the type repository;

• software engineering processes to provide implementa
tions that correspond to the known service types and thus are
applicable for the known BNMs;

• deployment of services and export of corresponding
service offers to traders, effectively making a commitment
to keep the service consistent with the service offer;

• eCommunity establishment process using the provided
information.

These processes are only loosely interleaved. Business
network models and the actual business services can be de
veloped independently from each other; indeed, their devel
opment form quite a separate profession. In the platform,
these concepts have to meet at the service description level.

Type and service offer repositories

The type repository provides a structured storage for type
information related to services and their access interfaces.
Operations are provided for publishing new types, compar
ing types, and creating relationships between types.

Service types are abstract descriptions of business service
functionality. Service descriptions are used to ensure tech
nical connectivity, semantic interoperation and behavioural
compatibility in possibly heterogeneous environments. Ser
vice descriptions do not expose internal properties of busi
ness services as this decreases the possibilities of reuse and
evolution of services. Implementation-specific information,
such as binding of a service into a specific communication
protocol or address, is not covered by service type. Service
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type is like a contract, which an actual service must imple
ment.

Service types are XML-based descriptions which define
interface signatures, service attributes and an interface pro
tocol. Interface signature in web-Pilarcos is described using
a WSDL description without technical binding information
(see (WSDL, 2001)). Each service supports only one kind of
behaviour; different behaviour implies different service type.
We refer to the definition of service behaviour as interface

protocol which is a behavioural description defining exter
nally visible behaviour at one endpoint of a bilateral com
munication. Interface protocols in web-Pilarcos are based on
session types (see (Takeuchi, Honda, & Kubo, 1994; Gay &
Hole, 1999)). For behavioural descriptions we have a simple
XML-based process description language. Semantic inter
operability of services is supported by binding ontological
concepts to the exchanged documents. XML-based ontology
description languages, such as general purpose description
languages RDF(S) and OWL (RDF-S, 2004; OWL, 2004)
or more specialised XML-based ontologies such as Roset
taNet, can be used (RosettaNet Consortium, 2004). The rules
of the type system are based on behavioural session types,
structural matching of syntactic information and semantic
relations based on description logic (Takeuchi et at, 1994;
Jha, Palsberg, & Zhao, 2002; Nardi & Brachman, 2002).
Subtyping-like relationships that support service evolution
are also important (Di Cosmo, Pottier, & Remy, 2005; Gay
& Hole, 1999; Nardi & Brachman, 2002).

The type discipline in the web-Pilarcos platform is strictly
managed. Every type definition must be contained by a type
repository. Each type name, i.e. URI, must also identify the
type repository responsible for managing the corresponding
namespace and its type definitions. Without strict manage
ment of typing information it would be impossible to ensure
that types are unambiguously named, persistently stored, ver
ified to be correct, and relationships between types verified
and intact (Kutvonen, 1998). Type repositories can als<)be
orgaiIised into' a hierarchy for partitioning of namespaces.

Service types are published by institutions responsible for
a business domain or by enterprises willing to promote use of
new kinds of services. Standardisation of a new service type
is however not necessary because the applicability and adop
tion of the service type is determined by peer acceptance.

The relationships of interest for the type repository users
are: no match, similar types (equality of text or reference,
subtyping), and interoperable with interception. The com
parison and judgement is not fully automated and cannot
be made (due to performance issues) at the time of query.
Instead, the service type publication process involves veri
fication of the type, comparison to other named types, and
verification of the type relationships. The process of creat
ing interceptors (i.e., transformers that change the inputs and
outputs of one interface type so that they become suitable
for another) is external to the type repository. The service
types can thus be matched with each other in a more relaxed
way, only limited with an interoperability requirement. As an
enhancement, the cost of connection can be added to direct
users to choose "native" types instead of transformed con-

nections.
The initial Pilarcos type repository was designed and de

veloped during the work on the ODP type repository func
tion standard (IS14746, 1999), and OMG MOF specifica
tion (MOF, 2002). Although there are certain differences,
most interfaces are similar. Thus the type repository offers
operations (Kutvonen, 1998) for

• publishing realisations of abstract types,
• checking whether two type realisations are conformant

and interchangeable,
• retrieving subtypes or supertypes of a type rea1isation,
• retrieving templates for a given abstract type,
• translating one type realisation to another,
• retrieving names for abstract types and

type realisations in other type domains.
The service offer repository refers to services (like

UDm (Belwood & et al., 2004) and ODP trading ser
vice (IS13235, 1995)) for locating services that are published
using structured meta-information description of the service.
We consider these descriptions as binding offers for the ser
vice. When a new service offer is published, type repository
functionality is used to validate the conformance between the
offer and the corresponding service type.

Given a service type and a service offer, the conformance
validation algorithm verifies if the service offer corresponds
to the behavioural and structural properties of the corre
sponding service type. Concerning behaviour, each com
munication action described in the service offer has to be
matched with the communication behaviour defined in the
service type. Both substitutability and compatibility rela
tionships can be used as a behavioural matching criteria. For
structural properties, similarity between the document struc
tures used in the service offer and document types declared
in the service type must be matched.

Functional properties of the type checking algorithm are
characterised by the service-typing rules which are based on
the session typing discipline (Takeuchi et al., 1994; Gay &
Hole, 1999). The session typing discipline provides formal
characterisations for service substitutability and compatibil-.
ity which are based on the notions of session subtyping and
duality (Vallecillo, Vasconcelos, & Ravara, 2003). The algo
rithm for validating session subtyping is syntax-driven and is
expected to be efficient in practise (Vallecillo et at, 2003);
however, no formal validation of this claim has yet been
given.

If the conformance validation is successful, the service
offer is published into a service offer repository with the
claimed service type. The service offer publishing process
requires predefined service types. In the web-Pilarcos archi
tecture, we expect service types to mandate properties for ex
pressing issues affecting technical, semantic, and pragmatic
interoperability. This is reflected by the structure required by
service offers, as illustrated in Figure 4.

Business network model repository

The BNM repository provides interfaces for publishing
models, verifying their properties, comparing and querying
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• interface syntax and protocol; either IDL or WSDL specification
for the service interface, and partial ordering rules of operations
• schema for information elements
• list of nonfunctional aspects, such as QoS offers (acceptable
range for QoS), trust requirements. or name for security mechanism
to be used

• requirements for platform
• requirements for communication channel service level

Figure 4. Structureof serviceoffersin web-Pilarcos.

models for population or software engineering processes.
The structure (topology) and properties of a business net

work are defined by its BNM that explicates the roles of part
ners and the interactions between roles that are needed for
reaching the objective of the eCommunity. A BNM com
prises a collection of roles, a set of connectors and a set
of architecture-specific non-functional properties. The ap
proach combines ideas from the aDP enterprise viewpoint
language OS15414, 2003) and those of separating functional
units and their interconnection into distinct concepts of com
ponents and connectors (Allen & Gadan, 1994).

A role represents a logical business service or entity in
an administrative domain. The role definition expresses
the functional and non-functional properties required. Role
functionality is described as a composition of service types
and role-specific synchronisation patterns. Synchronisation
patterns express causal relationships between actions in dis
tinct services of a role (by setting preconditions for interac
tions using terms before, after etc).

Interaction relationships between roles are described by
bilateral connectors between service interfaces. Connectors
may define other communication-related properties, such as
control or data adaption, eCommunity coordination and non
functional properties of communication.

Non-functional properties are managed as named values
that are used for selecting the right technical configurations
from the underfying'platform: Some properties are used for
dynamic branching of behaviour at operational time. These
decisions stem from the business level, but the negotiation
and commitment protocols needed are preferably transparent
to the business services.

The elements of the business network model descriptions
required are captured into Figure 5.

Life-cycles o/the contents in B2B repositories

The meta-information repositories' contents are interde
pendent. A verified business network model acts as a tem
plate for the eCommunity. The model to be used as a contract
template is first negotiated between the potential partners, in
volving comparison and matching of strategical, pragmatic
goals of members in the network. As the matching of net
work models is too hard a problem to solve by an automated
process in general cases for a heterogeneous modelling envi
ronment, we require a single shared model to be agreed on
at the eComm!Jnityestablishment. Checking that all parties
expect the same business network model is one of the prag-

• a set of named business process models each presented in terms
of named roles with

• role assignment rules for guiding the populator to
retrieve suitable service offers from the offer repository;
• role conformance rules for guiding the monitors to
notify its BNA about all deviations from these rules;
• interaction pattern expected at each communication
channel; may be simple invocation, announcement
or filll session specification;
• namefor the breach recovery process to be used;

• role association requirements expressing how a business service
is required to simultaneously act in named roles of named business
process models; this allowsfimctional slicing of the model for reuse
and design purposes;
• policy rules overarching the business network model; these poli
cies provide invariants that need to be fulfilled.
• breach recovery process name and type (type for example "dis
solving", "restarting" or "continuable with sanctions")

Figure 5. Contentsof businessnetworkmodels.

matic interoperability aspects.
Within the business network models, service types are

used as means to define requirements for role players. Again,
the matching problem is too hard in a general theoretical
sense, and therefore we have focused on practical goals:
grouping of similar models, and identifying suitable trans
formers or adapters available when similar models need to
be mapped together.

The service type repository is used for holding such a
relationships between models and the transformation infor
mation associated. The actual adapters are produced in
a separate process starting from the service type descrip
tions (Kutvonen, 2004b) for configuring a communication
channel between peers so that the information exchange be
comes understood correctly and there is no known deadlock
in the sequence of message exchanges. The adapters can
adoress modifications at multiple-\evels of interoperability,
such as data representation modifications, and changing the
communication pattern (for example, splitting a request of a
task to a set of requests for subtasks from the peer).

Figure 6 illustrates the various processes involved: pub
lication of a) service types and b) business network models,
c) service offers, and d) eCommunity population and nego
tiation processes. These processes are inter-related but not
tightly dependent; for example new service types can be pub
lished without a business network model using them.

The service publication functionality is similar to the
UDm (Belwood & et aI., 2004) or the aDP trading mech
anisms (1813235, 1995); the type management system re
sembles the aDP type repository function (1814746, 1999)
and enforces a typing discipline to follow over service of
fer repositories. The BNM repository is a shared storage
of business collaboration information that enable enterprises
to share business transaction models, such as the ebXML
repository (Kotok & Webber, 2001), although with more au
tomated and repeatable breeding process. The notations used
are not discussed here, but they resemble the aDP enter
prise language and use XML-style notations (see (Kutvo-

d
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E) eCommunity
contract

B) provide matching
service types

Service offer repository ._--.-~PUb~~~~!!.¥~_.... -- A
/,., •• / C) provide service offers BNM designer

BNM'~epository D) Population and
; negotiation processes:

A) provide a business ~ @ q:) :

network model g-o .
T . 0°...".1\....<]...ype reposItory L:!.

Service Designer

*P~ii;;;;;;~~"P"

2) provide a service type

Figure 6. Repository usage during eCommunity life-cycle.

nen, 2004a) and (Kutvonen, Ruokolainen, Metso, & Haataja,
2005)). In the service publication process (step 1), service
providers send service offers to the service offer repository,
to state claims about the type and properties of the services.
A service offer describes functional and non-functional prop
erties of the service to be published: the actual service inter
face signature, service behaviour, requirements for technical
bindings (e.g. transport protocol), and attributes such as ser
vice quality and trust-related commitments. The service offer
repository then initiates a conformance validation process.
For this purpose, a service type corresponding to the claimed
service type is retrieved from the type repository (step 2).
The service type defines syntactical structures for service in-

- terface signatiJreand messages, externally visible service be
haviour and semantics for exchanged messages (Kutvonen,
Ruokolainen, et aI., 2005). Conformance validation is exe
cuted by the service type repository holding the correspond
ing service type (step 3). Only after a successful validation,
the service offer is published (step 4a), otherwise a service
typing mismatch is reported between the service offer and its
claimed type (step 4b).

In Figure 6, the eCommunity establishment process is also
shown: it is initiated by a willing partner, the correspond
ing business network model is first fetched from the BNM
repository (step A). The population process (step D) pro
vides a set of interoperable eCommunity proposals where
roles of the BNM are filled with potential partners. For
this purpose, the type repository is consulted for provid
ing service types matching the requirements of the busi
ness network model (step B), after which the service offer
repository can be used to provide the corresponding service
providers (step C). After population, and the subsequent ne
gotiation, the eCommunity contract is received (step E) and

distributed to every participant.
The service interoperability and correct operation of the

community assumes that the meta-level information on
BNMs, service types, and service offers is correct. There
fore, we find it necessary to collect the meta-information
into repositories, where the trustworthiness of the informa
tion source can be controlled, and the quality of the informa
tion can be validated by the repository management actions.
These aspects must be weaved into the tasks involved with
eCommunity establishment, such as service publication or
discovery (Ruohomaa, Viljanen, & Kutvonen, 2006).

Verification and Qbser-vationof
interoperability

The web·Pilarcos middleware aims for maintaining cor
rect collaborative behaviour in eCommunities, involving sev
eral aspects of interoperability requirements. The require
ments cover technical, semantic, and pragmatic aspects, i.e.,
awareness of collaborative behaviour and policies. Tradi
tional verification and static analysis methods are comple
mented by dynamic observation of behaviour conformance
against the contracted BNM and policies.

The research and prototype building in the web-Pilarcos
project focuses on interoperability and eCommunity man
agement problems at the business service level, i.e. at the
level of eCommunity, its participants, behaviour and life
cycle. As we presume that services are implemented or
wrapped using Web Services technology, technical interop·
erability at the lower protocol levels is well provided by a
service-oriented technical rniddleware layer.

Interoperability problems in software systems stem
mainly from components' implicit and incorrect assumptions
about behaviour of their surrounding environment (Garlan,
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Allen, & Ockerbloom, 1995). Every aspect of service and
eCommunity functionality must be made explicit using un
ambiguous notations. Concepts of compatibility and sub
stitutability are key issues in integration of autonomous ser
vices into communities; descriptions of services and commu
nities must be founded on a formal basis.

When an eCommunity is established, we ensure suffi
cient conditions for interoperability of services during ser
vice discovery and population. Conditions for an interop
erable eCommunity are fulfilled by three solutions. First,
the use of a verified BNM as a basic structuring rule for
the eCommunity; the various business process models in
tertwined into the network model can be verified to be for
example deadlock-free and complete by traditional protocol
verification tools. Second, the use of constraint matching
for accepting service offers to fulfil roles in the BNM. Pre
viously verified compatibility and substitutability relation
ships between service types, provided by the type reposi
tories, and validated conformance claims between service
offers and corresponding services types are utilised in this
process. Third, the augmentation of the constraint matching
process by the interference of further constraints arising from
the selected offers for neighbour roles.

Behavioural interoperability is considered in the extent of
verifying that service offers and role requirements for ser
vice behaviour match. In large, this is accomplished by
utilising the already verified correspondences between ser
vice offers and services types. However, roles may also im
pose additional constraints for the behavioural patterns of the
contained services, such as obligations to perform specific
transactions. Other relevant issues in role-related constraints
cover interface syntax with behaviour descriptions, syntax
of documents to be exchanged, semantic aspects of control
and information flows, and nonfunctional aspects like trust
and business policies that further restrict the behaviour. The
role specific constraints are validated during the design of
the BNM (verifying that the constraints imposed by the role
do not conflict with the properties of the corresponding ser
vice types), and during the operation of the community (ver
ifying that the service implementations actually conform to
these constraints). These validation procedures can be im
plemented using model checking techniques.

To promote evolution and flexible use of syntactic struc
tures utilised by the services, we will adopt principles of by
structure matching instead of by-name matching for service
interface comparisons (Ruokolainen, 2004). Using struc
tural typing constructors for WSDL and XML-Schema def
initions we can decide if two WSDL interface descriptions
are structurally equal. This interface matching is done using
an approach similar to (Palsberg & Zhao, 2001; Jha et aI.,
2002). Service selection and matching based on semantic
concepts is not addressed in the present version of the web
Pilarcos platform but it will be implemented in future ver
sions. Matching of semantic concepts shall be implemented
using standard theories and tools, similarity to (Peer, 2002;
Sriharee & Senivongse, 2003).

We do not even seek to completely prove that an eCom
munity behaves' correctly, as this would need verification of

behaviours between every possible participant in an eCom
munity during its establishment process. Even in theory, a
complete pre-operational verification of an eCommunity be
haviour would be impossible, because of dynamic changes in
the system, such as evolving business policies. Instead, ser
vice types are considered as contracts, and the subtyping of
session types as proof of conformance. Inevitable behaviour
and policy conflicts are observed and acted on during opera
tional time by the monitoring system.

During runtime, however, participants of an eCommu
nity may behave incorrectly due to outdated service descrip
tions, changed business policies or technical problems. To
overcome, or at least identify, interoperability problems dur
ing operation of communities we have adopted an approach
based on runtime monitoring of eCommunity contracts.

The monitoring system can be given a fairly free set of
rules to monitor passing message traffic, different informa
tional and behavioural aspects are fairly straightforward to
monitor (Kutvonen, Metso, & Ruokolainen, 2005). The
monitoring system reports detected situations (task started,
completed, unacceptable traffic or lack of expected traffic).
In monitoring, the challenges lie in the performance of the
communication system, the design of monitoring rules, and
decision engine.

Some breaches that can be detected by monitoring include
a) messages from parties not partners in the eCommunity;
b) transactions that are not acceptable in the current state of
the eCommunity life-cycle or not fulfilling precedence re
quirements; c) information contents are not allowed to be ex
changed (e.g., private documents, unknown structure); d) the
expected flow of information is broken; and e) obligatory
transactions are not performed.

Each administrative domain can have their own decision
method on how critical a breach is considered. The eCom
munity contract provides methods for NMAs to invoke in
case of breaches, either for information only, or for the re
moval of the partner in fault. The eComm_unitycontract car
ries these'rules for deciding which recovery or sanction pro
cesses to use.

Related work

The B2B middleware developed in web-Pilarcos provides
support for autonomously administered peer services that
collaborate in a loosely coupled eCommunity. The eCom
munity management by design excludes the need for dis
tributed enactment services, but in contrast provides facilities
for ensuring interoperability at the semantic and pragmatic
level. In this respect the federated approach has a differ
ent focus from those in most other P2P community manage
ment systems, such as ADEPT (Reichert & Dadam, 1998) or
METEOR (Aggarwal, Verma, Miller, & Milnor, 2004), and
contract-driven integration approaches, such as ebXML (Ko
tok & Webber, 2001). Even most virtual enterprise support
environments, such as CrossFiow (Orefen, Aberer, Hoffner,
& Ludwig, 2000) and WISE (workflow-based internet ser
vices) (Lazcano et aI., 2000), rely on models for distributed
business process enactment. However, the web-Pilarcos ap-
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proach leaves enactment as a local business processing task,
concentrating on interoperability monitoring.

The web-Pilarcos concept of eContracts ties together ICT
related viewpoints of ODP (Open Distributed Processing ref
erence model (IS10746, 1996», also ranging to some fea
tures of business aspects. The ODP-RM introduces informa
tion, computational, engineering and technical viewpoints.
Each of these present interrelated but somewhat independent
aspects of the collaboration features and their composition
using more basic computing services. The web-Pilarcos con
tract structure captures these aspects in its BNMs, binding re
quirements, and behavioural and non-functional monitoring
rules (Kutvonen, 2004a). The initial Pilarcos type repository
was developed during the work on the ODP type repository
function standard (IS14746, 1999), and OMG MOF specifi
cation (MOF, 2002). In other projects, like BCA (Milosevic,
Linington, Gibson, Kulkarni, & Cole, 2004), contracts have
legal and business level focus and detect contract breaches
post-operatively (Quirchmayr, Milosevic, Tagg, Cole, &
Kulkarni, 2002). The web-Pilarcos aims for more real-time
intervention.

In the web-Pilarcos middleware, the eCommunity life
cycle is built to be collaboration-process-aware. The archi
tecture model acts on two abstraction layers, the upper layer
involved with the abstract, external business process describ
ing the collaboration requirements; the lower layer compris
ing actual services bound to the eCommunity dynamically.
In this kind of environment, static verification of models and
interoperability cannot be complete. In the B2B middleware
provided by the web-Pilarcos project, we find it necessary to
develop control environments for monitoring and reflectively
restructuring the operational eCommunities, besides a breed
ing environment. The goals are similar to other projects,
but the solution methods differ. While ADEPT supports di
rect modification of the workflow control structures, web
Pilarcos uses negotiated policy-values to choose between
predefined behaviour alternatives. The web-Pilarcos solution
evenrequires that well-formed contracts include'suitable re
covery processes that involve whole communities. In con
trast to METEOR-S, the web-Pilarcos platform has no cen
tral tool for making the whole of an interoperability analysis,
but partial static verification is done at the meta-data reposi
tories, and monitoring is used to detect further problems.

The B2B middleware is in some extent comparable to
agent-based approaches, such as MASSYVE (Rabelo et al.,
2000). The main difference seems to be the separation of
business services and B2B middleware services from each
other. The web-Pilarcos middleware agents do not provide
workflow execution, but expect local application manage
ment to play that part. In contrast to (Daskalopulu, Dim
itrakos, & Maibaum, 2002), the middleware agents are re
sponsible for semantic verification and failure resolution, and
use separate monitors to help and report.

Conclusion

The web-Pilarcos architecture provides a B2B middleware
layer that supports management of virtual organisations. The

management facilities are based on a shared vision of meta
information captured into a eContract. Changes in the con
tract are locally reflected to the enterprise computing system;
and correspondingly, relevant progress and breach reports are
delivered to partners through the eContract.

The architecture follows a federated approach: participat
ing services are independent and pre-existing, and the col
laborative behaviour model is used only for watching confor
mance. Enforcement of the contract is reached through the
independent monitoring facilities at each participant. Those
monitors basically react to events that should not take place
at that service or resource interface. Those self-protective
reactions are then used as triggers for corrective actions for
the benefit of the whole virtual organisation.

The web-Pilarcos approach supports autonomous services
to form federated communities. A federated approach means
that there is no overarching shared collaboration model from
which the services would be derived. Instead, the services
stand on their own and interoperability from the collabo
ration process, semantic and technical view must be main
tained explicitly by B2B middleware. From the BNM, it
would be possible to use the popular model-driven approach
and generate applications but those are not resistant for evo
lution needs. This is further discussed in (Kutvonen, 2004b,
2004a).

The provision of the web-Pilarcos architecture requires
further development of business process modelling tech
niques. The collaboration of business processes or work
flows should be modelled without unnecessary revealing of
local processing steps. Instead, only the collaborative part
(external view) should be agreed on and monitored. Work
has already been started by the component-driven approach
on splitting workflows into Web Services. The structural
needs of business process models are also widened by the
requirements of incorporating reusable sanctioning, recov
ery, and compensation processes into eCommunity contracts.
Furthermore, shared ontologies and repositories for business
processrfiodels' snould be made available. Such facilities
would improve the potential for reaching interoperability in
an environment where service components are truly devel
oped independently from each other. More fundamentally,
ontologies and repositories would create a facility for check
ing semantic similarity of a business process model as part of
the interoperability tests during eCommunity establishment.

The federated approach has been criticised for the lack
of advice for service elements to be developed. However,
making existing business network models globally available
and thus exposing repeating patterns of roles - i.e., expected
local business processes - gives the required guidance. Such
publishing has already taken place with RosettaNet etc; our
solution is to provide a repository for external process de
scriptions that can be augmented on demand, and that will
provide an element of evolution support. These model defini
tions can be added to the repositories at will, without interfer
ing with already operational communities. Existing models
can be frozen so that new communities are no more formed
using them, but are not actually removed automatically. The
verification and matching hierarchies within the repositories
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may depend on them, and of course, operational communi
ties may do references.

Another criticism frequently arising is the performance
penalty of the eCommunity interoperability checking, From
our earlier prototype on the populator process, we can judge
that the cost of the process and its scalability are accept
able (Kutvonen & Metso, 2005). The scalability of the open
ended search for potential partners from service offer repos
itories indicates a large search space; the matching process
is further complicated by the interdependencies between se
lected partners in terms of available communication solutions
and policies. The populator algorithms address the poten
tially exponential growth of the search space by limiting the
resources used for the search, at the cost of the completeness
of the results.

Specific features of the web-Pilarcos breeding environ
ment include the level of automation expected, the relaxed
matching of service types aimed for, and the use of explicit
business network model repositories.

The level of automation in eContracting has to be con
sidered carefully. Enterprises are generally not ready to
allow automated agents to take business-level decisions.
Therefore, the automatically acceptable commitments have
to be guarded by enterprise policies, and to be directed to
wards routine decisions. The main impact on the web
Pilarcos facilities is in providing control over technological
and evolution-involved problems, not in the aggressive en
hancement to new business partners. The major development
on the architecture, however, is the trust management, on
which we have started a separate development project (Ruo
homaa et a!., 2006).

The federated type repository service is an essential ele
ment of a B2B middleware that supports the establishment
of new business networks, or in a more simple case, connec
tion between independently administered clients !lnd servers.
The role of the 'type repository is to provide a trustworthy
source of service type information, and furthermore, provide
transformation services for communication between almost

similar interfaces. The service types can thus be matched
with each other in a more relaxed way, only limited with the
interoperability requirement. As an enhancement, the cost of
connection can be added to direct users to choose "native"

types instead of transformed connections. The service type
matching approach supports evolution of services in a hetero
geneous environment, where independent actors create new
items, and where market forces has an effect on the usability
of items, in addition to the verifiable correctness properties.
Furthermore, the approach gives a natural tool for managing
one type of transformation components needed in the current
component-based, model-driven networking environment.

The use of explicit business network model repository is
an ontology-defining tool that allows dynamic development
and quick publication of new collaboration models. This is
one of the key elements in the trial of developing evolution
support for dynamic, inter-enterprise networks.
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