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Abstract support in the given set collection. We call this task the
inverse frequent set mining

Frequent set mining is a well-known technique to sum-  The existence of a data set compatible with the given
marize binary data. However, it is an open problem how set collection of is usually highly desirable also as the fre-
difficult it is to invert the frequent set mining, i.e., how dif- quent sets are typically assumed to be a (good) summary of
ficult it is to find a binary data set that is compatible with a data set. Deciding whether there exists a compatible data
frequent set mining results, the frequent sets. This inverseset for a collection of frequent sets can be considered as a
data mining problem is related to the questions of how well very harsh quality control and an efficient method answer-
privacy is preserved in the frequent sets and how well theing that question could have also some practical impact to
frequent sets characterize the original data set. In this pa- data summarization by frequent sets as several instances are
per we analyze the computational complexity of the prob- not willing to share their data but may on the other hand
lem of finding a binary data set compatible with a given deliver some summaries of the data.
collection of frequent sets and show that in many cases the The inverse frequent set mining could be a serious threat
problem is computationally very difficult. for privacy. There are some privacy problems in the fre-
guent set minind [9, 23]. However, more severe dangers for
the privacy lurk in the mining results: It is quite reasonable
to assume that the mining of data, such as the frequent set
mining, could be conducted by a trusted party. For exam-
ple, in the most confidential situations (when money is not

One of the most important data mining techniques to an- of central importance) the data mining can be done by the
alyze data is finding interesting patterns from a given datainstance that has collected the data (or as a secure multi-
set[20]. The most prominent example of finding interesting party computation, see e.d.| [1]). On the other hand, the
patterns from data is finding frequently occurring sets from mining results might be available also for possibly hostile
binary data. This task is known &equent set miningThe instances. Thus our primary concern in defending the pri-
goal in the task is to find all sets that are contained in at vacy in data mining is to ensure that the mining results do
least a given fraction of sets in a given sequence of sets, i.e.not reveal any secrets that are not intended to be concealed
to find thefrequent sets The number of sets (in the given [10]. In this paper we require especially that the malicious
sequence of set) that contain a &ets called thesupportof parties should not be able to find (a good approximation of)
X. (For more detailed definitions, see Secfipn 2.) the original data set from the mining results (in reasonable

The frequent sets and their supports can be consideredime). (It can be argued that this might be too weak notion
to be a reasonable summary of the data set. Furthermoreof privacy in most cases.)
there exist several (output)efficient methods to obtain the |n this paper we study how well the frequent sets pre-
frequent sets from large data sets [2, 15]. serve privacy from the viewpoint of computational com-

As the frequent set mining is one of the most prominent plexity. In particular, we analyze the computational com-
tasks in data mining, it is natural to ask whether there existsplexity of the inverse frequent set mining problem. We
a data set compatible with a given collection of sets (and show that deciding whether there is a data set compatible
their supports), i.e., whether there exists a data set that agrewith the given frequent sets & P-hard and computing
with the supports of the given set collection and that the the number of data sets compatible with the given frequent
supports of the other sets would be less than the smallestets is# P-hard even in the case when the original data

1 Introduction



setd consists of six sets, i.ed, is of form d;dodsdadsds.

3 Frequent Sets and Projections

Also, we show that some of their special cases are solvable

in polynomial time but already very simple minimality re-

guirements make some trivial special cases agaitihard.
The rest of this paper is organized as follows. In Sec-

tion[7 the problems of frequent set mining and inverse fre-

quent set mining are defined. In Sectign 3 we study projec-

The projection of the data sébnto a seiX is a sequence
pr(X,d)=(d1NnX)...(d,NX).

The collection of projectionsgr (X, d) onto the sets( € F

tions of data sets and relate them to collections of frequentis denoted by
sets. In Sectiop|4 we analyze the complexity of inverse data

mining based on the results about the projections. Secfion 5

concludes the paper.

2 Frequent Set Mining Problem and Its In-
verse

The frequent set mining problemman be formulated as
follows: given a finite se?, a sequencd = d; ...d, of
subsets of?, and a threshold value € [0, 1], find all sets
that are contained in at least fractierof the setsd;, 1 <
1 < n, i.e., to find the collection

F(o,d)={X CR:supp(X,d) >on}
of frequent setsvhere
supp (X,d)=|{i: X Cd;,1 <i<n},

called the support of X in d. The collection
{XCR:X ¢ F(o,d)} =28\ F(0,d)is called the col-
lection ofinfrequent sets

A popular alternative for the support of a sEtis its
normalized version, th&requencyof the setX, which is
denoted by

i: X Cdi, 1 <i<n}| supp(X,d)
n

frx.d) =1

n

pr(F,d)={pr(X,d): X € F}.

Two projectiongr (X, d) andpr (X, d') are considered
to be equal if there is a permutation: [n] — [n] such

thatpr (X,di) = X Nd; = X N dy = pr (X, dl)
forall 1 < i < n. The projections shall be used to give
more approachable view to the inverse frequent set mining
problem.

Another collection of sets of which we are interested in
(in addition to the frequent sets) is the collectid (o, d)
of maximal frequent setdt consists of those frequent sets
that have no frequent supersets, i.e.,

M@,d)={X e F(o,d): X CY =Y & F(o,d)}.

They can be mined even more efficiently than the frequent
sets[[3[ 4. 5, 13, 14].

However, the reason why we are interested in maximal
frequent sets is that the collectidn(o, d) with the supports
of X € F (o,d) contains the same information as the pro-
jectionspr (M (o, d) ,d):

Theorem 1 The frequent set$ (o, d) and their supports
can be computed from the projectioms(M (o, d) , d) and
the projectiongr (M (o,d) ,d) can be computed from the
frequent sets (o, d).

Proof. For eachX € F (o,d) and eact” O X we have
supp (X,d) = {i: X Cd;}| = {i: X Cd;NY} =
supp (X, pr (Y,d)). By definition, each seX € F (o,d)

Although the frequencies can be considered sometimess contained in some s&ét € M (o, d). Thus the first claim

more digestible, a main difference between support and fre-

holds.

quency is that the frequencies can be computed from the Each projectionpr (X, d) onto a maximal setX <

supports as, by definitiorupp (0, d) = n, but the supports
cannot be determined uniquely from the frequencies.

In this paper our primary concern is theverse frequent
set mining problenwhich can be formulated as follows:
given a finite collectionF of finite setsX € F and sup-
ports supp (X, F) for them, find a data set compatible
with the set collection and the supports, i.e., find a se-
quenced = d;...d, of subsets of J, ., X such that
supp (X, F) = supp (X,d) forall X € F. (In Sectiorﬂs
we shall relax this formulation a bit since the compatible
data set can be exponentially larger than the collection of
its frequent sets.)

M (o,d) can be computed from the set collectigh =
{Y € F(0,d): Y C X} and the supportsupp (X, F) =
supp (X, d) as follows:

1. FindtheseM ={Y €e F:Y C Z = Z ¢ F}. Halt
if M is empty.

2. For eachY € M, add supp (Y, F) copies of Y’
to pr (X, d) and decrease the suppettpp (Z, F) of
each subset df by supp (Y, F).

3. Remove the sef8 € F with supp (Y, F) = 0. Go to
step 1.



Moreover, the computations can be done in polynomial time of the frequent sets) as the set collection can consist of just
in the cardinality ofF and in|R). O one setR with support exponential ifR)|.

This fact does not have to be a problem since most of our
results are hardness results and it is reasonable to assume
that if one is trying to reconstruct a data set then the size
of the data set to be reconstructed is not considered to be
infeasibly large.

Note that Theorerﬁ]l also implies that#f(o, d) = 2%
then the data set can be reconstructed from the sup-
ports of the setsX € F (o,d) in polynomial time as
M (o,d) = {R}. Also, sometimes the collection of fre-

quent setsF (o, d) determine (implicitly) the supports of Let us finally note that we consider the projections as
the infrequent set8” \ 7 (o, d). If the bounds are com-  sequences of sets instead of sets with number of occur-
putable in reasonable time then we can determine the suptences for each set also because the minimum number
ports for the whole set collectiaf?, and thus the compati- o gifferent sets in a compatible data setan be expo-
ble data set can be found, too. nentially larger than the number of frequent sét$s, d)
Let us denote the projections determined by the frequentang thus exponentially larger than the number of dif-
set collection? by pr (M, F). The number of differentsets  ferent sets in the projections: (M (o, d) ,d)). For ex-
in pr (M, F) can be considerably smaller than the number gmpje, letF (o,d) = {X C R:|X|< 2} with supports
of sets inF. Thus the projectiongr (M (o, d), d) (repre- Y d) — |R|—|X]| Then th ts of siz
sented as a list of different sets with number of times eachsuPp( ’ ) o _<UR\/2J—|X\,):, en the seg ors ,e
of them occur) can be interpreted asandensed represen- WO are disjunctive (for definition and properties of dis-
tation of the frequent sets (a, d) [8,[21,22]. Juncy\{e sgts, see e.g.][6,119]). Due to thg properties
As the projections are (seemingly) closer to the actual ©f disjunctive sets, the frequent sefS(o,d) with o =
data set than the corresponding frequent sets, they can b LII‘%II%/‘2_J2—2) / (U]Lf/'%) determine the data set uniquely:
used to make the inverse frequent set mining problem morethe data setd is the sequence Consisting of the size
comprehensible by an equivalent formulation of the prob- ( IR| ) subsets ofz.
lem: given projectiongr (M, F) find a data sef such that LIEl/2]
pr (M, F) = pr (M,d). Letus call this thelata set recon-
struction problem 4
However, there are sets of projections that cannot be re-
alized as frequent set collections. Thus we should be able Our first hardness result on the inverse frequent set min-
to ensure (in time polynomial in the combined size of the ing shows that the problem is quite difficult in general:
projections) that the set of projections can be realized as a o )
frequent set collection. Fortunately, there are simple con- 1h€orem 3 The problem of deciding whether there is a

ditions necessary and sufficient to guarantee that there igata set that is compatible with the project?om (M, F) .
frequent set collection for a given set of projections: 's VP-complete even for a data set consisting of only six

sets.
Theorem 2 The projections
pr (X1, F1) ..., pr (Xm,Fm) have the compatible
collection F of frequent sets, i.e., a collectiof of
sets such thatsupp (Y, pr (X;, F;)) supp (Y, F)
for al' Y ¢ X;,1 < ¢ < m, if and only if
pr (Xl ij,fi) = pr (X1 ijvj:j) forall1 < 1,5 < m.

Inverse Frequent Set Mining

Proof. The problem is clearly inVP since we can ver-
ify in time polynomial in ||Jy ., X| (and thus in|M|,
too) whether a certain data sétis compatible with the
projectionspr (M, F) simply by computing the projections
pr (M, d).

We show theN P-hardness of the problem by reduc-
tion from thegraph 3-colorability problem The graph 3-
colorability problem is, given a a gragh = (V, E), to de-
cide whether there is a good 3-coloring V' — {r,g,b},
i.e., a 3-coloring: such thate(i) # c(j) forall {i,j} € E
[12].

Letthe sefR of attributes bgr;, g;, b; : i € V'}. We con-
struct the projections as follows: For each edgg} € F
we define a projectiopr ({r;, g;,b:,7;,9;,b;} , F) to be
the sequence

Proof. If there is a frequent set collectiafi such that
supp (Y, pr (X;, F;)) = supp (Y, F) forall Y C X;,1 <
1 < m, thein’ (XL N X],]:T) = pr (XL N Xjaj:j) for all
1 < 4,j < m, because otherwisgr (X; N X;,F;) and
pr(X; N X;,F;) would determine different supports for
someY C X; N X;,1<4,5 <m.

If pT(XiﬂXj,}—i) p’I“(Xiij,]:j) for all
1 < 4,57 < m, then supp (Y,pr(X;NX,;,F:))
supp (Y,pr (X; N X;, F;))forallY C X;NX;,1<4,j <
m. Thus the projections agree with the supports on all sub-

sets ofX;,1 < i < m. O

The number sets in the data gsktan be exponential in

{ri, g5} {ris b5} {gis 751 {9i5 b} {bi, 5} {bi, g5} -

If the graph is not 3-colorable then there is no data set

the number of frequent sets (and also in the combined sized compatible with the projections: For every 3-coloring of



the graph, there is an eddé j} with same colors associ- and pr (X, \ X1,F1) = pr(Xa2\Xi,d). The data

ated to both vertices incident to the edge but none of theset d compatible with the projectiongr (X;,d) and

pairs{r;,r;},{g:,g;} and{b;, b;} appear in the projection  pr(X,,d) can be found by simply sorting the projec-

pr ({rs, 9i,bi, 75,95, b5}, F). Thus there is not even a par-  tions pr (X, F1) and pr (X, F2) by pr(Xi N X, F1)

tial solution of one set compatible with the projections. andpr (X1 N Xs, F3). This can be implemented in time
If the graph is 3-colorable then there is a datads#tiat O (|X1 N Xz|n) from the projectionspr (X1 N Xo, F1)

is compatible with the projections: the six sets in the data andpr (X1 N X5, F2) [18].

setd are the six permutations of a 3-colorimgsuch that The number of data sets compatible witlsan be com-

c(i) # c(j) forall {i,j} € E. O puted in closed form from the counts of different sets in

the projectiongr (X1 N Xs, d), pr (X1,d) andpr (Xz,d)
It would be desirable to be able to estimate how many [17]. 0
compatible data sets there exist. For example, if the number
of compatible data sets is huge then The practical relevance of the above positive result de-
) ) ) pends on how much the domai§ and X, overlap: if
. the summary might not be a serious privacy th_reat | X1 N Xo| is very small but X;| and|X>| are large then
since without any other assumptions the risk of find- there js great danger that there are several compatible data
ing the correct compatible data set by mistake would gets. Fortunately, in the case of two projections we are able
be small, and to compute the number of compatible data sets and thus
« the summary does not describe the data set very accyvaluate the usefulness of the found data set. The data set
rately. re.con.structlon problem tprns out to. be decidable in pol'yno—
mial time also when the input consists of three projections.

The proof of Theorerp|3 can also be adapted to give the

hardness result for that problem: Theorem 6 It can be decided in polynomial time whether

Theorem 4 The problem of computing the number of data there is a data set/ compatible with given projections
setsd compatible with the projectionsr (M, F) is #P-  pr (X1, 71), pr (X2, F2) andpr (X3, F3).

complete. Proof.  First we construct a data sét compatible with

Proof. The problem is iniP since its decision version is  P7 (X1, F1), pr (X2, F2) andpr (X5 \ (X1 \ X2), F3).

in NP. Based on the data sef’ we construct a bipar-
Using the reduction described in the proof of Theofém 3, tite graph G = (V1,V, E) that is used to make

we can count the good 3-colorings: the number of the goodd compatible also withpr (X3 N X, F3).  The ver-

3-colorings is1 /6! = 1/720 times the number of data sets fices @ in 11 and V> (Vi = V%) correspond to sets

compatible with the projections corresponding to the given 27 (X3 N X1, d;), 1 < i < n. There is an edggi, j} <

graph. As counting the good 3-colorings#sP-hard, also £ if and only if pr (X3 N Xy,d}) = pr (X3 N X, d))

counting the compatible data sets#g>-hard [12]. O and either pr (X, N Xy,dj) = pr(XinNXy,dj) or
i pr (Xngg,d;) = pr (Xngg,d;)
Although the data set reconstruction problemNg>- There is a data set compatible with the projections

complete in general, there are some special cases that cap,. (x, 7)), pr (X, %) and pr (X5, F3) if and only if

be solved in polynomial time. One of the most simplest there is a perfect bipartite matching in the correspond-
cases is when there are only two projections (with arbitrary jng pipartite graphG: The bipartite matchings inG
number of attributes): correspond to all data sets compatible with projections
pr (X1 N X,y,d') andpr (Xo N X3, d"). Perfect matchings

in G correspond are exactly those data sets that are compat-
ible pr (X1, F1) = pr (X1, d), pr (Xa, F2) = pr(Xa,d')
andpr (Xs, F3). A perfect matching in a bipartite graph

G = (V, E) can be found in time&) (\/\V\ |E\) [11. O

Theorem 5 It can be decided in polynomial time whether
there is a data setl compatible with given projections
pr (X1, F1) and pr (X3, F2) and the number of compati-
ble data sets can be computed in polynomial time.

Proof. By definition, the projectionr (X;, 1) is com-

patible with a data sef if and only if pr (X1, F1) = It is not clear how the approach sketched in the above
pr(Xi1,d) and the projectionpr (X5, F2) is compati- proof could be generalized to the case of more than three
ble with a data setd if and only if pr(Xs, F) = projections.

pr(Xs,d). A data setd is compatible with both projec- In the simplest case of the data set reconstruction prob-
tions if and only ifpr (X1 N Xo, F1) = pr (X1 N Xs,d) = lem all projectionspr (X1, F1),...pr (Xm, Fm) are dis-

pr (X1 NXo, Fo), pr(Xi\ Xe, F1) = pr(X1\ Xa,d) joint, i.e., X; N X; # (0 since in that case any data set with



projectionspr (X1, F1),...pr (Xm, Fm) IS @ compatible  original data set) as the inverse frequent set mining is com-

one. Unfortunately this also means that the number of com-putationally difficult.

patible data sets in this case is very large. Thus one should There are still several important open problems related

probably require something more that mere compatibility. to inverse frequent set mining and to inverse data mining in
One natural restriction, applying the Occam’s razor, is to general:

search for the compatible data set with the smallest num-

ber of different sets: this kind of data set is (in some sense) e Can the inverse frequent set mining problem be solved

the simplest hypothesis based on the frequent set collection  in polynomial for any fixed number of maximal sets

which is beneficial for both analyzing the data set and ac- in the set collection? If the problem can be solved in
tioning using the data set. It can be shown that finding the polynomial time, can the number of compatible data
data set with the smallest number of different setd/iB- sets be computed in that case, too?

hard for already two projections:
e What is the average case complexity of inverse fre-
Theorem 7 Itis NV P-hard to find the data set compatible quent mining? Also, what is the average case? (Some
with projectionspr (X1, F) andpr (X», F) such thatX; N suggestions on the average case are given.in [24].)
X5 = 0 having the smallest number of different sets.
¢ Defining a good search space for the inverse frequent
set mining problem seems to be quite challenging. Are
there reasonably efficient search strategies to find a
compatible data set in practice?

Proof. We show theN P-hardness by reduction from the
3-partition problemwhich is, given a setl of 3/ elements,
aboundB € N, and a sizes(a) € N,B/4 < s(a) <
B/2, for eacha € A such that)’ _,s(a) = IB, de-

cide whether or noti can be partitioned intbdisjoint sets « If the frequent sets are mined then the data miner can

Ay, Ag, ..., Ay suchthat fod <i <1}, ., s(a) =B often have also the data set. (If there is a positive

[12]. As the 3-partition problem is strongly P-complete, answer to the previous question then also the user of

we can assume that the size§i),a € A, are bounded the frequent sets might be able to obtain a compatible

above polynomially by. data set.) Can the number of compatible data sets be
The instance A, B, s) of 3-partition is coded into two approximated in practice (e.g., using Markov chains

projections as follows. W..o.g., lefl = [3/]. Then [16]) when one compatible data set is given?

X1 = [[log!]] and Xy = [log3!] + [[log!]]. Projection

pr (X1, F) consists ofs(a) copies of each seX'(a) C X; e Can the search for compatible data set be guided by

corresponding to binary code of the natural numbdor lower and upper bounds for the infrequent sets (com-

eacha € A = [3l]. Projectionpr (X5, F) consists ofB puted e.g. by the NDI rules, seg [7])?

copies of each set (b) C X, corresponding to binary code

of the natural numbér for eachb € []. e What are the approximability properties of the inverse
Clearly, there is a 3-partition fqt4, B, s) if and only if frequent set mining problem? For example, is it pos-

there is a compatible data set with different sets in the sible to find a data set that is almost compatible with

both projectiongr (X1, F) andpr (Xa, F). (] the set collection (and what being almost compatible

means)?
5 Conclusions e How similar the compatible data sets can be for a fixed

collection of frequent sets?

In this paper we analyzed the computational complexity
of inverse frequent set mining, i.e., the problem of finding ithout telli icall thi bout th wal
a data set compatible with a collection of frequent sets. We without tefling practically anything about the actua

showed that in many cases the problem are computationally dataldset, €.g., are there zero;knoglﬁgetprocigs ?}?t
difficult (i.e., N P-hard and# P-hard), would ensure privacy preservation but that could sti

be useful in data analysis?

e What kind of data summarization can be achieved

The results are mostly negative for the users of precom-
puted collections of frequent sets: the user cannot count the
number of different data sets compatible with the given col-
lection of frequent sets and not even to decide if there are
any compatible data sets. From the viewpoint of privacy
preservation the results are somewhat positive as they say\cknowledgments. | wish to thank Floris Geerts for
that delivering frequent sets might not cause serious threatinspiring conversations and valuable suggestions on the
to privacy (if the privacy is understood as not revealing the manuscript.

e From which summaries it is difficult to infer a good
approximation of the original data set?
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