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Freenet v0.75 

We have covered two different versions of Freenet, prior 0.7 
and 0.7. 

 
Version 0.75 builds on 0.7 and has some new elements 
 
Details in article (The Dark Freenet, 2010) 

 https://freenetproject.org/papers/freenet-0.7.5-paper.pdf 
 
Limiting connections to trusted nodes preferred (”Darknet”) 

 New user must know an existing user and be authenticated 
by the user 

 
Alternative ”Opennet” mode possible without authentication 
 



v0.75 routing (similar to 0.7) 

Assumes small-world property observed in how people relate in 
the real-life (and how airports etc. form), average path length is 
small 

Small-world: each node in the network knows its physical 
neighbors as well as a small number of randomly chosen 
distant nodes. 

Locations and keys (as numbers), Locations are identities in the 
network 

Key-based routing with backtracking with the location optimization  
Initially random keys, then location swapping to cluster nodes 

close in the network topology 
Initiate swap with a probe message (random walk) that has a TTL 

(typically six) 
 
 
 

  



Location swapping details 

1. A node A randomly chooses a node B in its prox-
imity and initiates a swap request. Both nodes share
the locations of their respective neighbors and calcu-
late D1(A, B). D1(A, B) is the product of the ex-
isting distances between A and each of A’s neighbors
|L(a)�L(n)| multiplied by the product of the existing
distances between B and each of B’s neighbors.

D1(A, B) =

Y

(A,n)2E

|L(A)�L(n)| ·
Y

(B,n)2E

|L(B)�L(n)|

(1)

2. The nodes also compute D2(A, B), the product of the
products of the differences between their locations and
their neighbors’ locations after a potential swap:

D2(A, B) =

Y

(A,n)2E

|L(B)�L(n)| ·
Y

(B,n)2E

|L(A)�L(n)|

(2)

3. If the nodes find that D2(A, B)  D1(A, B), they
swap locations, otherwise they swap locations with
probability D1(A,B)

D2(A,B) . The deterministic swap always
decreases the average distances of nodes with their
neighbors. The probabilistic swap is used to escape
local minima.

The overlay becomes semi-structured as a result of swap-
ping locations; the routing algorithm’s depth first search can

Figure 1. Pseudocode for routing of a get re-
quest.

1. Check that the new get request is not identical to re-
cently processed requests; if the request is a duplicate,
notify sender about duplication status, otherwise con-
tinue.

2. Check local data store for the data; if the data is found,
send response to sender, otherwise continue.

3. If the current location is closer to the key than any pre-
viously visited location, reset hops-to-live to the max-
imum value.

4. If hops-to-live of the request is zero, respond with data
not found, otherwise continue.

5. Find the closest neighbor (in terms of peer location)
with respect to the key of the get request, exclud-
ing those routed to already. Forward the request to
the closest peer with a (probabilistically) decremented
hops-to-live counter. If valid content is found, forward
the content to sender, otherwise, repeat step 5.

utilize this structure in order to find short paths with high
probability. Sandberg’s thesis [13] shows that the Freenet
routing algorithm converges towards routing in O(log n)

steps (with high probability) under the assumption that the
set of legal connections specified by the node operators
forms a small-world network. This is a significant result
because it describes the first fully decentralized distributed
hash table (DHT) design that achieves O(log n) routing
with (severely) restricted routes. Most other DHT designs
make the unrealistic assumption that every node is able to
directly communicate with every other node [5, 8, 12, 15].

3.4 Content Storage

Each Freenet node stores content in a datastore of
bounded size. Freenet uses a least-recently-used content re-
placement policy, removing the least-recently-used content
when necessary to keep the size of the datastore below the
user-specified limit.

Our simulation of routing in the Freenet network places
the content at the node whose location is closest to the key
and does not allow caching or replication of content. The
reason for this is that our study focuses on routing perfor-
mance and not on content replication and caching strategies.

3.5 Example
Figure 2 shows a small example network. Each node

is labeled with its location (Ln 2 [0, 1)) in the network.
The bi-directional edges indicate the direct connections be-
tween nodes. In a friend-to-friend network, these are the
connections that were specifically allowed by the individual
node operators, and each node is only aware of its immedi-
ate neighbors. Similarly, in an ad-hoc wireless network, the
edges would indicate which nodes could physically commu-
nicate with each other. While our example network lacks
cycles, any connected graph is allowed; the small-world
property is only required to achieve O(log n) routing per-
formance as the algorithm works for any connected graph.
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Figure 2. This figure shows an example net-
work with two nodes considering a swap.
The result of the swap equation is D1 = .60
* .65 * .25 * .50 = .04875 and D2 = .30 * .35 * .05
* .80 = .0042. Since D1 > D2, they swap.
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* .65 * .25 * .50 = .04875 and D2 = .30 * .35 * .05
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N. Evans et al. Routing in the Dark: Pitch Black 



Details on SSK 

The author generates a cryptographic keypair and a 
symmetric key (from the description) 

When a file is inserted into Freenet, it is encrypted with the 
symmetric key and signed with the private key. The 
signature is stored with the file. 

The SSK consists of: 
  a hash of the public key, and the symmetric key.  

 
Freenet nodes can verify the signature when the SSK file 

comes into their node, and also so that clients can verify 
the signature when retrieving the file. The symmetric key 
is used by clients to decrypt the file. 

Only node with private key can write (create new versions) 



Review Questions on v0.75 

How can Freenet verify processed/routed documents? 
 1. By utilizing the document key that is a hash of the document. 
It is easy to verify. 2. Using PKI and metadata. Check signature. 

What about latency, does the routing take delay into account? 
 In 2003-2005 Freenet used latency as a metric for routing, this 
was replaced by the small world design that uses the overlay 
topology distance (location numbers). Security/performance are 
open issues at the moment. 

Is location swapping secure? 
 No, location swapping is vulnerable to certain kinds of attacks 
(bogus swap requests to drag location toward specific point). It 
is a weak point in the system and an open issue in the 
community. 
 https://wiki.freenetproject.org/Research_challenges 

 



Review questions II 

When does a node store a document? 
 When it is closer to the key than the neighbours. 

What about storage? 
 Files are encrypted, but for some files the nodes will 
know the encryption key (CHK that hashes the 
description for the key).  

How are versions managed (website etc.) 
SSK is used for a site. You increment a version number 
each time you update. You use USK (Updatable 
Subspace Key) to point to the current version. You can 
thus append and modify content (but it gets a new 
version number). 

What caching policy is used by Freenet? 
 0.75 uses a random scheme (earlier versions LRU) 


