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Worked Example 

•  Gnutella uses Bloom filters to store and disseminate keyword indexes 

•  1-hop replication in the flat ultranode layer, much improved design over 

flooding 

•  An ultrapeer maintains about 30 leafs and thus 30 Bloom filters, one for 

each leaf 

•  One leaf has about 1000 keywords in our example 

•  Assuming false positive rate of 0.1, for 1000 keywords we need 4793 

bits.  For 30 000 keywords we need 143 776 bits. 

•  There is overlap (some keywords are popular)! 

•  Gnutella uses 2**16 (65536) bits that is sufficient even when 

aggregating leaf BFs 

•  Experiments report ultrapeer BF 65% full and leaf BF 3% full 

•  Today having hundreds of KBs in the BF is not a problem, Gnutella 

design is old and today’s networks are much faster 
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hash functions by Henke et al. [4]. Later in Section II-C we
discuss relevant hashing techniques further.
A Bloom filter constructed based on S requires space O(n)

and can answer membership queries in O(1) time. Given x ∈
S, the Bloom filter will always report that x belongs to S, but
given y "∈ S the Bloom filter may report that y ∈ S.
Table I examines the behaviour of three key parameters

when their value is either decreased or increased. Increasing
or decreasing the number of hash functions towards kopt can
lower false positive ratio while increasing computation in
insertions and lookups. The cost is directly proportional to the
number of hash functions. The size of the filter can be used to
tune the space requirements and the false positive rate (fpr).
A larger filter will result in fewer false positives. Finally, the
size of the set that is inserted into the filter determines the
false positive rate. We note that although no false negatives
(fn) occur with regular BFs, some variants will be presented
later in the article that may result in false negatives.

A. False Positive Probability

We now derive the false positive probability rate of a Bloom
filter and the optimal number of hash functions for a given
false positive probability rate. We start with the assumption
that a hash function selects each array position with equal
probability. Let m denote the number of bits in the Bloom
filter. When inserting an element into the filter, the probability
that a certain bit is not set to one by a hash function is

1− 1
m

. (1)

Now, there are k hash functions, and the probability of any
of them not having set a specific bit to one is given by

(
1− 1

m

)k

. (2)

After inserting n elements to the filter, the probability that
a given bit is still zero is

(
1− 1

m

)kn

. (3)

And consequently the probability that the bit is one is

1−
(

1− 1
m

)kn

. (4)

For an element membership test, if all of the k array
positions in the filter computed by the hash functions are set
to one, the Bloom filter claims that the element belongs to the
set. The probability of this happening when the element is not
part of the set is given by

(
1−

(
1− 1

m

)kn
)k

≈
(
1− e−kn/m

)k
. (5)

We note that e−kn/m is a very close approximation of (1−
1
m )kn [1]. The false positive probability decreases as the size
of the Bloom filter, m, increases. The probability increases
with n as more elements are added. Now, we want to minimize
the probability of false positives, by minimizing (1−e−kn/m)k
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Fig. 3. False positive probability rate for Bloom filters.

with respect to k. This is accomplished by taking the derivative
and equaling to zero, which gives the optimal value of k

kopt =
m

n
ln 2 ≈ 9m

13n
. (6)

This results in the false positive probability of
(

1
2

)k

≈ 0.6185m/n. (7)

Using the optimal number of hashes kopt, the false positive
probability can be rewritten and bounded

m

n
≥ 1

ln 2
. (8)

This means that in order to maintain a fixed false positive
probability, the length of a Bloom filter must grow linearly
with the number of elements inserted in the filter. The number
of bits m for the desired number of elements n and false
positive rate p, is given by

m = − n ln p

(ln 2)2
. (9)

Figure 3 presents the false positive probability rate p as a
function of the number of elements n in the filter and the filter
size m. An optimal number of hash functions k = (m/n) ln 2
has been assumed.
There is a factor of log2 e ≈ 1.44 between the amount of

space used by a Bloom filter and the optimal amount of space
that can be used. There are other data structures that use space
closer to the lower bound, but they are more complicated (cf.
[5], [6], [7]).
Recently, Bose et al. [8] have shown that the false positive

analysis originally given by Bloom and repeated in many sub-
sequent articles is optimistic and only a good approximation
for large Bloom filters. The revisited analysis proves that the
commonly used estimate (Eq. 5) is actually a lower bound and
the real false positive rate is larger than expected by theory,
especially for small values of m.

B. Operations
Standard Bloom filters do not support the removal of

elements. Removal of an element can be implemented by

Linear 
growth if p 
is fixed! 


