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Abstract. The question what a business-to-business (B2B) collabaraetup
and enactment application-system should look like remapen. An important
element of such collaboration constitutes the inter-ogdional disclosure of
business-process details so that the opposing parties mi@gptheir business se-
crets. For that purposeSourcind37] has been developed as a general business-
process collaboration concept in the framework of the Elgaesh project Cross-
Work. The eSourcing characteristics are guiding for thégieand evaluation of
an eurcing ReferenceArchitecture (eSRA) that serves as a starting point for
software developers of B2B-collaboration systems. In plaiper we present the
results of a scenario-based evaluation method conductidtiaé earlier speci-
fied eSurcing Architecture (eSA) that generates as results risks, seitgitind
tradeoff points that must be paid attention to if eSA is impdaited. Addition-
ally, the evaluation method detects shortcomings of eSAims of integrated
components that are required for electronic B2B-collationa The evaluation
results are used for the specification of eSRA, which corepral extensions

for incorporating the results of the scenario-based ev@uoaon three refinement
levels.

1 Introduction

The collaboration between manufacturing companies in thB Bomain is complex
from a business, conceptual, and technological point ef\@bserving such collabora-
tion, particular features are characteristic. An origieglipment manufacturer (OEM)
organizes the creation of value in an in-house processgsttdomposable into differ-
ent perspectives, e.g., control flow of tasks, informatiowflpersonnel management,
allocation of production resources, and so on. A complexdped of an OEM typi-
cally comprises many components of which several need todp@i@ed from suppliers.
The reasons for acquiring parts externally are manifolgl,, ¢he OEM cannot produce
with the same quality, or an equally low price per piece, ttadpction capacity is not
available, required special know-how is lacking, and so on.
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Investigations about supply-chain collaboration in the esearch project Cross-
Work [30] have revealed a scenario as described in Figurenlorginal equipment
manufacturer (OEM) rests on top of the depicted B2B-pyraamd is responsible for
engineering a product and setting up the machinery and ptardtruction for produc-
tion. On this first tier, producers assemble systems and fesdtemming from suppli-
ers of the second tier. On the third tier, suppliers are led¢#lhat assemble components
for the systems production of the second tier. Finally, $iepp of raw materials and
standardized parts are located at the bottom of the sup@ir@yramid.
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Fig. 1. Supply-chain hierarchy in a B2B-collaboration.

It is typical in such supply chains that the OEM wants to push responsibility for
accurate service provisioning down the pyramid to first seppliers while it tries to
concentrate tight control on the first tier. The suppliels @guested to perform a mir-
roring of the particular parts of the in-house process that®EM does not want to
perform itself. In such a constellation, the OEM is consédiea service consumer and
suppliers are service providers. In an extreme case, tviceetonsumer dictates the
control-flow, data-flow, resources, and so on that must beifspe in the services of a
provider. Otherwise a potential service provider is notsidared by a consumer if the
first party can not assure the capability of process mirgpritowever, in other industry
domains, the opposite extreme is thinkable where a seragicsuwmer does not impose
any restrictions on steps that create the desired serviseégioning.

For a service consumer, finding a suitable partner is handpeyeseveral factors.
Firstly, experience shows that respective parties modat gervices using different
methodologies. That way, it is difficult to communicate aretide to which extent
process mirroring is possible. Practitioners lack a commmmcept with which inter-
organizational business process collaboration is exjmes#dditionally, the parties
are reluctant to disclose internal business details for ééaevealing their competi-
tive advantages. That makes it even harder to assess thkildgpe process mirror-
ing. Hence, given the described difficulties, service camsts and providers are con-
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fronted with a considerable communication effort during setup and enactment of
B2B-collaboration.

To tackle the mentioned complex issues of B2B supply-chaltalgoration, the
eSourcing [11, 34—-38, 40] concept was developed during thes®Vork project. eSour-
cing is a framework for harmonizing inter-organizatioydiusiness processes of ser-
vice consuming and service providing organizations intd28 Bupply-chain collabo-
ration. Important elements of eSourcing are the supportftdrent visibility levels of
corporate process details for the collaborating countégrad mechanisms for service-
enactment monitoring and information exchange. Totabilisy means that all process
details are disclosed and partial visibility results in adaftisure of a process subset.
With low visibility, no process details are disclosed wittetexception of interfaces.
For the process details disclosed, eSourcing comprisedremts for monitoring enact-
ment processes. The support for information exchange esdbisiness-data exchange
between collaborating parties without endangering theecbtermination of an eSour-
cing configuration.

Based on the elaborate investigation of eSourcing, a canakprchitecture for
the setup and enactment of eSourcing configurations, eSAspedfied in [35, 39].
This architecture comprises three refinement levels antténded to serve developers
as a means to either implement the entire application systespecific components
as commercial off-the-shelve software. However, to be idemed by developers as a
reference architecture for the implementation of setup emactment applications of
eSourcing configurations, it is essential to evaluate thitairarchitecture from [35,
39]. The evaluation results expose deficiencies of theairatichitecture and lead to the
specification of the eSourcing Reference ArchitectureecadiSRA.

The structure of this paper is as follows. First, Section&spnts eSourcing-related
work about inter-organizational business process cothtiom . Furthermore, we present
a discussion about scenario-based evaluation methodsfimence architectures and
justify our particular choice for one method that is appliedhis paper for the evalua-
tion of the initial eSourcing architecture. Section 3 dészs relevant business aspects
for the specification of eSA. The section commences withudising how a separation
of business-, conceptual-, and technological concernshieeed, followed by an anal-
ysis of how collaborating business parties interact witbheather during the setup of
an electronic B2B-collaboration and an analysis of the transon elements required
for the specification of an eSourcing configuration. Sectiditst presents a lifecycle
of an eSourcing collaboration that is deduced from the lmssiraspects that influence
the specification of eSA. Based on the lifecycle, functioeglirements are formulated
and we check the functional completeness of eSA [35, 39]ebtién 5, the design ap-
proach and highest specification level of eSA are shown. Mae[35, 39] comprises
further refining eSA specification levels. Additionally,®en 5 shows to which degree
the eSA specification adheres to the functional requiremmehSection 4. Next, Sec-
tion 6 performs an evaluation of the initial eSourcing aretture in two ways. First,
we show what architectural styles and patterns in eSA sugpecific non-functional
requirements. Secondly, with a scenario-based evaluatietmod, we analyze short-
comings of the initial eSourcing architecture that needd@ddressed with additional
components. Section 7 presents eSRA including the spdmficapdates for reme-



dying shortcomings found in the scenario-based evaluati@8A. Finally, Section 8
concludes the paper and discusses future work.

2 Related Work

The following subsections first present work about relateskarch projects and sec-
ondly about scenario-based evaluation methods.

2.1 Inter-Organizational Business Process Collaboration

Several research projects have investigated inter-ozgéinnal business process collab-
oration. In the WISE project [3, 25], a software platform reyded for process-based
B2B electronic commerce that focuses on supporting a n&tafosmall and medium-
sized enterprizes. While CrossFlow relies on cooperatiigf autonomous workflow
systems with a peer-to-peer relation, WISE employs a clenteflow engine to con-
trol cross-organizational processes that are termedalibusiness processes. In WISE,
a virtual business process consists of a number of blackskoxices that are linked
in a workflow process [3]. A service is offered by an orgarimatthat is involved
in a WWW catalog of business processes, which are contréjetbcal workflow-
management systems. Although the WISE project succeedstiestrating workflows
of different collaborating organizations, it does not céte a flexible degree of mutual
visibility of business-process details as eSourcing ddesice, eSA is specified in ac-
cordance with the requirement of catering for flexible viigip degrees. Differently to
WISE, eSA includes components for collaborating partiesegotiate how much may
be observed during the enactment phase.

In the CrossFlow project [42], the formation of virtual emigzes is realized by
dynamic outsourcing. A service matchmaker matches sewffeings and service
requests. Based on the resulting electronic contract, dcgeenactment infrastruc-
ture [16] is established dynamically that employs workflaehnology. CrossFlow
has an external level that spans across organizationaliderimawhich the process is
part of a contract specification. The workflow-specificatimmguage of the workflow-
management system IBM MQSeries Workflow [1], forms the iméprocess level.
Differently to eSourcing, the shortcoming of CrossFlowhattthe service provider is
not able to insert tasks that are not a lower process-le¥iglerment, but that extend
the business process on the highest level. At the same tist®itld be ensured with
verification-tool support that a refinement by inserted $edtes not violate the service
provision behavior a consumer demands. eSA comprises coemp®for the verifica-
tion and evaluation of B2B-collaborations. With verificatiwe mean checking certain
aspects of a collaboration such as control-flow, while eatidun refers to testing the
enactment of entire business processes.

In the CrossWork [35] project, the objective has been put$saelevelop automated
mechanisms for allowing a dynamic workflow formation andatneent, enabling a col-
laboration and production synergies between differenaoizations. CrossWork uses
eSourcing11, 34-38, 40] as an integral concept that focuses on megan an external
level conceptually formulated service-consuming andiserproviding processes.
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2.2 Scenario-Based Software Architecture Evaluation Metbds

For the specification and subsequent evaluation of eSA, wa ssenario-based method.
Below, an overview of the available methods is presenteettey with their differenti-
ating characteristics.

The SoftwareArchitectureAnalysisMethod (SAAM) [8, 19] is the initial scenario-
based evaluation method developed for assessing theygatlibutes of a reference
architecture. SAAM supports architects to reason aboutvsoé-system quality with-
out offering assessment metrics or tool support. The etialuateps of SAAM start
with the development of scenarios, followed by a descriptibthe architecture. Next,
a classification into direct and indirect scenarios takes@ltogether with a prioriti-
zation. While all events of a direct scenario are fully supged by the architecture,
changes are required to achieve a total support of all etkatscomprise an indirect
scenario. The latter scenario type is individually invgsted to determine the extent
of architecture change. Two or more scenarios interact vthein evaluations indicate
changes for the same component of an architecture. To auclu & situation, the re-
spective component must be modified or divided into sub-aorepts. The final step
of the SAAM method is a weighing of the scenarios relativenittimportance for the
architecture’s success. The weighing is instrumental éeimining the overall ranking
of multiple architectures.

The ArchitectureTrade-Off AnalysisMethod (ATAM) [8, 20] is based on SAAM
and also explores quality attributes. However, diffenetdl SAAM, a greater emphasis
is put on the interdependencies between these qualitpates. For this method it is
recommended to evaluate in several workshop sessionsnittad workshop involves
a presentation of the reference architecture togetheritgithusiness aspects to a group
of three to six expert evaluators who then elicit, concerimd prioritize the driving
quality attribute requirements. To support this phase aitydattribute-utility tree [20]
is created that is specified down to the level of scenariosptted with stimuli for
architecture components and their responses, and pzexitin a followup workshop,
nine to fifteen related evaluators and project-relatedgers| evaluate the results from
the first workshop. The chosen scenarios are analyzed andfieden detail. During
this step, the architectural risks, sensitivity pointsd aradeoff points are identified.
Risksare architectural decisions that have not yet been m&dasitivity pointsare
properties of one or more components in the reference aathite that are critical
for achieving a particular quality attribute responsmdeoff pointsare properties that
affect more than one attribute and that are sensitivity gdor more than one attribute.
Finally, the ATAM results are summarized in a report. Not&tihis importantin ATAM
to cover the quality attributes where possible with soezhdttribute-based architecture
styles [22] (ABAS).

TheArchitecturekevelModifiability Analysis (ALMA) [6, 24] is developed for as-
sessing the software-architecture modifiability by empigya set of quality indicators.
ALMA consists of four steps and commences with setting thedyasis goal, followed
by a presentation of the architecture. Next, change saehare elicited that play a
role in an architecture’s modifiability. After evaluatinggt change scenarios against the
earlier set goals, an interpretation of the results is presk
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For completeness, two additional evaluation methods neusténtioned. Th€ost-
BenefitAnalysisMethod (CBAM) [8, 18] includes as a criteria the costs thatheebe
considered among the tradeoffs based on the ratio "bengfdeati by cost”. Finally,
the Family-ArchitectureAssessmeniiethod called (FAAM) [9] is a method for the
architecture assessment of information-system famia#M focuses on two related
quality aspects, namely interoperability and extengipili

For the development and evaluation of eSA, we choose antadjusrsion of the
ATAM method as it is more systematic than SAAM and puts mor@leasis on the
establishment of a detailed requirement-attribute h@marThe ALMA method is not
suitable for this paper because of its strong focus on ekmgqrimarily the modifiabil-
ity of architectures. The CBAM method is not a suitable mdthecause a cost analysis
of eSA is not the focus of the architecture. Finally, FAAM ist@mpplicable in the ini-
tial specification of eSA presented in this paper. Inste2dAM may be considered
as a suitable method in followup evaluations of the interabpiity and extensibility
requirement attributes.

The following section discusses which business-drivirggdes eSRA has to cover
in its architecture specification. Furthermore, the bussrespects are used for formu-
lating functional requirements for the eSA specification.

3 Business Aspects for eSA

For finding the relevant business aspects for eSA, we cordumse studies in the
CrossWork [30] project with industry partners in which thegply-chain setup phase
was investigated. The case studies directed us on a moiiéeddével to collaboration
frameworks and concepts that must be considered for auograipply chains. In

As a result, this section first explains in Section 3.1 thdatmiration framework
of dynamic inter-organizational business process manage(DIBPM) followed by
a presentation of a three-level collaboration frameworfsattion 3.2 that achieves a
separation of concern. Section 3.3 discusses the eSouwmirggpt that is embedded in
the DIBPM and three-level collaboration framework. Figalh Section 3.4 the business
aspects for eSourcing for the interactions between colkba parties during the setup
phase and for eSourcing construction elements.

3.1 Dynamic Inter-Organizational Business Process Manageent

The framework of DIBPM [13] offers a model for addressing tieed of organiza-
tions for dynamically bringing together a service consuaret a service provider over
internet-based infrastructures where the service is anbgsiprocess. To do so, DIBPM
merges service-oriented business integration (SOBI) amikflew management con-
cepts. The setup of DIBPM-based business collaboratiomligat-server relationship
where one party offers a service that is integrated into tbegss of a consumer.

In DIBPM, a dynamic inter-organizational business proég$srmed dynamically
by the (automatic) integration of the subprocesses of th@wed organizations. In this
context, dynamically means that during process enactroeliborator organizations
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are found by searching business-process market placeharsibprocesses are inte-
grated with the running process. Related issues to DIBPMharelefinition and iden-
tification of processes, the way compatible business parfivel each other efficiently,
the dynamic establishment of inter-organizational preessand the setup and coupling
for process enactment.

3.2 Separating Concerns in eSA

In order to manage the complex business, conceptual, ahddigical collaboration
issues of DIBPM, a three-level framework [14] is a suitabled®l. The bottom of Fig-
ure 2 shows the internal level that caters towards a hetegages system environment.
Often organizations support their business processes bfaioing them in a hard-
coded way in legacy systems. Examples of such legacy sysiesnapplications for
enterprise-resource planning, databases, accountingnsysapplications for human-
resource management, and so on. If the business processesrgfnization are known
and modeled, they are directly enactable by process-mamageapplications, e.g.,
by intra-organizational workflow management systems. Camgs are reluctant to di-
rectly link their internal-level legacy systems inter-argzationally to safeguard their
information infrastructure and because of the fear theyatdisclose business internals
that result in a loss of competitive advantages.

External Process

i1

Conceptual Process Conceptual Process
Internal Process Internal Process

Service consumer Service provider

Fig. 2. A three-level business process framework.

At the conceptual level, the business processes are désigaependent from infras-
tructure and collaboration specifics. Conceptual procease mapped to their respec-
tive internal level for enactment. If the conceptual-lepsdcesses are supported by a
service-oriented architecture, their enactment allovesdicthestration of web-service
wrapped legacy systems that are located on the interndl lewethe conceptual level
it is important that collaborating parties can use a commenodiinator for inter-
organizational collaboration harmonization.

The external level stretches across the domains of the gsdngiator and respon-
der. Parts of the conceptual processes are projected txthnal level and compared
by the collaborating parties. That way, the parties ingedé the demands of service
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consumption and the ability of service provisioning. Siiicean suffice to project a
subset of process details to the external level, an orgaoizaan determine which
business internals should remain hidden from the counterplae process-based col-
laboration is automated and dynamically forged.

3.3 The eSourcing Concept

The eSourcing-based [11, 34—-38, 40] supply-chain colktipmt represents a structure-
based approach of business-process matching that focages structure (or behav-
ior) of the process itself. eSourcing resembles the hibsadepicted in Figure 1 where
OEMs demand from the suppliers a mirroring of out-sourcextesses in order to en-
gage in the formation of a supply chain to avoid enactmentleras [35-37].

eSourcing is instrumental for establishing inter-orgaticnally harmonized business-
process collaboration. Harmonization refers to the exelevel structural matching of
business processes, i.e., the control-flow properties efettternalized processes are
compared. In the context of DIBPM, eSourcing is defined asaméwork for har-
monizing on an external level the intra-organizationalibess processes of service
consuming and service providing organizations into a B2&o$u+chain collaboration.
Important elements of eSourcing are the support of diffevesibility levels of corpo-
rate process details for the collaborating counterpartraadhanisms for service mon-
itoring and information exchange. In [11, 34—38, 40], ca@tereSourcing examples are
contained. For this paper we focus on high-level aspectse&Sourcing concept that
are relevant for the specification of eSA.

3.4 Extracting Business Aspects

The following method is pursued to explore eSourcing bussraspects for the interac-
tions between collaborating parties during the setup phsdditionally, the eSourcing
construction elements are explored. The interaction adpeases on the way how a
service consuming and a service providing party interath wach other during the
setup phase of a B2B supply chain with the objective of afigriheir respective intra-
organizational business processes on an inter-organizdtievel. On the other hand,
the construction elements are essential for specifyingsamugcing collaboration.

On a refined lower level, eSourcing contains several busiaspect dimensions
in the form of axes that create a multi-dimensional spacee@ch axis, respective
dimension values are located that detail the refining e Slogiesspect an axis represents.
By taking a subset of axes, a logical space is created thedgepts a particular aspect
perspective. The respective logical spaces for the intierss of collaborating parties
during their setup phase and for eSourcing-constructiemehts are derived from the
higher-level business aspects of DIBPM and the three-femalework. The dimensions
of the logical spaces are instrumental for deducing fumeticequirements that are
guiding for the specification of eSA.

Below, two different multidimensional spaces are presgttitat emphasize separate
aspects of eSourcing configurations. First, a two-dimeraispace depicted in Figure 3
guides the exploration of the interactions of collabomgfarties during the setup phase
in eSourcing. Secondly, the three-dimensional space tpin Figure 4 focuses on
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features from which construction elements are deducililes€& construction elements
are building blocks of eSourcing specifications.

assignment

dynamic

semi-dynamic

static

RN R SR |

| 1
] 1
1 1
1 1 . .
1 1 »direction
internal-to-external ‘in-sourcing out-sourcing external-to-internal

Fig. 3. Dimensions and values of interaction patterns.

eSourcing-Interaction Aspects: Figure 3 shows axes that create a two-dimensional
space. On every axis the dimension further refining valuesi@ated. One dimen-
sion is calledassignmentwhich focuses on the way a service provider is chosen for an
eSourcing configuration. The values on #ssignmentlimension state to which degree
the collaborating parties know at the beginning of an irdtoa that they collaborate
with each other during the enactment time of an inter-orgational business process
configuration.Staticassignment means the collaborating parties already knderde
setup time they surely collaborate with each other. Instmi-dynamicase, the num-
ber of collaborating parties that engage in a setup phasaiiedl at the beginning and
therefore known from a pre-specified pool. However, onlyhaténd of the setup phase
it is clear who collaborates. On the other hadghnamicassignment means the collabo-
rating parties bid in an anonymous market for service piowisg and/or consumption
and only towards the end it is clear who collaborates durimacément.

The other dimension depicted in Figure 3 is nand@ection and focuses on the
external-level harmonization of inter-organizationadimess process collaboration. Thus,
this dimension describes the dependencies between thegsex on the conceptual-
and the external level of an eSourcing configuration.

Theinternal-to-externahssignment direction means the collaborating parties have
internal processes that are only harmonized externallipeaend of their setup inter-
action. Both the service consumer and provider have estwalibusiness processes in
their domains. The consuming organization considers agfais$ in-house process to
not be core business. On an external level, the consumermamidlpr engage in negoti-
ating a consensus process that accommodates their alrgigtiné respective internal
processes.

Likewise, the assignment directi@m-sourcingmeans a service provider has a ser-
vice that is subsequently integrated into the process ofdcgeconsumer. Thus, ex-
ternal harmonization is only performed at a later stage. 3érwice provider sets up
a process in its own domain and subsequently exposes a sftibetprocess details



publicly. Compared to the exposed version, the internat@ss contains additional re-
finement steps that remain opaque. Next, an interestedceecoinsumer adopts the
exposed process and integrates it in the in-house process.

Out-sourcings similar to in-sourcing with respect to harmonizationwéwer, now
the consumer starts the interaction with externalizingr@ise demand first. A part
of an organization’s in-house process that should be choig by a third party, is
demarcated into a subprocess. Next, the subprocess is ¢t&key an organization
that agrees with offering the service. In the domain of thevise provider, further
refinement of the service may take place that remains opaqtie tservice consumer.
The subprocess in the domain of the service consumer ancttined process in the
domain of the provider are linked with each other and theisermonsumer starts with
enacting of the created inter-organizational configuratio

Finally, theexternal-to-internatlimension means that external harmonization is the
starting point of interaction and the collaborating partset up internal processes at a
later stage just before enactment starts. The service otnguand providing organi-
zations start with negotiating process properties on aereat level. When they have
reached consensus, both parties take over the publichedgrpon process for their
internal domains. In the domain of the service consumer dopted process becomes
a subnet of a bigger inhouse process, while in the serviceigeods domain further
refining process steps are inserted.

For the setup phase of an eSourcing collaboration only osigrasent and one
direction value are combinable to describe the nature efration between collabo-
rating parties. Thus, following Figure 3, there are 12 palsstombinations. In [34-36,
40] further details about the setup phase of eSourcinglootiions are available.

Contractual
visibility

polling

Conjoinment

Fig. 4. Dimensions and values of the eSourcing perspective.
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eSourcing-Construction Aspects: The cube depicted in Figure 4 is created by three
axes representing different eSourcing dimensions on wadlnes are positioned. The
created multi-dimensional space is instrumental for dedueSourcing-construction
elements for protecting internal business details, engulata exchange that adheres
to correct control-flow, and for permitting the service comger a controlled obser-
vation of the service provider's enactment progress. Gpwadingly, the axes of the
multi-dimensional space of Figure 4 represent the aspecéions called contrac-
tual visibility, conjoinment, and monitorability [34—380]. Based on experiences from
modeling eSourcing configurations during CrossWork caseiss, further refining at-
tributes exist that are depicted in Figure 4 on the axes.

The cube dimensions and values of Figure 4 are describedlaw$o Contractual
visibility focuses on how much process detail is disclogeal¢ollaborating counterpart.
The values are regarding the amount of business-processimin the domain of a
collaborating party that are projected to an external lewel visible to the counterpart.
First, awhite-boxvalue means nodes of a process part to be sourced are eigednal
In case of eblack-boxvalue, only the interfaces of that process part are projedie
nally, thegray-boxvalue means the interfaces and a subset of the nodes and #res o
externally sourced process part are projected.

Conjoinment focuses on the exchange of business informbgbwveen the domains
of the collaborating parties. Consequently, the businessgsses within the domains
contain equal conjoinment construoBne-directionakconjoining implies that there is
oneout or in-labelled node present handling the exchange between tinaids of a
service consumer and provid@&i-directionalconjoining is initiated by aut-labelled
node to the domain of the collaborating counterpart thairnst the communication
exchange immediately to the initiating party.

Monitorability covers the way how nodes in the consumerd provider's domain
processes are linked with each other via constructs of theesaermednmessaging
andpolling. The nodes of the sourced process part that are externaizezbnnected
to nodes in the corresponding service-provider process dEgree of monitorability of
service provisioning for a service consumer is increasetth®yamount of nodes that are
linked with monitorability constructs. At a minimum, allterface nodes of both domain
processes need to be linked with each other. Additional sod®y be linked that belong
to the respective business processes of service consuntesgevice providers. In [35,
40], details about eSourcing construction and interadéatures are described.

4 Deduced Requirements for eSA

After discussing business aspects and requirement attslstemming from the eSour-
cing concept and its broader framework of DIBPM, we speciffegycle for eSourcing
configurations in Section 4.1. Based on the lifecycle it isgiole to deduce functional
requirements for eSA. Finally, non-functional requirensefor eSA are presented in
Section 6.1. Functional requirements cover specific bems\af a system while non-
functional requirements specify criteria that can be useglitige the operation of a
system, rather than specific behaviors. Other terms forfnontional requirements are
quality attributes and quality of service requirements.
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4.1 Functional Requirements

Before deducting functional requirements, we first infemfrthe business aspects of
Section 3, the lifecycle of Figure 5 for setting up eSouraingfigurations.

» tual » o v -
?g;;s{;:;:n brokering }—»{ bidding H negotiating
- e

verifying

i v

4—{ distributing

evaluating [

shielding

Fig. 5. A lifecycle for setting up an eSourcing configuration.

Based on the lifecycle of Figure 5, we deduce for eSRA thetfanal requirements
listed below.

a.) Support for the conceptual formulation of business proesses and their accom-
panying rules.

For the respective conceptual-level processes of colédlmy parties, modeling compo-
nents must be available. In order to prevent a constanteation of business-process
constructs, it should be possible to store in and retriewenfa database such conceptu-
ally formulated constructs.

b.) Brokering capability of projected business processes.

Both the service consumer and the service provider must leetalplace their pro-
jected business processes into a broker environment ofstettthird-party service.
This functionality is important for collaborations in ana@rymous collaboration en-
vironment, where the potential business parties do not keaeh other or where it is
of interest to engage in a bidding procedure for either sergirovisioning or service
consumption.

c.) Bidding capability of projected business processes.

The bidding environment must be offered as a trusted-thady service. Service of-
fers and service requests must be searchable for potensaidss partners who must
be enabled to place bids. The collaborating counterparildhme able to evaluate the
bids and choose the best deal while rejecting all otherse@me bidding is over, the
registered service consumption or service provisionirrgiisoved.

d.) Negotiation support for setting up an electronic B2B-claboration with known
collaborating parties.
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When collaborating parties have found each other, they ag#dtform for starting the
contracting negotiations on the external level of an etettr B2B-collaboration. This
negotiation involves the projection of business processdbhe external level until a
matching is achieved that establishes a consensus betiaesarvice provisioning and
service consumption. A trusted-third-party service muesify if such a matching of
business processes is achieved. Additionally, the colihng parties must negotiate to
which extent it is possible for a service consumer to mondtoing enactment time the
progress of service provisioning.

e.) Distribution and shielding of business processes andjacy systems on concern-
separating three levels.

This requirement must be realized by grouping componentseggral levels to serve
distinct purposes. The external-level components supgperestablishment of inter-
organizationally harmonized business processes. Thesptunal level components achieve
an abstraction from technological details of the lower léggacy systems. Addition-
ally, the conceptual level translates the data exchange&ba the external and the in-
ternal level. Local enactment components need to remagidsd on the internal level
for reasons of business privacy and security. The legadgsysshould only be linked
via the conceptual level with the inter-organizationallytmonized business processes.
f.) Validation of electronic B2B-collaborations.

From a control-flow point of view it is important to verify ateetronic B2B-collaboration
for correct termination [35—37]. A verification must enstiat a service provisioning
internally adheres to what is externally promised to a sendonsumer. Verification
must also cover other perspectives than control-flow, data-flow, resources, trans-
actional properties, and so forth. Although a verificatidualidferent collaboration per-
spectives must be performed, errors may still occur whepetpectives are enacted
together. Hence, an evaluation component for businesggses must be available for
a-priori test enactment.

g.) Enactment of a ready electronic B2B-collaboration.

When the setup phase is completed, the enactment of ancelecB2B-collaboration
commences. The actual enactment components must be poasaminternal level for
coordination legacy systems. On the other hand, additiemattment components on
the external level need to coordinate the internal comptsnaithe respective collabo-
rating parties.

The established electronic B2B-collaboration must be kbeédn avalidation ac-
tivity hat may result in moving back to earlier lifecycle ggeto correct specification
errors. In Figure 5, the validation activity is depicted assisting of lower-level activi-
ties, namelyerifyingandevaluating In the first case, services are verified for mistakes
in different perspectives, e.g., for deadlocks in the anrfilow perspective, binding
mistakes of data-flow in messages, and so on. In an evaluaitem e Sourcing config-
uration, the correctness of all perspectives is checkedshrtns. If a validation error
occurs, i.e., either the validation or evaluation of an e8ioig configuration fails, ear-
lier steps of the lifecycle must be re-performed. In Figursugsh moves back in the
lifecycle are depicted by dashed arcs.

Next, we present the approach taken for the specificatiorséf 8elow, only the
highest level of the eSA architecture is shown for which fBH,contains two additional
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refinement levels. For brevity, we do not show those eSA raferds here. However,
an updated version of the refinement levels are shown in theet®f this paper for
eSRA specification.

5 Specification of eSA

Software development consists of three main phases,Heegnalysis, design, and im-
plementation phases [27]. A reference architecture fordbmnain of electronic in-
teraction between collaborating business parties embaatisential design principles
and specifies the functionalities that must be delivered umhsan electronic B2B-
collaboration system. Thus, a reference architectureesesg a starting point for soft-
ware developers who are occupied with designing and imphéimg an information
system for supporting the automated setup of businessowléion.

Conceptual architectures (also known as logical archites) facilitate the under-
standing of the interactions between components and thetifunalities provided by
the system, and are consequently a good technique for thetbefiof reference archi-
tectures. The proposed reference architecture of thisrzmpees as a foundation in the
design and development of B2B-collaboration systems.

Section 5.1 first explains the eSRA design approach, foliblae Section 5.3 that
shows what components satisfy particular functional nesaent on which eSA collab-
oration level. Note, in [35, 40] the second and third eSA esfient levels are contained.

5.1 Design Approach

The functional requirements stated in Section 4.1 are useddducing components
and assigning them in the eSA specification that separatecas as in the three-level
business process framework of Figure 2. eSA is designeddordance with the prin-

ciple of functional decomposition of a system. This decosilpan is also known as

separation operatiomnd based on the part-whole principle [6]. Thus, at each t&ve
eSA, the identified components provide functionalitieg ttmnot overlap with the re-

maining components that are located at the same level. Tievachompleteness, eSA
is designed in a top-down way. As a result, eSA’s functidiegiand interactions are
addressed in a step-by-step manner from a high level ofadigin on the top and on
lower levels the detail gradually increases.

5.2 First Detail-Level of the eSourcing Reference Architetire

The highest abstraction level of eSA is shown in Figure 6 With collaborating parties
that contain the same set of components distributed acrosstarnal, conceptual, and
internal level [14]. The gray shaded boxes represent compsrand arcs depict data
exchanges between them.

TheeSourcing middlewarss replicated on the respective external levels of collab-
orating parties. This component is the main enabler of agterability and direct infor-
mation exchange exists between the eSourcing middlewagaatf collaborating party
to synchronize the respective components. Between thebwotting counterparts, a
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componentis located termémdisted third partythat exchanges business-relevant infor-
mation with the eSourcing middleware. A trusted third pastynecessary for several
reasons that result from satisfying the functional requeetsb, c, andd (see Sec-
tion 4.1). Firstly, collaborating parties expose servieguests or service offerings to
the trusted third party for public evaluation. Secondly ttusted third party performs
a verification of services and checks quality features ofue@ong configurations be-
fore enactment. If collaborating parties perform verificas and checks of eSourcing
configurations themselves, they would need to reveal catiyeetecrets to each other,
which is undesirable.

eSourcing party A eSourcing party B

eSourcing middleware eSourcing middleware

Y ] Trusted third part y Y

External

External

4

eSourcing
E— :
setup support Translator Translator eSousrLt‘:‘l)r:)go I‘s'etup

Y

Y

Conceptual Conceptual

Internal

Internal v

Legacy management Legacy management

Fig. 6. Highest level of eSRA specification.

The conceptual level of Figure 6 depicts two components ghathe translator and the
eSourcing setup support. Thanslator component exchanges information and trans-
lates it between the components located on the externalraechal level. TheeSour-
cing setup supporontains tools for modeling business rules and processesly;-the
internal level depicts egacy managemenbmponent that interfaces with the translator
component of the conceptual level.

Next, we investigate which eSA components satisfy respedtinctional require-
ments. We reiterate that the objective of this paper is tegmethe specification eSRA.
However, on the route to this objective, scrutinizing eSAssential so that eSRA con-
tains updates that address detected eSA-deficiencies.

5.3 Functional Completeness of eSA

The components of eSA are listed in Table 1 where they areratguhin accordance
with the supported functional requirement from Sectionahd the architectural refine-
ment level in which the components reside. The alphabetdrett column of Table 1
corresponds to the alphabet of the functional requiremien&ection 4.1 and it also
corresponds to the paragraph alphabet below.
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Functional | Refinement
| requirement level
1 leSourcing setup support
Pattern knowledge base, Rules modeler, Process modeler, Workflow composer,
Trusted third party
[Senvice broker
[Template search engine, Notifier
[Trusted third party
[Auction senvice
Bid manager
leSourcing middleware, Trusted third party
Contracting client, CE-translator, Coordination Interface
CE-projector
leSourcing middleware, Legacy management
Global Rules Engine, Global WFMS, Coordination Interface, Local WFMS, Local rules engine
leSourcing setup support, Trusted third party
Verifiers (external and internal) CE-translator, Cl-translator, Data exchangers
leSourcing setup support, Legacy management, eSourcing middleware, Translator
Global Rules Engine, Global WFMS, Coordination Interface, CE-translator, Cl-translator,
9 Data exchangers, Local WFMS, Local rules engine
Enactment monitors, Conjoinment monitors, Enactment engines, CE-projector, Cl-projector

Table 1. Coverage of functional requirements by eSA components.

eSA Component

a

a
N =] =N = W | = W] | =W | = N

(&

a. With respect to supporting the conceptual formulatiolbudiness processes and
their accompanying rules, the highest refinement of eSA cm®ptheeSourcing
setup supportcomponent on the conceptual level. On the second refinermesit |
of the eSourcing setup support, thattern knowledge basaipplies conceptually
formulated constructs that constitute building blocksfer conceptual formulation
of business processes, which are created withrdles modelerprocess modeler
workflow composeiand the supporting databases.

b. The brokering capability of projected business processeealized in eSA with
components contained in thusted third party On the second refinement level,
the service brokercomponent and its connected process-snippet database allo
collaborating parties to submit service requests and sergffers. Contained in
the service broker, theemplate search engiralows to search the service library
database. Furthermore, thetifier component actively informs a party if she has
been specified in a service request or offer as a preferréabowhtion candidate.

c. The bidding capability for projected business processesalized in therusted
third party with theauction serviceomponent. On the third eSA refinement level,
the bid managerallows the placement and retrieval of bids that are storetthén
bidding library database.

d. The setup support of an electronic B2B-collaboratiomives theeSourcing mid-
dlewareand thetrusted third party On the second refinement level, #antracting
client component together with trmordination interfacdorms a platform where
the setup can be negotiated. In [4], details about a coimitaclient refinement are
contained. From th€E-translatorcomponent, the contain€E-projectorensures
that conceptual level processes are projected to the atimigeclient.

e. For avoiding the direct linking of business processedegaly systems, eSA pro-
vides components that are located on the external, corgleptnd internal level
(see Figure 2). Hence, on the first refinement level of eSAe®Beurcing middle-
wareandlegacy managemenbmponents cover this functionality requirement. On
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the second refinement level, the componagitdal rules engingglobal WFMS
(workflow management system), and tt@ordination interfaceof the eSourcing
middleware are needed. From the legacy management, thaicediocal WFMS
andlocal rules engine are required. With the coordination interface, the global
rules engine and global WFMS of collaborating parties a@dimated.

f. The verification and evaluation of electronic B2B-colta#itions is supported by
components contained in tk&ourcing setup suppanhd thetrusted third party In
the first case, internalerifier andevaluatorcomponents allow a local verification
and evaluation of conceptual business processes. Whea ltlisiness processes
are linked inter-organizationally, theerifier component of the trusted third party
allows a verification of the overall process without forcthg collaborating parties
into revealing business secrets to each other.

g. For the enactment of a ready collaboration configurat&81h provides compo-
nents from theeSourcing setup suppeitegacy managemeneéSourcing middle-
ware, andtranslator. Hence, from the eSourcing setup support, the components
termedglobal rules engingglobal WFMS and thecoordination interfaceare re-
quired for enactment support. Furthermore, @e-translator Cl-translator, and
both data exchangersf the translator ensure a functioning link between the ex-
ternal and internal level during enactment. From the legaepagement, thio-
cal WFMSand thelocal rules engineeomponents orchestrate the service-wrapped
legacy systems.

In summary, the evaluation shows that eSA covers all funalicequirements that Sec-
tion 4.1 states. Table 1 depicts which components of eSArdometional requirements.
Next, we discuss non-functional requirements that eSA madisere to.

6 Evaluation of Non-Functional eSA-Requirements

The structure of this section is as follows. Firstly, nomdtional requirements for eSA
are presented in Section 6.1. In Section 6.2 we discuss aMABAsed evaluation of
eSA that investigates how architectural styles and paitfghin eSA ensure that the
adherence to non-functional requirements. Architectsitygles comprise a description
of component types and their topology, a description of tatgon of data and con-
trol interaction among the components, and an informal rijgtszn of the benefits and
drawbacks of using a particular style. Next, Section 6.8uBses the results of eSA-
evaluation workshops with experts and industry that shomrtsbmings of the initial
eSourcing architecture that are used for an updated of ttial ispecification.

The eSA evaluation took place in workshops with experts floendomains of soft-
ware engineering and service-oriented computing for figdisk, sensitivity and trade-
off points, and non risks. Additionally, in the workshop®tmost relevant detected
scenarios for the use of eSA-compliant systems were fuitivestigated with the ob-
jective of finding deficiencies result in the specificatione®RA in the sequel of this
paper. All evaluation results were generated in four expentkshop sessions to pro-
duce all results while the ATAM documentation proposes ® aisly two workshops.
Note that in [35, 39] the initial eSA-specification can beridu
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6.1 Non-Functional Requirements

For eSA, the division of non-functional requirements fra@hi used that distinguishes
between requirements that are observable via executiothase that are not. In the
first case the requirements are performance, securityiadility, functionality, and us-
ability. In the latter case, the requirements are modifigbiportability, reusability, in-
tegrability, testability. Finally, we consider requirenigs on the architecture, namely
completeness, feasibility, scalability, and applicayilrirst, we specify eSA system re-
guirements that aneot discernable at runtimbecause their investigation requires eSA
to not be used for setting up electronic B2B-collaboration.

Modifiability: It can be expected that a newly developed electronic B2Exgotation
system needs to undergo continuous change and adaptationg is lifecycle. More-
over, an eSA compliant system harmonizes inter-orgamnatly a heterogeneous sys-
tem environment comprising of commercial software thatdse® undergo regular
updates. Additionally, an electronic B2B-collaboratiorstem must be adaptable to
changes in the business environment.

Portability: A system has the ability to run under different computingiemv
ments as eSourcing is enabled by a heterogeneous systastinéture, i.e., hardware,
software, or a combination of both. Hence, platform-specifinsiderations are encap-
sulated in an architecture level that enables portabiltylving application software
an abstract interface to its environment. In the case of ectreinic B2B-collaboration
system, portability must also take into account concemtifi@rences between collabo-
rating parties, as business processes can be represediéfdri@ant modeling notations.

Integrability: An electronic B2B-collaboration system consists of sofevanod-
ules that are largely developed separately and integratededer stage to manage the
high degree of inherent complexity. Hence, integrabiliteen the components of an
eSA compliant system must be ensured in the reference ectinie.

Next, the system requirements are specified for eSA thatiacernable during runtime
because their effectiveness is investigatable during &rfaSlitated setup of electronic
B2B-collaboration.

Interoperability: An eSA compliant system has to be able to interoperate with
information systems supporting other business functiers (planning, logistics, pro-
duction, external partner systems). Particularly in etadt B2B-collaboration, the het-
erogeneous system environment of collaborating partissioédbe connected directly
for reasons of business security and safety.

Performance: The computational and communicational load in electror2B
collaboration for the setup, enactment, and post-enadtpiases is considerable. Hence,
it is important to ensure that all phases of a collaboratiecarried out within a desir-
able response time.

Security: Refers to the ability of resisting unauthorized attemptssatge and de-
nial of service while still providing its service to legitmte users. In electronic B2B-
collaboration, sensitive data is exchanged between opgdsisiness partners. Hence,
for eSA a high level of security and also trust is relevanta@idress security and trust
problems, several architectural strategies are pos#l@uthentication server may be
placed between collaborating parties. Monitors may be tmdadspecting and logging
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network events. The communication of a system may be plaebuhd a firewall, and
S0 on.

High Automation: Enterprises require electronic B2B-collaboration syste¢hat
provide a high level of automation during the setup, enantna@d post-enactment
phases. Hence, eSA must be a reference architecture théd@sdor possibilities of a
high degree of collaboration automation.

Flexibility: Electronic B2B-collaboration is a highly dynamic procdsattinvolves
the execution of diverse activities, the participation dfedse partners, and the ex-
change of diverse data [34, 35, 38, 40]. Hence, eSA must igngfior the development
of systems that allow diverse collaboration scenarios anahjt the inter-organizational
harmonization of heterogeneous concepts and technologies

Usability: Refers to eSA being as reference architecture that is easyetdor de-
veloping software applications. Additionally this recgnment is broken up into the fol-
lowing three areas [6] that are relevant for eS&ror avoidancemeans that mecha-
nisms are in place to prevent and anticipate common erratsoitcur during an elec-
tronic B2B-collaboration. Closely related is the issueeabr handling which is sat-
isfied when a system helps a user to recover from ertararnability refers to how
quickly users can learn using the system. For an electro@B-&bllaboration sys-
tem, inter- and intra-organizational knowledge workersstntonceptualize business
processes and project them externally to business couwamterpntil a collaboration
consensus is achieved. During enactment, employees s$tiprates that are defined
in a collaboration configuration and they need to carry osigeed tasks. During the
setup, enactment, and post-enactment phases, experadroatstrators must be avail-
able to intervene in cases of exception-handling escalatieinally, an eSA compliant
system must foster communications between all staketwlofean electronic B2B-
collaboration system.

Additionally, we considerequirements on architectur€ompletenesss the qual-
ity of eSA comprising the components required for settingqng enacting an electronic
B2B-collaboration system satisfactorily. The requiremeifeasibility means that it
should be possible to set up an electronic B2B-collabanatibh e SA-compliant com-
ponentsScalability refers to the ability of eSA to combine more than two collatiing
parties into one electronic B2B-collaboratidkpplicability states that eSA is instru-
mental for guiding the development of inter-organizaticr@laboration applications
that supports an indirect connection of internal legacyesys.

Next, the results of an ATAM-based [20] reference-architezevaluation of eSA
are presented for the requirements stated above.

6.2 Evaluation of Non-Functional Requirements

We first present which architectural styles and patternSi support the non-functional
requirements of Section 6.1. For the requirements in eSAdhaa not be adhered to
with patterns and styles, we show how they are realized wiBer Finally, we inves-
tigate how other reference architectures influence the gi$&ification. Note that not
all non-functional requirements of Section 6.1 can be cedevith styles and patterns.
Hence, at the end of this section we show how the remainingfuoctional require-
ments are covered.
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Patterns and Styles in eSA: Architectural styles [7, 48] describe component types
and their topology, the pattern of data and control intéoacamong the components,
and informally describe their benefits and drawbacks. Aediral styles differenti-
ate classes of designs by offering experiential evidenckowaf each class has been
used, along with qualitative reasoning to explain why edabschas certain properties.
We define an architectural pattern [41] as a conceptualinpitated knowledge that is
technology independent. A pattern for software architec{id] describes a particular
recurring design problem that arises in specific designeodst and presents a well-
proven generic scheme for its solution. Just as with archital styles, in eSA patterns
are used for adhering to non-functional requirements.

In Table 2, an overview of the non-functional requiremesidapicted. The top row
lists the architectural styles and patterns that are ptés&8A. In Table 2, a plus sign
means a particular style or pattern supports a non-funati@guirement. A minus sign
means that a style or pattern does not support a requiretBetit.signs are assigned
based on the specifications about architectural patterrsgybels literature [7,41, 48]
that indicate what non-functional requirements they cover

Styles
Categary Tl m@wmmm ipes-and-filters
modifiability| + + + +
design time portability, + + *
integrability| + + + +
system interoperability|  + +
runtime performance| - + o +
security| + +
flexibility + + + +
architecture scalability i

Table 2. Coverage of non-functional requirements by styles andepat

In eSA alayering styl€g[5, 7] is used for the domains of a service consumer and srvic
provider because it helps to structure the components ofie@Agroups at a particu-
lar level of abstraction. For eSA, these abstraction leasdsthe external collaboration
level, the conceptual level, and the internal level whegady systems are managed and
orchestrated. In eSA, strict layering is used as within dabadrating party, each level
only communicates with each adjacent level. By using a lagestyle, eSA supports
the requirements ohodifiability , portability , andintegrability . Most importantly the
interoperability is supported as the layer style prevents collaboratinggsafiom hav-
ing to link their legacy systems directly. As a tradeoff, gdeng style results in extra
communication overhead between the levels, which doesuppistperformance.

The trusted third party of eSA usegpablish/subscribe stylR2] in which the data
producers are called publishers and the consumers arerdysc When a publisher
submits new data, all subscribers are notified and autoaligtieceive the data. In the
trusted-third-party component the notifier forms the caintomponent of a star topol-
ogy where the publishers and subscribers are the leavesaduantage of this style in
a multi-party collaboration environment with large numbef potential service con-
sumers and service providers is enhanced sygterformance as the communication
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overhead is reduced and additionally, flexibility andintegrability of eSA-adhering
applications is supported.

With respect to the remaining way of data management in eSApatract-data-
repository stylg22] is employed. This style is characterized by keepingpreglucers
and consumers of shared data from having knowledge of e&ehsoéxistence and the
details of their implementations. In the case of eSA, therabsdata repository style
is also realized by using a layering style and by interposingntermediary protocol
between the producer and consumers of shared data iternes. tNat the external level
of eSA is replicated in all domains of collaborating partesl only accessible through
the coordination interface component. Furthermore, thetrabt data repository style
requires an abstract interface to the data repository tivétidr reduces the coupling
between the data producers and consumers. With this actiniéestyle, eSA supports
the requirementBexibility , modifiability , integrability , andportability .

A whole-part patter7] is used to aggregate the parts of a business collaboratio
In eSA, dedicated components exist on the external leveklaméhternal level in the
form of the global and local WFMS and rules engine. Additibnghe conceptual level
differentiates modeling support for business processdshasiness rules. Within the
global and local WFMS, aggregating components are cordateemed the enactment
monitor, conjoinment manager, and enactment manager. By tise whole-part pat-
tern, eSA supportsodifiability , flexibility andintegrability through modularization
while performanceis not supported.

Thebroker pattern7] is represented in eSA as a trusted-third-party compoben
tween the domains of collaborating parties. A broker is aaszje component that inter-
acts with the remainder of the architecture. Its purpodedsedirection and bundling of
communicating with many collaborating parties. Hencegaithe broker pattern stops
parties from having to find, contact and investigate evemgpial collaborating party
separatelyperformanceis positively affected. Instead, the broker pattern celytc-
fers information about collaborating parties that can esriently be searched. The best
candidate for service consumption or service provision thay be contacted for fur-
ther collaboration negotiations. In eSA, collaboratingtigs may use the trusted third
party for submitting service requests and service offeas tan be centrally searched
and for which bids may be placed. Using the broker patterisits enhancescalability
as it simplifies the task for service providers and serviagscmers to collaborate with
each other. Most importantly, theecurity requirement is supported by placing a de-
coupled component between business domains with whichnttusy register and that
is used for enhancing the trust between collaboratinggsrti

The already mentioned coordination-interface componerthe external level of
eSArealizes théacade patteriil2]. That way a unified interface is offered to a collabo-
rating counterpart for accessing a set of interfaces of aygibm, namely the replicated
components of the external level. Hence, this wayitieroperability between busi-
ness parties is supported and geeurity in a collaboration is enhanced as the legacy
systems are shielded behind the facade of the coordinatierface.

On the conceptual level of eSApépes-and-filters patterfY] is used for establishing
communication channels between the external and the altkwvel via the conceptual
level. This pattern provides a structure for processingastrs of data while each pro-
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cessing step is encapsulated in filter components. Hentaejgddpassed through pipes
between adjacent filters from the external level to the imdElevel and vice versa. With
the pipes-and filters pattern, eSA suppdieibility , modifiability , integrability , and
portability . However, pipes and filters for data passing have a negdfieet®n the
collaboratiorperformance.

Alternative Evaluation of Remaining Non-Functional Requrements: The eSour-
cing architecture comprises many components for coveliedull range of setup and
enactment activities of an electronic B2B-collaboratisraae described in Section 4.
Hence, ahigh automation of functional requirements for eSA adhering systems is en-
sured, with the exception of the post-enactment phase hgiitrequires deeper scien-
tific exploration. As eSA components are designed based ltabooation scenarios for
the setup of electronic B2B-collaborations [34, 35, 38§ ¢completenessequirement
is adhered to. This claim is supported by Section 5.3 wherdithctional-requirement
coverage is presented. The eSourcing architectweaiblebecause in [35] it is shown
that the underlying concept of eSourcing allows for a callaion of one service con-
sumer with many service providers. Hence, eSA adheringiegfin systems enable
many parties to engage in a B2B-collaboration.

In the CrossWork project, an architecture for a modularesysinfrastructure was
developed [31] for the automated setup of electronic B2Babolration. That archi-
tecture in CrossWork represents a subset of eSA and has bg#eniented with a
modular infrastructure as a proof-of-concept prototypettie CrossWork exploitation
phase. Hence, the CrossWork prototype showsfelasibility of eSA. Unfortunately,
currently no commercial applications exist that demonstteapplicability of eSA.
However, theusability requirement is supported in eSA with the provision of verifi-
cation components in the trusted third party of which impgexations exist [26, 28,
29,46,47,49,50]. Additionally, usability is addressedly setup-support component
on the conceptual level that comprises a validator fromnashing internally modeled
processes. In [32, 33] describes an implementation of théatar component.

Unfortunately, with the lack of available commercial applions we can not offer
empirical results about thiearnability of an eSourcing architecture adhering appli-
cation. It is predictable that business users, logisticeagars, industrial managers,
and so on, will be able to use the components available fomignslervice offers and
service requests for electronic B2B-collaboration. Witlirting, business users are ex-
pected to employ conceptual-level modelling componentbfsiness processes and
rules successfully. However, for applying the verificatenmd validation applications
for checking eSourcing configurations the involvement cécsalist inter- and intra-
organizational knowledge workers. Next follows an expteoraabout the architectural
styles and patterns that cover the remaining non-functieggirements.

We explain how eSA borrows features from other referencéitectures. First,
the Workflow Reference Model[51] and theReference Architecture for Workflow
Management System§15] is contained in eSA for the global and local workflow man-
agement systems. THe Contracting Reference Architecture[4] is contained as the
contracting client in the eSourcing middleware needs tcelaéized for eSA-compliant
application systems.
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6.3 Results of the ATAM Workshops

With an ATAM-based evaluation of eSA, the objective is peduo check if the re-
quirements stipulated in Section 4 are satisfied. AddillgneSA is checked for sensi-
tivity and tradeoff points, risks and non-risks. That wag #irengths and weaknesses
of eSA, potential pitfalls and bottlenecks are detectetribad to be considered for the
development of eSA-complying application systems.

The ATAM evaluation was conducted in several workshop sessiith five experts
with a research focus on software engineering and electdmnsiness collaboration.
The ATAM evaluation of eSA was conducted with the objectivéind risks, sensitivity
and tradeoff points, and non-risks that result in an updspedification that constitutes
eSRA (see Section 7). First, the experts collaborativebguised eSA in the work-
shops and posed questions to explore if all requirementfulfibed. Appendix A.1
lists these questions and assigns them to the requiremémgse initial discussions
of non-functional requirements resulted in a subset wheeeparticipants agreed fur-
ther investigation was required. Hence, the list of attbcharacterizing questions of
Table 3 does not comprise portability, interoperabilitympleteness, feasibility, appli-
cability, as the workshop participants determined thegeirements are well realized
in eSA.

Secondly, the set of questions resulted in a so-calledyutiiee (see Appendix A.2)
comprising a refinement of the non-functional requiremeuitis sub-factors in the con-
text of eSA. In this step, the number of investigated requests is further reduced in
the utility tree of Table 4 where integrability, high autotioa, usability, and scalability
are not contained. Finally, for each sub-factor of the rerimg non-functional qualities,
eSA-specific scenarios (see Appendix A.3) was found and th& nelevant scenarios
were detected for further exploration.

Out of the four chosen highest ranked scenarios in theyutitite, three are related
to the usability and one to the security requirement of e®Axolying application sys-
tems. The amount of chosen scenarios for usability can ooreehand be explained
by its importance for the adoption of eSA-compliant systéyssers, and on the other
hand by the need of users to handle the complex situationttfigeip and enacting
electronic B2B-collaborations with the support of toolatthave well designed user in-
terfaces. Concretely, Table 4 in Appendix A.2 shows thabilisascenarios are related
to the sub-factors error avoidance, error handling, andfigation. Their importance
is justified by the fact that electronic business collakoret that are not checked dur-
ing the setup and enactment phase and where occurring esstaik not be handled
quickly, will result in loss of time and money, unsatisfiedgtamers, penalty payments,
and so on.

The fourth highly ranked scenario focuses on security ardtes$es specifically
the sub-factor of security termed trust management. Intreleic business collabora-
tion this sub-factor is important because it is problemttiknow in such anonymous
markets how trustworthy a potential collaboration partyHence, it is important to have
mechanisms and tools available that on the one hand permitalnation of potential
business partners before engaging in a collaboration, atiseoother hand to keep track
of the performance of individual business partners durgtgs and enactment time.
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Note that the evaluation results of eSA are applicable ferfimal specification of
eSRA that is presented in Section 7. Hence, in summary foRe 8RR detected risks,
sensitivity and tradeoff points that result from the eSAleaton, for usability focus
on supporting the user during the setup and enactment plfiasestectronic business
collaboration. Simultaneously it must be ensured thatrtass internalare not disclosed
to the counterpart. The same visibility problem exists fol$ that verify different
perspectives of a business collaboration.

For trust management, the risks and sensitivity pointsakeadack in the initial
eSA-specification [35, 39] of components for collectingstrielated information about
collaboration parties that also include information albmeyiutation and conflict resolu-
tion . In Figure 7 of the eSRA specification, these additi@oahponents are depicted in
the contracting client and the trusted-third-party comgr@nThe components represent
a minimum in eSRA for covering trust management [17, 43—4b}hich many more
mechanisms exist. However, for a complete trust-manageomeerage it is essential
to also consider the way how collaborating parties agreeoamihg a temporary rela-
tionship in which the behavior rules and constraints areéSath a relationship between
collaboration parties has a lifecycle with the stages ofrétiation, a set of stages that
is characterized by events such as a party being eliminatedwng and to be replaced
by alternative parties, changes of behavior rules and caings, and so on. Eventually,
the temporary business relationship reaches the end dfatytle when there is no
further need to carry out new eSourcing transactions. Hertyipe of lifecycle the so-
called eCommunities [23] concept may be utilized togethién s proof-of-concept
prototype called Pilarcos. Hence,in future research wekmening to investigate how
eSRA can be integrated with Pilarcos so that trust manageimetectronic business
collaboration may further strengthened compared to theeatiprovisions.

With respect to tradeoff points, the ATAM-evaluation coglohclude that primar-
ily the relationship between the performance, usability] enodifiability requirements
need to be taken into consideration during the developmie@SBRA-complying sys-
tems. Performance is important because users need an aoleesponse time in an
electronic business collaboration. However, performasoegatively affected by elab-
orate tools that ensure the usability of an eSRA-compligstesn. Also modifiability
ensured by patterns like a layer architecture, whole-pacbchposition, pipes and fil-
ters, or abstract data repositories results in an overhestdg detrimental for perfor-
mance. In Table 8, all details related to scenarios riskssiteity and tradeoff points
are contained.

In summary, the evaluation of the initial eSA-specificatjdh, 39] shows that the
highest level (see Figure 6) is sound. However, some chamgeequired for the second
refinement level (see Section 7). Concretely, we extendeihitial eSRA-specification
with additional components for reputation and identity mgement (see Figure 7) and
with coordinator components between the global rules engimd the global WFMS
(see Figure 7) and the local rules engine and local WFMS (gped-10). The third
refinement level of the initial eSRA-specification remaimaffiected by results of the
evaluation.

For implementing eSRA-compliant application systems, rthks, sensitivity and
tradeoff points resulting from the eSA evaluation, revealttemphasis must be put on
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the development of graphical user interfaces (GUI) thatifate the adoption process
by collaborating companies. The GUIs must ensure that nméss internals are re-
vealed to the collaborating counterparts. Furthermorsafigation and evaluation tools
must ensure the correctness of an eSourcing configuratfonebilne enactment phase.
Since such verification and evaluation tools are computatip expensive, the per-
formance of eSRA-compliant systems may be affected. In dllewing section the
updated eSRA specification is presented that reflects theew@Wation results.

Next, we present an updated specification of eSA that incatps updates for
shortcomings that the ATAM evaluation revealed.

7 Specification of eSRA

As pointed out in the introduction of this paper, the objexis to put forward the ref-
erence architecture eSRA. In the sequel, the first and seefindment levels of eSRA
are presented. We omit repeating covering the first architedevel of Section 5.2 as
the ATAM evaluation resulted in no need for modifications.

7.1 Second Detail-Level of the eSourcing Reference Architture

Each component of the reference architecture depictedgar€i6 is further refined.
The first refinement in Figure 7 covers all components thatarated on the external
level, namely the eSourcing middleware, and the trusted farty, which is visualized
by light gray shading. We refine dark gray shaded componentse sequel of this
paper. In all figures of this subsection, the refined comptmehfocus are depicted
with their exchanges to bordering components.

party A eSourcing middleware eSourcing middleware

> rules data——————p| P
Global Rules Engine <+ data——{ C interface 1
contractual rules———]
production/ Coordination R

event data . interface
productont
ucti
event data Trusted third pary
events/ Re utation
¢ I - P!
Global WFMS et eta managemem Aucnon servlce
‘d 'e""'e""" bid p\acemem/remeva\

| Reputation L - biddata  service data

business processes

Contracting client busi o N Identity
1™ idéniity management [¢—business processes:

T 'y Y

Service broker

process snippets/

events/ composed processes
production data "
| coniractual ues L — ——-verification exchanges-—— Verifier
‘ | ‘ D

rules/events data

CE Translator P ippet >

Translator Process snippets DB

Fig. 7. External-level collaboration.
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In Figure 7, the eSourcing middleware of one collaboratiagypis depicted. The
eSourcing counterpart contains the same second-level@oemps. Figure 7 shows the
components of the trusted-third-party data exchangesmeigfhboring components be-
longing to the eSourcing middleware.

In the trusted-third-party component, most interactiothvihe eSourcing middle-
ware takes place through the identity-management compomatruses the reputation-
management component to ensure no untrustworthy servieesxahanged. We refer
to [4] for more details about trust management in the eSRétained E-contracting
Reference Architecture.

The eSourcing middleware contains several refining compisn&he contracting-
client component provides support for the management of-aonéracting process.
Concretely, the contracting client semi-automaticallyeasbles services by using pro-
cess snippets that are stored in a corresponding datab#setafisted third party. That
way the process snippets are available between collahgratganizations.

eSourcing middleware

Global rules
Contracting client
Global WFMS engine 9
‘ cumracl‘z\ niles process srippets/
business processes composed processes

rues/events dala contractualrles
data ! t
Translator l l
processsnippetst

1 I I

events/production data niles events data

Workflow/events
data exchanger

Ruleslevents

Rules
modeler
data exchanger
T Process
s events data modeler

‘+7busmess P

events/production data

Cl Translator

eSourcing setup support

events/production data nes/events data

business processes
i contractual es

Local WFMS Local rules
engine

Legacy menagement

Fig. 8. Translating between external and internal level.

Depending on whether a collaborating party slips into the oba service consumer
or service provider, the contracting client submits oriestes either service offers or a
service requests respectively from a service broker. Iftarstied service contains the
definition of a concerned party, a submission notificatioegst out from the service
broker. If several parties are interested in the same serivids need to be placed with
the auction service.



Specification of eSRA XXVii

The latter component relates the bid data with servicegdgtiorthe service broker.
When an eSourcing configuration is established, the calilny parties send their in-
house processes and provider process to a verifier compéoretaisting the correct
termination, i.e., the soundness (see [2,21] for detafithe overall eSourcing con-
figuration. The verification results are returned to thealmdirating parties. By having
a trusted third party perform the verification, the colladtorg parties do not have to
disclose their internal business details to each other.

When an eSourcing configuration is established, the caimigaclient distributes
the business rules and the processes contained in the ctotthe global rules engine
and the workflow management system (WFMS) respectivelyrdieroto synchronize
the global WFMS and global rules engines in the eSourcinddieivare components of
other collaborating parties, events-, production-, andsdata are communicated via
a coordinator component, e.g., the specification of a prodire global WFMS and
rules engine also exchange production-, and event dateeaith other.

The contracting client sends process snippets and comjposeesses and contrac-
tual rules to the translator. The latter component traesldihe process snippets and
composed processes and contractual rules for the hetexogersystem environment
that exists on lower internal levels of a collaborating parte global WFMS and rules
engine send data to the translator component that is depastdight gray shaded in
Figure 8. The translator contains two main translator congods for translating data
between the external, conceptual and internal level.

The CE-translator component of Figure 8 translates data fhee internal and con-
ceptual to the external level and vice versa. The composeartnnected with the rules
and process modelers of the eSourcing-setup-support aoenpol he relationships be-
tween the CE-translator and components contained in tharefdg middleware are
explained above.

Two components exchange data between the CE-translat@lananslator, namely
the workflow/events data exchanger and the rules/everdedahanger. The exchanged
data must be equipped with information about where datagiedoke routed to. For ex-
ample, several instances of WFMS and rules engines on teenakiand internal level
may enact several instances of different eSourcing cordtguns. On the internal level,
several web services wrap legacy systems to which exchatagads routed.

The Cl-translator component translates data between coeme of the conceptual
and internal levels. From the data-exchanger componerggst®, rules-, and produc-
tion data are translated bi-directionally to the local WFMEd rules engine on the
internal level. Furthermore, the Cl-translator receiventcactual rules from the rules
modeler and business processes from the process modedse Thles and processes
are translated to the local WFMS and rules engine on thenatésvel.

The eSourcing-setup-support component of Figure 9 is éacanh the conceptual level
of eSRA (see Figure 6). The component has two core functiamely modeling busi-

ness rules and processes, and composing workflows that ¢ine @me hand evaluated
and on the other hand verified for correct termination. Thhs, rules modeler and
the process modeler are responsible for the first functiomvfdch they are supported
by a pattern knowledge base. In [34, 41], the pattern knogéduhse is presented in
further detail. The second function is related to the woskflmomposition component.
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Fig. 9. Setup functionality.

For composition [10], process shippets or local processesaken from a dedicated
database, which are supplied by the process modeler.

A composed workflow is either a process of a service consuneeservice provider
and checked internally in two ways. The internal checks géweeed to take place in-
dependent of what business-process content is projectbe &xternal level. Provided
the trustworthiness of the collaborating parties is endutleen external checks by the
trusted third party are only necessary when merely the seinterfaces are projected
without additional process content, i.e., when black-bmjgxtion is performed. Oth-
erwise external checks are not necessary when the senaegdpr performs a total
business-process projection to the external level. In [@b}e details are contained
about such compositionality of services. However, notd exdernal checks by the
trusted third party are always required if the trustwordss of projected business-
process contents to the external level can not be assured.

With respect to checks of control flow, first correct termioatis verified, e.g., by
the tool Woflan [49] for which the process needs to be mappeaditace/transition net.
Woflan checks for structural conflicts, i.e., deadlocks oklaf synchronization. Thus,
if the process is verified to terminate correctly, it confermo the notion of sound-
ness [2]. Secondly, the processes of the service consunservice provider needs to
be verified for other conflicts, e.g., data-flow or resouraeghsas humans or machines.

It is desirable to have verification tools for several workfleelated perspectives,
e.g., data-flow and resources. Additionally, it is essétdigalidate the in-house process
of a service consumer and provider processes of an eSouroimgguration. Among
other aspects, such a validation is meaningful for testimg the different perspectives
fit together for workflow enactment, e.g., the correct fuoiaiing of the web services
that are orchestrated by the processes.

Figure 10 visualizes a second-level refinement of the legaayagement component.
In it, a local WFMS and rules engine constitute the core camepts. These compo-
nents exchange data between each other and are instrurf@rtabrdinating legacy
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systems. The business rules and processes that are enathedldFMS and rules en-
gine are translated down to the internal level by the Cldlator. For enactment, the
local WFMS and rules engine use a production database. dfartre, to coordinate
the enactment on an internal level and external level, tbal M/FMS and rules engine
communicate events, rules, and production data bi-doeatly.

7.2 Third Detail-Level of eSourcing Reference Architectue

In this subsection, the dark-gray shaded eSRA componer8gatfon 7.1 are further
refined according to the principles of functional decomposi The refinement of the
CE-translator in Figure 11 depicts a CE projector compotieatt is performing pro-
jections between the conceptual and external levels. Tigerthat function, the CE
projector uses a rules database.

Figure 11 shows several bidirectional arcs to the CE-ptojethe rules- and process-
modeler components exchange contractual rules and preoggsets and composed
processes via the CE projector with the contracting clientte external level. The
global rules engine receives contractual rules from the @&eptor through which
rules and events data is exchanged via the rules- and eaatexthanger down to the
local rules engine on the internal level. Figure 11 depialetailed exchange between
the CE projector and components of the global WFMS. The emattengine receives
contractual spheres from the service consumer or provasgactively. During enact-
ment, data is exchanged between the enactment monitor armbitijoinment monitor,
which is explained below and depicted in Figure 12. The ldti® components ex-
change events and production data via the CE projector anditikflow/events data
exchanger down to the local enactment monitor and conjoimmmenitor that are lo-
cated on the internal level of the reference architecture.
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In Figure 12, the global WFMS component of the eSourcing theiddre is depicted
as a refinement. It shows an enactment engine for the coitibgrparty’s business
processes that are delivered from the CE-translator. Earhproduction data is created
during enactment and also needed for enactment and thesttoed and retrieved from
dedicated databases.

In order to supportthe concept of eSourcing, Figure 12 stasvwenactment-monitor
component and conjoinment-monitor component. Concrgtedyenactment monitor is
responsible for allowing the service consumer to moniter ¢imactment progress of
service provision. In Section 3.4, the business aspectspaefied that the enactment-
monitor component supports. Likewise, the conjoinmentiager component supports
the conjoinment options specified in Section 3.4. Both thectnent monitor and the
conjoinment manager exchange production and event datecathponents in the do-
main of the collaborating party via the coordination in&es. Furthermore, production
and event data is communicated to the internal level via tdr&nslator to coordinate
local components.

The refinement of the Cl-translator in Figure 13 depicts alamsetup as for the
CE-translator. However, the information exchange to nieigimng components differs.
The Cl-translator contains a Cl-projector component thafgets information between
the conceptual and internal level. To do so, a projectidasrdatabase is exchanging
rules with the CI projector. The CI projector receives cantual rules from the rules
modeler, and business processes from the process modetaromtractual rules are de-
livered to the local rules engine of the internal level. Rertmore, the business-process
specifications are also delivered to the internal level wheprocess database stores
them until the local WFMS loads the processes for enactnfentoordinate the local
WEFMS and rules engine with corresponding components onxtesrel level, the CI-
projector transfers production, rules, and events datadmat the internal and external
levels of the reference architecture.

The internal level refinement of Figure 14 shows a setup thaiomparable to
the global WFMS of Figure 12. The local WFMS contains an emact engine that
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receives business processes from the process databadecto data that is pro-

duced and consumed during process enactment is exchantjethe/production-data

database. Event data is exchanged with the local rules ettrabcarries out contractual
rules. Furthermore, the enactment engine exchanges dtitguiits for the coordina-

tion of legacy systems. To coordinate the local enactmergness with the external

level, production data and event data are exchanged witbahj@inment manager and
the enactment monitor respectively. The latter two comptsiexchange events- and
production data via the Cl-translator with the equally ndro@mponents located on the
external level.

Translator

Cl Translator ‘
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manager
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Enactment event data:
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Production data
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Local WFMS Local rules
Process DB engine
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end/receive data
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Enactment
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Consumer/provider web service
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Fig. 14.The local WFMS in detail.

The service-broker refinement within the trusted third paftFigure 15 reveals a
service-library database that stores business processeflaborating parties via the
template search engine. The latter component exchangésebsgprocess specifica-
tions with the contracting client of the eSourcing middlesvéhat is located on the
external level of the collaborating parties. Furthermdine,template search engine ex-
changes data with the bid-manager component of the audioits. The notifier com-
ponent checks business-process specifications that aes stothe service library for
data about a collaborating party that needs to be infornfiedich facts are defined, the
notifier informs the specified contracting client of the restve parties about the sub-
mission of a projected consumer sphere or provider procgsssequently, informed
parties check the stored business-process specificatimhaither engage in a bidding
procedure or commit to the externalized business proceskregtly responding with
committing a separate process to the trusted third party.
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The refined auction service of the trusted third party is diepi in Figure 16. In the
auction service component, the contained bidding libreoyes bids that are committed
and retrieved by a bid manager. This componentis commung@aith the contracting-
client component that places and retrieves bids from thdibgllibrary. As described
earlier, the bid manager is exchanging bid- and service ddltathe template-search-
engine component of the service broker.

Trusted third parly
Auction service

L_bid placement.

»
Identity
management Bid manager g _piq data

[4—bid retrieval

Bidding library

bid data  service data

Template search
engine

Service broker

Fig. 16. The auction service in detail.

Finally, the last component of the trusted third party isxubefier. In [35], a verifier
architecture is presented that is suitable for the trugied party. In this architecture,
the business processes of the collaborating parties arenéat to a P/T-net and conse-
quently verified for correct termination and inheritanckatiens.

In Figure 17, a process-communicator component receivequest from the con-
tracting client belonging to the domain of a collaboratiragtp to perform a verifi-
cation of a created eSourcing configuration. The processraamtator requests the
conceptual-level processes of all collaborating partrestae contractual spheres from
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the eSourcing middleware. Next, the collected in-housegss, the provider spheres,
and the contractual spheres are delivered to a translabctimverts the processes into
a format the eSCtolOWF-mapper component and Woflan can ggote first compo-
nent delivers the resulting IOWF-net to a flattener compotieat creates a net, which
Woflan verifies for soundness and projection inheritanceth®latter verification type
the in-house process is compared with the flattened P/Tm&5] further details about
P/T-net details are contained.

8 Conclusion and Future Work

In this paper we evaluate an earlier specified eSourcingtanthre eSA for systems
that support the setup and enactment of electronic B2Bxootiations. The evaluation
commences with business drivers for eSourcing from whicldeauce functional and
non-functional requirements. We use the ATAM-method faleating to which extent
the initial architecture specification adheres to the nemnénts for electronic B2B-
collaboration systems. The results of the evaluation eantarpdated specification that
describes the eSourcing Reference Architecture eSRA.

eSRA is guiding for software developers who design and implat information
systems for supporting the automated setup and enactmelebdfonic B2B-collaboration.
The risks and sensitivity points that were discovered authre ATAM-evaluation of
eSRA, point out the relevance of verification tools for theipeand enactment of elec-
tronic B2B-collaboration and for the introduction of trusanagement components.
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At the same time the collaborating parties must be able tteptdheir business se-
crets and the overall performance of an eSRA compliant systeist not limit B2B-
collaboration. Besides the need for computationally espenverification tools, the
layer architecture, pipes and filters, and whole-part dgmusitions in eSRA create per-
formance bottlenecks. The discovered risk and sensitpitints result in additional
components in eSRA located in the contracting-client anstéd-third-party to cover
trust management. Finally, the tradeoff points for eSRAwskimat good usability and
modifiability have a negative influence on performance.

In detail, the results from the ATAM evaluation show sevangbortant issues for
implementing eSRA-compliant applications. Firstly, achéw finding verification tools
for the setup and enactment phases of an electronic B2Bhlmthtion is a scientific
challenge. Such verification tools must be developed foersd\collaboration perspec-
tives, e.g., control flow, data flow, resource managemeartstction management, and
so on. The difficulty is that these tools must have strong b user support that
allows an instantaneous detection of errors while at thees@mme no business secrets
should be revealed to the collaborating counterpart.

Secondly, the adoption of an eSRA-compliant applicaticatesy for B2B-collaboration
also triggers a change in corporate culture that an eSRAGgpian requires. An orga-
nization must first introduce an awareness of intra and -otganizational business
process collaboration, think about the business rules ittsveo employ, and shift to
an electronic way of managing contracts. Such multipletshif corporate activities
require a restructuring that leads to political tensiorssda an organization. Hence, an
eSRA application introduction may be made impossible orotieehand by such polit-
ical tensions and on the other hand be impossible becausewitle the required skills
are not available for carrying out electronic B2B-colla&ibon.

Several directions for future work exist. Firstly, for emisig trust management ded-
icated components are adopted in eSRA. However, sincenrasagement is an on-
going research issue, several options for component reénemust be explored. Sec-
ondly, currently the post-enactment phase of an electi®2B-collaboration is out of
scope for eSRA. The post-enactment phase will be clearérmwire results from the
development of an e-business transaction concept foretectB2B-collaboration that
incorporates exception handling and compensation. Sisthtse
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A ATAM Results

The tables below show the main results from conducting thEMEvaluation method [8,
20]. Hence, first questions were asked by workshop partitipthat resulted in a re-
finement of eSA's quality attributes with specific sub-fastdlhe latter factors were
used to create a utility tree together with accompanyingages that were ranked by
the experts. The most relevent scenarios were furtherfspeend provided with sen-
sitivity points, tradeoff points, risks, and non risks f@A Next, the tables we explain
in detail.

A.1 Attribute-Characterizing Questions

The initial task of the workshop sessions with experts idddfy the utility requirement
of eSA that expresses the overall "goodness” of the systemncel questions are asked
for establishing a better understanding of earlier deteeabiquality attributes

In Table 3 the questions are listed on the right hand assigmégeir quality at-
tributes on the left side. The questions are further categdrby determining if they
represent for eSA an external stimuli, an architecturaisiec, or a response. Exter-
nal stimuli are events that cause eSA to respond or changéitéctural decisions are
the aspects of eSA that have a direct impact on achievinipatirresponses. Finally,
responses [8, 20] are quantities that are measurable onaiixe.

A.2 Utility Tree

All the quality attributes and further specifying sub-faict are arranged in a utility
tree that allows to organize and prioritize the goals for e$Ae utility tree is also
instrumental for the creation of scenarios that are assigoeeach sub-factor. These
scenarios are then ranked according to the perceived diffiand priority for eSA.

To the left of Table 4, the most important system requirengenmtentioned, namely
the utility, which is an expression for the overall "goodness” of thetesys The util-
ity is further refined by quality attributes, that are a subsfethe non-functional re-
quirements in Section 6.1. The subset of attributes refwlts a discussion with the
ATAM-workshop participants about what should be consiaerféirther questionings,
as Table 3 shows. Quality attributes for which the workshagigipants could not find
guestions are not considered in the ATAM evaluation as itliespeSA provides cov-
erage. The sub-factors in Table 4 are deduced from the gunssti Table 3 and refine
the quality attributes. In effect, the sub-factors tell wheSA needs to be probed more
deeply.

Further right of the sub-factors are scenarios listed togretvith the identification
numbers. At the very right-hand of Table 4, the scenariosaasessed based on their
perceived difficulty and the priority to realize. The grayaded rows contain scenar-
ios that score highly in both categories and consequendly #re chosen for further
investigation. In Tables 5- 7, justifications are given tog tanking of scenarios.
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Table 4. ATAM utility tree.
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A.3 Scenario Specification

Since there is limited time available in an ATAM-evaluati@mly the highest ranked
scenarios are scrutinized and further refined. In the cafl@i®évaluation, the highest
ranked scenarios are depicted in Figure 18 to Figure 21.c&lharios fall into the cat-
egory of use cases, i.e., they describe the user’s intemtiexdction with the electronic
B2B-collaboration system.

Scenario 5:

For a modeled eSourcing configuration, tools are available that detect control-flow
errors in a way that enable respective parties to perform an internal modification of the
process model without revealing business secrets to the counterparts.

Attribute(s) usability (error avoidance)

Environment eSA-compliant system

Stimulus  created business-collaboration model

Response

A verification tool points out errors in the model only to the party concerned with
correction measures while the opponent only receives a message that a mistake exists.
Architectural decisions Sensitivity Trade off Risk Nonrisk

Verification component in the trusted- S1
third party.
GUI with separate views for R1
collaborating parties
Recommendation component for fixing RS
mistake
Dedicated server assigned to verification Tl
Verification of collapsed net N1
Reasoning

Inter-organizational verification ensures correct termination and must be checked
before enactment.

The concerned collaborating party must be able to find the mistake and know how to
correct it so that the overall configuration can terminate.

Still, business secrets must remain hidden from counterpart (see R1).

Architectural diagram
See the verification components in Figure 5 and Figure 7 of this paper.

Fig. 18. Specification of highly ranked Scenarios 5.

All the scenarios in Figure 18 to Figure 21 use the same temfdatheir specification.
A relevant part of the specifications are the architectuegisions in eSA for dealing
with the scenarios. To the left, the decisions are listed tantthe right whether they
constitute so-called sensitivity or tradeoff points, sl non-risks (see Section 2.2 for
details). In Table 8, the sensitivity and tradeoff poinisks and non-risks are listed.
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Scenario 7:

An error that occurs during the enactment of an eSourcing configuration is caught and
managed without requiring stopping the enactment.

Attribute(s) usability (error handling)

Environment eSA-compliant system

Stimulus  data-flow: wrong data sent

Response

Depending on the severity of the error, either exception handling follows till system
recovery, or inter-organizational business-process compensation is started.
Architectural decisions Sensitivity Tradeoff Risk Non risk

Global versus local WFMS and Rules S2

Engines.

A reliable coordination component. R2

Distributed WFMS and rules engines. N2
Level architecture and global WFMS and

rules engine replication. T2

Reasoning

Errors and compensations have several aspects, which can be grouped as business,
conceptual, and technological. These different groups should be handled on different
eSA levels to achieve a separation of concerns that reduces complexity.

For example, the WFMS and rules engine on the external level are concerned with
business and conceptual exceptions and compensations, while the internal WFMS and
rules engines deal with conceptual and technical exceptions and compensations.
Architectural diagram

See global and local WMFS and rules engines in Figure 5 and Figure 6 of this paper.

Fig. 19. Specification of highly ranked Scenario 7.

Scenario 8:
eSA provides the components required to verify the perspectives of data-flow, control-
flow, resource management before enactment.

Attribute(s) usability (verification)

Environment eSA-compliant system

Stimulus  Ready modeled eSourcing configuration

Response
Results of the verification, i.e., either errors are detected or there are no errors.
Architectural decisions Sensitivity Tradeoff Risk Nonrisk

Localize verification as far as possible. S3
Idem. T3
An evaluation component is part of eSA. R3
Verification components on conceptual
level. N3

Reasoning

It is important that an eSourcing configuration is thoroughly verified in all perspectives
to ensure a correct enactment phase. When enactment fails, penalty payment must
follow, customers are unsatisfied, etc., which is all undesirable.

Architectural diagram
Figure 5 and Figure 7 of this paper.

Fig. 20. Specification of highly ranked Scenarios 8.
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Scenario 19:

An electronic business collaboration turns bad (i.e., because of fraud, delays, agreement
violations) any it is not desirable any more to repeat the collaboration.

Attribute(s) security (trust management)

Environment eSA-compliant system

Stimulus A business party detects deviating business-collaboration behavior
compared to what has been agreed.

Response  Update of the reputation record about badly collaborating counterparts
and possibly exception handling and compensation.

Architectural decisions Sensitivity Trade off Risk Nonrisk

Integrate additional trust components in S4
trusted third party.
Integrate appropriate components. R4
T4
Refinement of trusted third party. N4
Reasoning

In an anonymized electronic collaboration environment, it is necessary to integrate
mechanisms for evaluating the reputation and trustworthiness of potential collaboration
counterparts.

Architectural diagram
In Figure 5 of this paper, components for identity and reputation management are
inserted in the eSourcing middleware and trusted third part components.

Fig. 21. Specification of highly ranked Scenarios 19.

[Risk

Sensitivity [Tradeoff| Nonrisk Explanati |

S1 GUI of verification tool that protects process details while allowing fault pinpointing.

R1

GUI that separates process views for respective collaborating parties for error detection.

T1 Usability and performance during the setup phase are potentially diminished by bad GUI.

N1 Support of correct-termination check for inter-organizational eSourcing configuration.

S2 A coordination between global and local exception handling and compensation is essential.

R2

The global WFMS and rules engines are replicated and require coordination.

T2 Due to replicated WFMS and rules engines, performance, usability, and modifiability are affected.

N2 |Locally occurring mistakes can be managed by global WFMS and rules engine.

S3 Inter-organizational verification in many perspectives may be computationally too expensive.

Performance problems unless pragmatic heuristics are used. Usability issues because of GUI.
T3 - . - . " N N
Security is compromised if verification results are wrongly disclosed to collaborating counterpart.

R3

Even with verified perspectives, there is no guarantee they work together.

N3 |When certain rules are followed, control-flow verification can be successfully performed locally alone.

S4 Trusted-third-party component lacks components for trust management.

T4 Trust-management components may prolong the setup and post-enactment phase.

N4 | Trusted-third-party component can be refined with components to enable trust management.

R4

Trust, reputation, conflict components are missing in eSA.

R5

\Without a recommendation component, fixing problems might be only possible for experts.

Table 8. Risks, sensitivity and tradeoff points, non-risks.



