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Summary. The ability of a system to interoperate with another is a irdilhensional con-
cern which must be considered simultaneously from diffeparspectives and covering all
the concerns relevant for different stakeholders. In tlEipgs, we present a model of inter-
operability for service-based inter-enterprise commymvironments which is based on the
Ontology of Interoperability (Ool) developed under INTER®IOE and the Pilarcos frame-
work for federated service communities. We propose a refiresion of the Ool, generalizing
the originally considered scope of interoperability andiag concepts required to address dy-
namic aspects in interoperability. The ontology is thercgzed to the domain of federated
service-based communities and we illustrate with someret@@xamples how interoperabil-
ity problems and solutions in that domain could be relateitl to

1 Introduction

The ability of a system to interoperate with another is a iFdilhensional concern
which must be considered simultaneously from technicaheastic and pragmatic
perspectives and covering all the concerns relevant fderdint stakeholders. To
grasp the problem of interoperability, one must have a deéinition of what inter-
operability comprises and what are the corresponding prablthat can occur during
operation of the system. Given this characterization dadrimperation, mechanisms
to identify interoperability problems can be constructaed aorresponding solution
methods provided.

The FIG-OOI (Focused Interest Group on Ontology of Interap#ity) group
of the INTEROP-NOE [3] has provided a general framework fanaging inter-
operability problems. The Ontology of Interoperabilityd [10], resulting from
previous work of Roseneet al. [12, 13], provides a formal, domain-independent
definition of the interoperability problem with a pragmagcoblem-solving view.

To be usable as a decision aid, the Ool needs to be speciatzednstruct
a domain-specific model of interoperability. In this papee present a model of
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interoperability for inter-enterprise computing envirants in the Pilarcos frame-
work [8, 16]. The later allows the establishment of fedetatellaborations between
autonomically administered business services, by progidiedicated meta-models
and middleware services. In this context, heterogeneitigreomy, and dynamism
are inherent properties of the operational environmentiiimnduce severe inter-
operability problems when collaborations involving salerganizations should be
established [14]. To address these kind of environmergQibl has to be extended
with additional concepts introduced in [15].

The structure of this paper is as follows. First, the Ontglo§ Interoperability
is briefly presented and refined by generalizing the ori¢ynadnsidered scope of
interoperability and adding concepts required to addrgssuahic aspects [14]; the
corresponding enhanced meta-model is discussed Sect®eclon 3 presents the
different aspects defining interoperability in dynamicses-oriented enterprise en-
vironments. After that, we propose a specialization of tle¢tO this specific domain
in Section 4 and illustrate in Section 5 with some concretngxdes how interop-
erability problems and solutions in that domain could beated to the ontology.
In particular, interoperability intra- and inter-aspeigsddressed. Finally, we draw
some conclusions about the applicability of the interopi#itg model in Section 6.

2 The interoperability meta-model

Interoperability is a requirement inside a system for alf@yinteraction or composi-
tion of its components, but also for the system itself, whereeds to be sufficiently
flexible to exchange information with another system, driifgeds to be open to new
components. As soon as this ability is not achieved wheresysbr system’s com-
ponents need to operate together, interoperability besaraoblem that must be
solved. Contrary to what can be found in most of the availdefitions, interoper-
ability is not only related to communication. Generally aki@g, the components of
a system do not necessary have to communicate, but mightysirape to be com-
posed together for a specific purpose. From a pure compoailtamint of view, this
can be viewed as structural interoperabilityneed. When communication or other
kinds of action define the relation between the system’s @mapts, this concerns
thebehavioral aspect of interoperability

The point of view adopted for building the Ool [10] considéreroperability
from a problem-solving perspective, not restricted to camioation matters. This
is illustrated by the following definition, first proposed|[it8]:

Definition 1. An interoperabilityproblemappears when two or mokeeterogeneous
resources ar@ut togetherinteroperabilityper seis the paradigm where an interop-
erability problem occur.

As can be seen in figure 1, the Ool is composed of three distieta-models,
covering different aspects of definition 1:

e Thedecisional modetlefines the relation existing between problems and theitisols
and new problems they potentially induce. It covers the lgrobsolving position adopted
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upper models
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T Decisional model || Resource composition model || Systemic model
general interoperability
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Fig. 1. Framework of the Ontology of Interoperability: origins,caimstantiation for domain
specific problem / solution description.

in definition 1 and the fact that interoperability is definedaaproblem. This model aims
at being the main support for a reasoner or a decision-aie syt propose solutions to
identified problems.

e Theresource composition modilentifies the resources, together with their objectives,
their interfaces, and their composition relations. Quitgidally, this model is needed as
interoperability problems are defined to appear when sorterdgeneous resources are
put in relation. In this model, resource heterogeneity eons the resources’ interfaces,
which are their "material” realisations, actually in caritavhen there exist a relation be-
tween resources.

e The systemic modaiefines more precisely the notion of resource by identifytrig a
system. Because a general system theory [18] point of viembban adopted, the con-
sidered systems are not limited to IT ones. This is espgadiaportant to have this non
restrictive approach when considering interoperabhitigich has different facets, like the
organisational or conceptual aspects [1], the technadbgispect being as important as
these two others. According to this view, a resource is aegysit can thus be real or
abstract and can belong to any part of another system. A acfteomponent, as well as a
hardware component, a person, a business rule, etc., da@@sources of a system. The
systemic part consists thus mainly on the concepts of systemmodel that can describe
the system or define a system that will be build, this modehdeilso describable by
a meta-model; the representation of the model which caretita perceivable symbolic
description of this model; and the environment, which repregs what is outside of the
system.

The interoperability meta-model, formalized now as an gy [10], uses the
three upper models presented before, by defining Interbpityaas a problem, exist-
ing when there exist a relation between some heterogenesasnces and which can
be solved using some specific solutions like bridging or hgemization. The Ool
is not meant however to be used as-is in any application dorfrar each domain,
it will need to be specialized. Then it will be usable in a demi-aid system, us-
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ing descriptions of problems and solutions known in that dmmSuch descriptions
will refer to the concepts of the specialized Ool and potglytito domain-specific
problem and solution ontologies allowing a richer formatian.

2.1 An enhanced version

In figure 2, we propose a revisited version of the Ool, resglof the work con-

ducted for its use in the context of service-based inteerpnise computing envi-
ronments. The main enhancements concern: 1) a change iotis&lered scope of
interoperability, leading to the introduction of thecompatibilityconcept, which is
wider than the previously consider&ksourceHeterogenejt®) the introduction of

dynamic aspects, revisited from [15].

Interoperability
E

Decisional Model

inducesProba

solvesProblem

providesSolution
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isCoNstraingdBy
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Resource composition Model
Bridging

hasObjective

Systemig Model

SystemToBuild

Fig. 2. Conceptual graph of the enhanced version of the Ool.

According to definition 1, an interoperability problem ocgwhen some con-
nected resources are heterogeneous. The heterogeneitynsieler here can only
occur between resources of a same nature, at a same h@hiatldri the system. The
application of the Ool to the specific domain addressed mhper rises the issue
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of considering conflicting relations existing between rese of different nature as
a problem pertaining to interoperability. To tackle thisus, we replace the concept
of ResourceHeterogeneitonsidered in previous work [10], by the more general
concept ofincompatibility, which is then partitioned into two kindsleterogeneity
andMisalignment Incompatibility concerns resources of any nature. Morec#p
cally, heterogeneity relates then to resources of the sageand concerns either
their interfaces their models(describing the system a resource is), or ligresen-
tationsof the models which is the aggregation of symbols used to nadize the
systems. Differently, misalignment can be observed whenresource constraints
the way another one will be build, structured or will behal/ke two resources are
in this case of different nature. Misalignment does not ot&iween the resources
themselves, but at the level of the relations: between auresand its model (e.g.
constraint on the structure); between a resource and iteseptation (e.g. constraint
on the syntax of the model); between a resource and its dlseetg. constraint on
the behavior).

To tackle interoperability problems occurring in fededchnterprise environ-
ments, concerned by autonomically administrated busisessces collaborations,
additional concepts addressing dynamic aspects of ineeabdity have been pro-
posed in [15]. These new concepts allow to more preciselyemddrelational and
environmental aspects in interoperation, introducing&# that cannot be dealt ap-
propriately with or within static system models.

As dynamically detecting problems is an important issue abncept ofndica-
tor has been introduced in the decisional model. Indicatorseeincrete (formal-
ized) existence conditionr a problem. They are declined inamti-patternsand
conformance pointswvhich both can be checked at runtime to detect the occugrenc
of potential conflicts. Anti-patterns and conformance pogre dual indicators: the
verification of the first one indicates the existence of a ol while the last one
indicates a problem if it is verified as being false. Confonc&points provide a de-
scription of checking pointse(g.in the form of a set of rule) that must be verified to
test the correspondence between the expected behaviocaral aperation of the
system; while anti-patterns describe specific knowledgkaat solutions or habits
leading to problems. What is interesting with anti-patsdethat they also provide a
solution to avoid the problem they relate.

Environmental conditions are also important as they wiligtoain not only the
problem as was suggested in [15], but the whole system. Alaogto this, the new
Ool presented here possesses a coneapironmentlinked to the system and rep-
resenting all that is external to a system but can have areimdlel on it. This more
general concept is coherent with the general system théaerjt influences both
the existence of problems and the applicability of solwiahe concept is directly
linked toExistenceConditioandApplicationConditionFinally, two additional con-
cepts related to solutions, have also been proposed inftEsjotiatiorandCompen-
sation They provide respectively priori anda posteriorisolutions to find common
agreements at the organizational level.
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3 Aspects of inter-enterprise interoperation

Modern networked enterprises require flexibility and opessof computing systems
to tolerate changes in ever-changing technology and bssiemains, as well as to
gain competitive edge. Dynamic and agile establishmenusiness collaborations
comprised of loosely-coupled and autonomic services igeatly considered as one
of the best options to match these requirements. While diticamal software engi-
neering approaches interoperability is typically enfarbg requisition of aggressive
integration or unification over technology and modelingagpts, this is hardly pos-
sible or acceptable in the modern networked business emwieats; autonomy of
administration is too important for enterprises as meamsdamtain their agility.

Instead, a federated model of collaboration is needed fablshing interopera-
tion in such a way that autonomy is preserved. In federatpdosghes, the model of
collaboration is dynamically constructed within a conlttble environment provid-
ing the necessary interoperability facilities. Federatetlaboration is established
via utilization of contractual relationships, an infragtture providing a selection
of interoperability service utilities, and shared metadmls providing the basis for
negotiations toward shared understanding about the teogeepts of the collabora-
tion.

The Pilarcos framework [7,8] provides such an environmenéstablishing fed-
erated collaborations between autonomous enterprisessoperation is based on
utilization of shared meta-models, such as Business Né&tiodels [8], service of-
fers, and service types [17], and a set of interoperabiétyise utilities consisting
of meta-information repositories, populators [7] and reetamanagement agents.

In the context of federated service-based communities hadPtlarcos frame-
work, interoperability means effective capability of maticommunication of in-
formation and can be viewed from technical, semantic angrpedic perspectives.
Technical interoperabilitymeans that messages can be transported from one busi-
ness service to anothé&emantic interoperabilitasserts that actual content of col-
laboration is understood by the senders and the receiv@ssiteans both correct
interpretation of exchanged information elements and airi®ss services’ behav-
ior. Pragmatic interoperabilitycaptures the willingness of partners for the actions
necessary for the collaboration. The willingness to pgréte involves both capabil-
ity of performing a requested action, and policies dictgtivhether it is preferable
for the enterprise to be involved in.

The multi-dimensionality of interoperation must be marchgg identifying and
separating the different concerns into orthogonal aspelctse each aspect grasps a
different need or viewpoint of enterprise computing. Ire@terprise interoperation
is characterized in the Pilarcos framework as a layerecectiin of aspects [16]
with four interoperation levels having increasing degréafustraction: 1) technol-
ogy, 2) service, 3) community, and 4) business level. Eadtrattion level is or-
thogonal to the others and is further divided into orthod@spects. The layered
view of interoperability concerns is illustrated in FiguBeThe three highest levels
represent meta-information or knowledge that is neededttbéish interoperability
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while in the lowest, technology level interoperability ishéeved via integration of
technological artifacts.

Business strategies, Legislation, etc..
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Fig. 3. Aspects of inter-enterprise interoperation.

4 The model of inter-enterprise interoperability

The different levels of inter-enterprise interoperatioegented in Section 3 can be
used for partitioning a system of service-based federatedntunities into sub-
systems, where each one is concerned by one interoperatieh We start the spe-
cialization of the Ool from this hypothesis. Then, the diffiet aspects of a level
characterize its composing resources, by defining categ@dd.g. Business rules)
or properties (Behavior, as a property of services) of resesj or more generally
domains (e.g. Connectivity, Architecture, Communica}idgks they can not be for-
mally considered as sub-systems of levels, aspects wiihked in the specialized
ontology to arAspectconcept, which is linked to a system and can be used to locate
more precisely where a problem occerd.in which aspect of a system). Figure 4
shows these main links between the domain-specific conaaptthe Ool.

5 Formalizing federated interoperability management

Identification of the orthogonal aspects of interoperai®m crucial step toward
managing interoperability in federated environments. sy, it is not sufficient by
itself and requires as a companion a characterization of intevoperation can be
maintained within and between the distinct domains of candeor this purpose, we
introduce the concepts d@ftra-aspectandinter-aspectnteroperability and discuss
for each one solutions for achieving correct interoperatio

By intra-aspect (or horizontal) interoperability we meapect-specific charac-
terizations for relationships guaranteeing interoperatoetween resources in the
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Fig. 4. Specialized Ool for service-based inter-enterprises conities, using the aspects of
inter-enterprise interoperation.

same domain of concern. As intra-aspect interoperabiligblgms concern re-
sources of the same kind, belonging to a same domain of conceone inter-
enterprise interoperation aspect, they are clearly relaideterogeneitys defined
now in the Ool.

At the technology level, technical interoperability must achieved between
communication and computation platforms by addressingesselated with con-
nectivity, communication and encoding. Connectivity isralppem linked withhet-
erogeneity of interfacesvhile encoding issues are rather related to the mogfe!
resentation Communication is indeed a specializationbahavioral relation and
thus related issues can occur at any level in the Ool. Ine¥adgility is established
a priori at the technology level by integration and unification ofhtealogies and
provides the foundation for interoperation at the higheels. When a technology
level interoperability problem is encountered during tiperation of a community,
acompensatioction is needed to be performed outside the conflictingneldyy
domain to fulfill the objectives of the community. This is aposteriorisolution. In
the context of federated service communitlaédgingis not applicable as a generic
a posteriorisolution at the technology level. If a technological incatilpility is
found during operation, it might be too late (considering tommitments and con-
tractual relationships) or impossible due to the autonorgraerprises to try to
homogenize the platforms and retry the failed activity.

At the service level, both technical (compatibility betwdmisiness service and
document structures) and semantic interoperability (s¢ics of information and
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behavior of business services) between service end-poings be established. Re-
lated issues of both aspects can be located at the lemabdélsin the Ool. Consid-
ering the information exchanged between business sept@asical and semantic
interoperability can be establishadpriori with homogenization of the vocabulary;
for this purpose frameworks such as XML [20], ebXML [5] and Q19] can be
applied. The behavioral aspects of business services ctorrhalized using meth-
ods such as pi-calculus [9]; accompanying analysis methondsools can be applied
for a priori interoperability validation.

Bridging which utilizes adapters, translation protocols and modeidforma-
tions can be used as arposteriorisolution [10] for resolving service level incom-
patibilities during community establishment. Bridgingpisssible, since the seman-
tics and structure of business services are explicitlylalg at this level. Using
this information, appropriate bridging methods can be igodbefore the actual op-
eration, and in this context, bridging at the service lewvelves also ara priori
homogenization solution with respect to the operation efdbmmunity.

At the community level, deciding about the interoperapifitanagement meth-
ods has to be a joint process, since the properties of allahtepants must be taken
into considerationNegotiationmechanisms are used for this purpose and the mutual
agreements about the properties concerning the aspectieaiperation are formal-
ized into a collaboration contract. Negotiation is usechis scenario as aa priori
solution for homogenizing the view on the collaboration ag¢he participants; the
resulting contract provides anpriori solution as a homogenized model of collabo-
ration with respect to the community operation. Prescriti@dpensatioprocedures
are used aa posteriorimechanisms for resolving incompatibilities encountenad d
ing the operation of the community.

At the business level, pragmatic interoperability whicmsiders business rules
and organizational policies, is addressed. These rulepisethe autonomic inten-
tion and character of enterprises. Business rules are rd¢igka statements that de-
fine or constraint some aspect of a business. Typical exangpleusiness rules are
different kinds of service pricing policies based on custoriassifications. Organi-
zational policies regulate the use of business functipnahd knowledge provided
by an enterprise. For example rules addressing accessibilithorization, trust and
privacy with respect to the provided business services afamation are typical
examples of organizational policies.

As ana priori solution, constraint satisfaction algorithms [6] can bedi$or
finding a compatible intersection of policy values betweategrises. Horizontal
interoperability problems at the business level are irstarof more generglolicy
conflicts They are related to heterogeneity at the level of resommeelsn the Ool.
Policy conflicts can be resolveal posterioriif meta-policiesvhich state modality
precedences (ordering between negative and positivegated) or priorities among
business rules [2, 4] have been defined. This prioritizagipproach can be applied
to both business rules and organizational policies.

The AntiPatternindicators (see Figure 2) identify intra-aspect problemait-
lizing knowledge about best practices and practical expees of the corresponding
domain of concern and provide solution methods for wellvngroblems. An ex-
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ample anti-pattern considers non-determinism in the a=tgr observed behavior
of business processes exported by organizations towagd<ctientele. For protect-
ing their business assets, enterprises do not want to putblesr internal business
processes at a detailed level: only a restricted view onrttegrnial processes for es-
tablishing interoperation is available. Now, the behawbserved by a client may
seem non-deterministic since all the criteria and infoiorator making the choices
in business process branching points are not availablegeterministic behaviour
leads to interoperability problems between service bairavAs ara priori solution,
the internal business processes can be refactored in sycthaiadifferent branches
encountered in the external view of the process can be dis8hed based on the
communicated information content.

Inter-aspect (or vertical) interoperability concernsowxes of different nature,
when one imposes constraints that others need to respech this regard, inter-
aspect interoperability is related to tmeisalignmentconcept introduced in sec-
tion 2.1. Characterisation of inter-aspect interopeighi provided by a set of re-
lationships, consistency rules, and conformance critelietween domains of con-
cerns residing at different abstraction levels.

The ConformancePoinindicators becomes very important when wanting to se-
cure inter-aspect interoperability. Concretely, theylddoe formalized as rules that a
monitoring system will use at runtime to check a whole systemsistency. As soon
as each requirement expressed within an aspect is coridethyified and formal-
ized, conformance points allow to check that there are ndipt@blemisalignments
among different aspects, leading to interoperability peois. For example, when
organizational policies are represented using deonticJapnformance between a
policy and service behavior can be validated using modetkihg [11].

6 Conclusions

This paper introduced an extended version of the FIG-OOlfogy of Interop-
erability and specialized it to the context of federatedr/i®er communities. In the
context of federated service communities, interopergtisi characterized as a lay-
ered collection of interoperation aspects and correspanititra- and inter-aspect
relationships. A preliminary identification of the methdds analyzing these rela-
tionships was conducted as part of this paper. These toplidserfurther utilized in
the domain of Model-Driven Engineering (MDE). When fornzalil as models and
transformations, the interoperability aspects and retestfhips become very valuable
as facilities for managing and establishing interopeigbiluring model-driven de-
velopment processes. Joined with decision aid tools basdtiedOol ontology, a
platform for interoperable service development with auatimor semi-automatic
identification and validation of interoperability problsroould possibly be attained.
The joint work presented in this paper has lead to some matiifics of the orig-
inal Ool of [10]. In particular, the scope of interoperatyilas been extended to cope
also with misalignments, which are essential to considamulti-level organization
where resources in one level can potentially influence tyr@esources in another
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level. Moreover, the different categorization of problecmmcerning technical, se-
mantic and pragmatic interoperability considered in fetkd service communities
and the Pilarcos framework, which we did not address herkbsilthe subject of
further investigations relatively to those already stéidencerning the enterprise in-
teroperability framework proposed in [1].
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