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= How prevalent is mobile malware? How to detect susceptibility of a
device for infection?

= Estimated Android malware infection rate ~0.26%; Inexpensive
Instrumentation to detect susceptibility for infection is promising.

Android Package Identification Malware Prediction Framework
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Structure of an Android package

Malware and Carat Datasets

Device 1 Device 2 Carat running on

Infected Clean mobile devices
Distinct devices 55,278
Unique developer certificates 21,486 The _set_s of applications running on a d_evice at vario.us_time instan’Fs are collected by the installed Carat
<dc> application. Malware datasets are obtained from anti-virus companies/researchers
Unique <dc, p, v=> tuples 192,081
Total unique records 5,358,819 Classification ReSUItS
Carat dataset Malware datasets

« Nalve Bayes classifier

Prevalence Of Mobile Malware“] Datasets Precision Baseline trained after removing

known malware apps
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e Extending device-specific feature extraction

Malware infection rates based on application types http://se-sy.org/projects/malware
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