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Background and Motivation

= |P based heterogeneous wireless access environment
= Mobile devices with mobile Internet services

= Handover aims at: always-on connection, best possible
performance and user experience

Merits

= Localized handovers with less latency

= Avoids frequent signaling across Internet

= Less key management overhead

= Fast authentication with re-authentication schemes
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= Secure Connectivity: EAP, EAP-AKA, ERP, Diameter

= Security in handover: user confidential context, mutual = Secure Reachability: Proxy Mobile IP, IKEV2, IPSec
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= Local Administrative Domain (LAD)
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é Points

= Mobility requirements from security perspective
= Performance analysis of handover security in LAD
= |Implementing handover security protocols in ns-2
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