NAT UDP Binding Timeout

INTRODUCTION

This poster shows the current results of different tests done to measure NAT binding timeouts for UDP protocol. Even though the
number of devices Is not very high, the current devices still show results that differ radically.

INITIAL UDP TIMEOUT

This test measures how long a NAT device keeps NAT binding If it has seen only one packet that created the binding.
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Figure: Single packet, outbound only.

UDP TIMEOUT FOR INCOMING PACKETS

This test measures how long a binding Is kept alive If there Is only inbound traffic through the device.

700 I I I I I I I I I I I I I I I I I I I I I I I I I I —e!e
%é 600- H—>=— Result (Median; 39 Iter.) —
= 200~ Pop. Median = 180.00 B
S 4007 _ _ _ pop. Mean = 170.49 B
e 300 — x % X X >x— |-
=200 L e -
%D 100+ « — kX X X X X < X |
E OI I I I '/I I/ I I‘ I I I I I I I‘ I | | I IO (I( (I\) I/ I/ (I( I‘ I I I | I (}) vl‘ o
4 @3,\%@;3%@%Dégg%%«%%@%’oy%,@%%%%%a RN N A T

Figure: Single packet out, multiple packets in.

UDP TIMEOUT FOR BIDIRECTIONAL TRAFFIC

This test measures how long a binding Is kept alive If the test client acknowledges every test packet, i.e. the NAT sees traffic going

both ways.
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Figure: Multiple packets out- and inbound.

UDP TIMEOUT FOR WELL-KNOWN PORTS

The intend of this test Is to determine if the NAT devices use a different timeout scheme for well-known ports like DNS (53).
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Figure: Binding lifetime variations for different well-known ports.

WISEdcitl - Wireless Community Services for Mobile Citizens

http://www.cs.helsinki.fi/group/wiseciti/

Seppo Hatonen (UH), Aki Nyrhinen (UH), Lars Eggert (NRC), Pasi Sarolahti (HIIT),
Stephen Strowes (UG), Markku Kojo (UH)




