Concurrent Programming (RIO)

16.10.2009

Lesson 2

Concurrency at Programming
Language Level
Ch 2 [BenA 06]

Abstraction
Pseudo-language

BACI
Ada, Java, etc.
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Levels of Abstraction

Granularity of operations
— Invoke a library module
— Statement in high level programming language
— Instruction in machine language

Atomic statement

— Anything that we can guarantee to be atomic
» Executed completely “at once”

+ Always the same correct atomic result
* Result does not depend on anybody else

— Can be at any granularity
— Can trust on that atomicity
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Concurrent Programming (RIO)

Atomic Statement

* Atomicity guaranteed somehow
— Machine instruction: HW Lozl e i

* Memory bus transaction Read mem(0x35FA8300)
— Programming language statement, set of statements, or
set of machine instructions

« SW -- start atomic
— Manually coded /7/' Load R1,Y

Disable i Sub R1, =1
— Disable mterrupts Jpos R1, Here
— OS synchronization primitives -- end atomic
— Library module
* SW Monitors
— Manually coded inside Ch 7 [BenA 06]
— Provided automatically to the user
by programming environment
16.10.2009 Copyright Teemu Kerola 2009 3
Concurrent 3 processes
P (P, R, Q) p3, ...
roeram interleaved / ben
g execution ¥ e

» Sequential process
— Successive atomic )
Py

statements
P: p1 > p2—>p3—p4... \r9

pl,rl, p2,ql —=+—q2, ...

— Control pointer bep,
(= program counter)

* Concurrent program o — pl—ql—p2—q2,
. —

— Finite set of sequential Q& qils g2 Pl—ql—q2—p2,
processes working for ' pl=p2-al-q2
same goal ql—pl—q2—p2,

— Arbitrary interleaving ql—pl—p2—q2,
of atomic statements in ql—q2—pl—p2.
different processes M
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Concurrent Programming (RIO)

Program State, Pseudo-language

. pseudo-kieli
* Sequential program

Algorithm 2.2: Trivial sequential program

integer n « 0

» State
— next statement to execute (cp, i.e., PC)

— variable values

~
Q
5
(4]

& &
G siomi

statement statement
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(Global) Program State

» Concurrent program

Algorithm 2.1: Trivial concurrent program

integer n < 0

P q

integer kl « 1 integer k2 « 2 l
pl: n« kl gql: n « k2

pl: n—kl
ql: n+~ k2
kl=14k2=2
n=1a

» Local state for each
process: execute p1

execute q1

— Variable values pqll::[:"d_) K2 q'il;:{:nﬁ} “
. Kl=1k2=2 Kl=1k2=2
Local & g%v L =LA
* Global state execute q1 execute p1
for program \ (end)
— Allcp’s (end)

kl=1.k2=2

— All local variables
— All global variables
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Concurrent Programming (RIO)

Possible Program States

* List of processes in program pli n « ki
. — 2
— List of values for each process k?lz' T 2 k: )
s cp n=0

* value of each local/global/shared variable
state: { {pl:n<k1 —processp

k1=1}
{q1:n—k2 —processq
k2=2}
n=0 —shared variable
}
 Nr of possible states unreachable '{  {p1:n < k1
can be (very) large state: {';11 =n@i 0
— Not all states are reachable states! k2 = @}
(saavutettavissa, saavutettava tila) =
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State diagram
State 5
Diagram 8
and transition: exec. p1 exec. g1
Scenarios

Process p | Process q n kil | k2

pl: n=kl | ql: n<k2 | 0

b2

(end) ql: n=k2 [ 1 1

(S )

(end) (end) 21
Scenario 1 (left side)

 Transitions from one possible state to another

— Executed statement must be one of those in the 1st state
 State diagram for concurrent program

— Contains all reachable states and transitions

— All possible executions are included, they are all correct!
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Concurrent Programming (RIO) 16.10.2009

Algorithm 2.1: Trivial concurrent program o
megern < 0 Atomic
| P | a
integer k1 « 1 integer k2 « 2
e e o neio Statements

* Two scenar
—Both corre
— Different r

NO need to have the
same result!
Statements do the
same, but overall result
may be different.

(see p. 19 [BenA 06])

» Atomic?
— Assignmer
—Boolean e
— Increment'
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Algorithm 2.3: Atomic assignment statements

integer n <« 0

pl: <~ n+ gl: n«<n+1

* Two scenarios for execution
* Both correct
* Both have the same result

P first, and then Q Q first, and then P
Process p Process q n Process p Process q n

pl: n—n+1 | ql: nen+1 |0 pl: nent+l | ql: nen4+1 | O

(end) gql: nen+1 | I pl: n—n+1 | (end) l
(end) (end) 2 (end) (end) 2
16.10.2009 Copyright Teemu Kerola 2009 10
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Algorithm 2.3: Atomic assignment statements

integer n <« 0

pl: <~ n+

ql: n<n+1

Same statements with smaller atomic granularity:

Algorithm 2.4: Assignment statements with one global reference

integer n «— 0

16.10.2009

integer temp

ql:
q2:

integer temp
temp < n
n < temp+1

Copyright Teemu Kerola 2009

1

16.10.2009

Too Small Atomic Granularity

Algorithm 2.4: Assignment statements with one global reference

integer n + 0

OK

e Scenario 2

— Bad result\

* From now on

Assignments
and Boolean
evaluations
are atomic!

Frocess q

P q
integer temp integer termp
pl: Temp +n ql: fTemp +n
p2: 0+ temp + 1 q2: n+— temp+ 1

p.temp

q.temp

e Scenario | — _Preces=p

pl: tempen

ql: temp+n

N

?

p2: n—temp+1

ql: temp+n

7

n

©

0
(end) ql: temp+n @ 0 7
{end) q2: n=temp+1 | | 0 XD
(end) (end) O |
Process p Process g n | p.temp | g.temp
pl: tempen ql: tempn @\ 7 1
p2: netemp+1 | gl: tempen 'D. ‘@ 1
p2: n—temp+1l | q2: netemp+1 | 0 0) "0
(end) q2: n—temp+1 |(L o . ‘0
(end) (end) ! 0

12
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Correctness

* What is the correct answer?
 Usually clear for sequential programs

* Can be fuzzy for concurrent programs
— Many correct answers?
— What is intended semantics of the program?
— Run programs 100 times, each time get different
answer?
» Each answer is correct, if program is correct!
* Does not make debugging easier!
» Usually can not test all possible scenarios (too many!)
— How to define correctness for concurrent programs?

“turvallisuus” « Safety properties = properties that are always true
» Liveness properties = properties that eventually become true

“elavyys”
16.10.2009 Copyright Teemu Kerola 2009 13
Safety and Liveness
+ Safety property safety-ominaisuus, turvallisuus
— property must be true all the time
» “dentity identiteetti,
— memFree + memAllocated = memTotal . . .
o invariantti
* Mouse cursor is displayed
* System responds to new commands
* Liveness property elavyys, liveness-ominaisuus

— Property must eventually become true
* Variable n value =2

» System prompt for next command is shown
* Control will resume to calling program
* Philosopher will get his turn to eat
» Eventually the mouse cursor is not displayed
* Program will terminate
 Duality of safety and liveness properties
— { P, will get his turn to eat } = not { P; will never get his turn to eat }
— {nvalue will become 2 } = not { n value is always # 2 }
16.10.2009 Copyright Teemu Kerola 2009 14
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Concurrent Programming (RIO)

Linear Temporal Logic (LTL)
(lineaarinen) temporaalilogiikka
» Define safety and liveness properties for
certain state in some (arbitrary) scenario

— Example of Modal Temporal Logic (MDL), logic on
concepts like possibility, impossibility, and necessity

 Alternative: Branching Temporal Logic (BTL)
— Properties true in some or all states starting from the
given state
* More complex, because all future states must be covered
— Common Temporal Logic (CTL)
* Can be checked automatically
— Every time computation reaches given state
* SMV model checker
* NuSMV model checker

16.10.2009 Copyright Teemu Kerola 2009 15

Fairness reiluus
* (Weakly) fair scenario
— Wanted condition eventually occurs
* Nobody is locked out forever
» Will a philosopher ever get his turn to eat?
 Will an algorithm eventually stop?

Algorithm 2.5: Stop the loop A
integer n < 0
boolean flag « false

P q
pl: while flag = false q1: flag « true

p2: n+—1l-n q2:

 All scenarios should be fair
— One requirement in correct solution

16.10.2009 Copyright Teemu Kerola 2009 16
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Machine Language Code

 What is atomic and what is not?
— Assignment? X=Y:
— Increment? X = X+1:

Algorithm 2.6: Assignment statement for a register machine
integer n « 0

p q
pl: load R1,n ql: load R1,n
p2: add R1,#1 q2. add R1,#1
p3: store R1,n g3 store R1,n
16.10.2009 Copyright Teemu Kerola 2009 17

Critical Reference kittinen viite
» Reference to variable v is critical reference, if ...
— Assigned value in P and read in Q P@/Q
» Read directly or in a statement
» Program satisfies limited-critical-reference (LCR)
— Each statement has at most one critical reference rajoitettu

— Easier to analyze than without this property kriittinen viite
— Each program is easy to transform into similar program with LCR

P Q

WGHEGRE | n=n+1; n=n+1 ‘Bad

IGEECRY | n=m+1; m = n+1 Bad
‘Good

- tempP = n+1; tempQ = n+1;
n = tempP; n = tempQ;

LCR vs. atomicity?

16.10.2009 Copyright Teemu Kerola 2009 (OUCh) 18
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Volatile and non-atomic variables

* Volatile variable riskialtis
— Can be modified by many processes (must be in shared memory)
— Advice for compiler (pragma)
» Keep something in memory, not in register
* Pseudocode — does not generate code
* Non-atomic variables
— Multiword data structures: long ints, arrays, records, ...
— Force access to be indivisible in given order

Algorithm 2.8: Volatile variables

What if compiler/hw

. integer(n) « 0
decides to keep ger@®
value of nin a , P - d
. integer locall, local2 integer local
register/cache? on__ store n?
Wh is it st d pl: N <« SOMe expression — N¢_ | q1: local = n+6
b eknt IS'It storé P p2: computation not using n e(;(eg?. 'qz: T
aCK 10 memaory ) ordaer .
p3: locall — (n 4+ 5) * 7 q3: :
i 7 which n?
Whatiflocall & ' cop—nrs 4@ |
local2 were volatile? ;. , — |ocal1 * local2 as:
16.10.2009 Copyright Teemu Kerola 2009 19

Example Program
with Volatile Variables

Algorithm 2.9: Concurrent counting algorithm
integer n < 0

[ q
integer temp integer temp
pl: do 10 times gl: do 10 times
p2: Temp < n q2: Temp < n
p3: n « temp + 1 q3: n « temp + 1

» Can implement it in any concurrent programming language
— (Extended) Pascal and (Extended) C
— BACI (Ben-Ari Concurrency Interpreter)
» Code automatically compiled (from Extended Pascal or C)
— Ada

— Java

16.10.2009 Copyright Teemu Kerola 2009 20
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iblv volatil (Ben-Ari Concurrent Pascal)
ROSSOY VOIGWE"  Concurrent Program in Pascal

16 procedure q;

, 17 var temp, i: integer
4 procedure p; 18 begin
5 var temp, i: integer, o for i =1to10do
s begin 20 begin
7 for i ;=1 to 10 do . temp ::@
8 begin 22 @:z temp + 1
0 temp 1= 2 end
10 @:: temp + 1 % end
25

1 end :
b end: 26 begin { main program }

: ; — 27 cobegin p; q coend;
n is volatile, because... it is - ; Co
sesiEmEd i o (frsael, 2 22 writeln(’ The value of nis ', n)
read in the other » end.

16.10.2009 Copyright Teemu Kerola 2009 21

Concurrent Program in C JEEIRaURS et lichigones)

@ possibly volatile, use carefully

) (volatile, if critically referenced)
3 void p() {

4 int temp, i; 6 woid q() {

s for (i =0;i < 10;i++){ |17 int temp,i;

6 temp = n; 18 for (i =0;i < 10;i++){

7 n =temp + 1; 19 temp = n;

8 t 20 n = temp + 1;

@ } 21 1

10 2 }

24 void main() {

25 Ccobegin { p(); q(); }
26 cout << "Thevalueof nis " << n << "\n";

What if compiler optimized and
kept n in a register?
Lets hope not!

(in ExtPascal or C-- 7}
global (volatile) variables are seemingly kept in memory by default)
16.10.2009 Copyright Teemu Kerola 2009 22
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1

)
3
4
s

6

Concurrent Program in Ada

with Ada.Text [0; use Ada.Text 10;
procedure Count is
N: Integer :=0;

pragma Volatile(N); advice compiler to keep N in memory

task type Count Task;
task body Count_Task is

Temp: Integer;

. 16 begin
9 begin
for | in 110 1 17 declare
0 or | in 1., oo
l P 18 P, Q: Count_ Task;
1 Temp := N; - —
19 begin
12 N := Temp + 1;
20 null;
13 end loop; X
2] end;
14 end Count Task; . ) ,
- 2 Put Line(" The value of N is " & Integer’ Image(N));
5
: 21 end Count:
16.10.2009 Copyright Teemu Kerola 2009 23
Concurrent Program in Java
i class Count extends Thread { 16 public static void main(String[] args) {
2 17 Count p = new Count();
3 8 Count q = new Count();
4 public void run() { 9 p.start (); How many threads
5 int temp; 20 g.start (); really in parallel?
6 for (int i =0;i <10;i++){ * how to control it?
7 temp = n;
8 n = temp + 1; a1
9 } 22
10 } 23
Thread.yield(); // force? 2
25 catch (InterruptedException e) { }
26 System.out.println (" The value of nis " + nj;
27 1
. . - inki.fi?
> javac Adder8 java 1} Execute on 8-processor vera.cs.helsinki.fi?
> java Adder8
16.10.2009 Copyright Teemu Kerola 2009 24
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B ACI http://www.mines.edu/fs _home/tcamp/baci/

Ben-Ari Concurrency Interpreter

— Write concurrent programs with
» C-- or Ben-Ari Concurrent Pascal (.cm and .pm suffixes)
* Compile and run in BACI

— GUI for Unix/Linux

j BACI http://stwww.weizmann.ac.il/g-cs/benari/jbaci/
— Just like BACI
— GUI for Windows

Installatlon http://stwww.weizmann.ac.il/g-cs/benari/jbaci/jbaci1-4-5.zip

— load version 1.4.5 JBACI executable files and example
programs, unzip, edit config.cfg to have correct paths to
bin/bacc.exe and bin/bapas.exe translators, click run.bat

» Use in class, homeworks and in project

16.10.2009 Copyright Teemu Kerola 2009 25

BACI OVGI‘EIH add.cm (%(;ncurrent C)

void main() {
Structure /" coveain 4100,
a ;

C-- to PCODE
Compiler

add.Ist add.pco
LOAD_ADDE, push sum
17 24 void main() { ;ﬁ?HDETT»‘\LlL'E push local
18 25 cobegin {add10(); add10(); } DO_ADD, pap(l), s[t]=(s[oldt— 1]+ s[aldt)

STORE, s[s[t-1]]=5[t], pop(2)

(many tables)

Executing PCODE

C n=1 1=A n=1¢C2 1=
1A

C n=4 1=2¢

B n=A n=5 1=2424

http://www.cs.helsinki.fi/u/kerola/rio/BACl/baci-c.pdf
16.10.2009 Copyright Teemu Kerola 2009 26

PCODE
Interpreter

bainterp.exe
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IBACI
£ JBACI Concurrency Simulator ¥1.4.5 1@ = - (0] x| .

File Editor Program Options Window Help Just llke
Open | Save q@@m» Edit Go | Pause | | Step Source | Step Pcode BACI b t
C S - - ~ , OU

cadd.cm .
I . with Java
2 Add 10 to a wariahle in each of two processes.
3 Th be het 2 and 20. .
4 Lnia?nigi:alii e:ab'\eegeigd s§2marw‘n with source-Tewel interleawving. - I'qullI'CS
5
& int sum = O Java V. 1.4
7
8  woid addl0{) { (SDK or
g int 1

int Tocal; JRE)
for (1= 1; 1 == 1053++3 { i . .
1 1 = H T _ -
13 SS:a: -\Di:[\" + 13 Bullt 11’1
N compiler
16
17 wvoid nain() { aIld
13 cobegin { 1
19 add10() ; Interpreter
20 add10(); .
o1 y — edit state
22 cout << "Sum = " << sum << endl;
23} = —
o 5 run state
http://www.cs.helsinki.fi/u/kerola/rio/BACI/ibaci.pdf
16.10.2009 Copyright Teemu Kerola 2009 27

JBACI IDE (integrated development environment)

£ JBACI Concurrency Simulator ¥1.4.5 1270 - 0] x|
File Editor Program Options Window Help
Open Save Copy Cut| Paste Find Findagain | Edit| Compile |Run| | Go| Pause Step Pcode

—
G i I [7] Process 0 main o e I B Pml:usﬁaﬂdm e l B8 Pcm:as(z aﬂd19 o'

Code | Console | Details | Code | Console | Details | Code | Console | Details |
Source : Source Source :
Add  Remove Add Remove Add Remove
TonETT Y - o 1: 1 <= 10:4d- 7o 1: 3 = 10:54<
add100); | for Cw]- 1i 1 <= 105742 for C'l]— 1i 1 <= 105142
add100); ocal = sum; ocal = sum;
' sum = local + 1; sum = local + 135
cout << "Sun = " << |¥| ’ - } |
[l [ I D] [l L [ Db [l I [ [»]
Variables Variables Variables
Name Value | Name [ Value Name Value
Variables ¢ Variables

i
local

¢ Variables
i
local e

(0 »
| Previous [ Next

[7] console e’ & B [ clobals ‘=" [ [ Linda Board e M
Name Jem_ Value
¢ Variables...
sum 12

Lecture 2 summary: Concurrency at
Programming Language Level

16.10.2009

14



Concurrent Programming (RIO) 16.10.2009

JBACI IDE (integrated development environment)

I2== 08 -0 x|

£ jBACI Concurrency Simulator ¥1.4.5

File Editor Program Options Window Help

Open  Save Copy ;{ Paste | Find | Find again Compile 1@@’ Step Pcode

AR o [ Process 1 ada10 350
Process Act) Suspend | Finish | Monitar | Pri | Atm —
0 main alyf alse o o Code | Console rDm!'S |
laddlo e alse o o Source 4 pCode
2 addld fralse ruge oo
4

[J Pause on Process Swap ] :’ 0AD_ADDR, push local
¥ Show Active Window int sum = 0 < LOAD_VALUE, push sum
# History of source steps | Add @ breakpoint T 100 STORE, s{slt-1]1=501), pepe2)
= Wirite History File to selected int 1 &
R int local; Process 0 main
PCode) line L ¥
( ) for i = 1; 4 <= 10:i++) {| |"code | consale ((Detalls )
Jocal = sum; -
sun = Tocal + 1; = Stack : Process state
Incex Yalue | Bottom 1
e = — 0 ol16 :
pFYHistory 10 | Top 5
ost recent inmruw oid main() { || S0 i )
Froc|_Line Source File cobegin { o Zladdress[0,0] | | Active true
1|12 sum = local + 1; add cm add10(); a 4laddress[0,-1] | 3| Lo
T |13 f acd cm add1007; b HE ; b= Ui
1 10 for(i=1;1 <= 10+ add cm [l ‘ I ‘ [v] | Suspend
1 11 local = sum; acld.cm :
1 12 surmn = local + 1; add rm Variables = Monitor
1 132 } acld.cm Name E -
1 |10 forgdi= 10 <= 1%i+...|. |add.cm ¢ variables | Priority o
1 11 local = sum; ... |add.cm i 4| atomic )
local « I I :
EPrucessUm... _. EFrucessz ad... E(ilubals
Previous Next | [ Linda Board :::r [ console

Summary
 Abstraction, atomicity
« Concurrent program, program state
» Pseudo-language algorithms
* High level language algorithms
« BACI
16.10.2009 Copyright Teemu Kerola 2009 30
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