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Abstract—The Carat project started in 2012 has collected over
1.5 TB of data from over 850,000 mobile users all over the world.
The project uses Apache Thrift to transmit data, and Apache
Spark to run data analysis tasks, and the gist of the Carat analysis
method has been published. While the Carat application code is
open source, the data is much harder to share because of its
size and privacy concerns. This paper outlines the challenges
in sharing such a large-scale dataset with detailed information
about smart devices, applications, and their users, and presents
some solutions to these challenges.
Index Terms—Big Data, Mobile Analytics, Energy-awareness

I. I NTRODUCTION
Since its beginning in 2012, the Carat mobile application
has collected data from 853,886 Android and iOS devices
worldwide. The datasets include, for example, names and
status of running and installed applications, current system
settings, information of networking and system state, and so on.
From a research point of view, the data has benefited analysis
of energy-anomalous applications [8], system settings and
subsystem variables [9], [11], malware applications [6], [13],
and user behavior [2]. The Carat application goes further than
simply collecting data. It also gives actionable energy-saving
recommendations to the users. Indeed, further research could
be conducted on the data to extend mobile user’s experience of
battery life, suggest better settings configurations, and discover
malware in the wild. However, maintaining a large-scale system
such as Carat places considerable strain on a research team.
In order to enable open access to the data, or a subset of
it, for mobile application developers and other researchers, we
face several challenges. How the data, which in its raw format
will soon be over 2 TB, could physically made available?
How to guarantee user privacy, so that the users of Carat are
protected? How to guarantee that there are no legal or ethical
issues in sharing the data, especially as it contains information
of hundreds of thousands of applications and several hundred
different device models?
The present paper discusses these challenges, not all of them
yet fully solved, and discusses some solutions to consider in the
near future when releasing larger portions of the Carat dataset.
We also consider the development of a search-based data access
API that the developers and the researcher community could
take advantage of instead of a large raw dataset, and the merits
and drawbacks of such an API.
If and when the data can be shared, mobile application
developers could have a way to follow in real time their
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Fig. 1. Distribution of the Carat users worldwide (Android).

application’s performance and energy efficiency. Manufacturers
would be able to detect and mitigate broken hardware and
software configurations. In terms of research, sharing the
data would enable wider understanding of smartphone data
issues in the wild across the many device models and usage
patterns. Regular users of Carat would be able to gain a deeper
understanding of the workings of their devices, and how they
compare to others in the global market.
At the time of writing, a number of subsets of Carat
data are provided by the NODES group at the University of
Helsinki, and collaborating universities: the system settings and
subsystem variables data has been published together with the
related article [10], but without user identifiers or timestamps.
The Carat website offers a set of statistically interesting
visualizations based on the data for the distribution of device
models, and top 200 most energy-intensive applications, and
the Carat app itself gives a summary of basic statistics from
the community. Carat data has not been shared in a large-scale
way outside of the University of Helsinki and the University
of California at Berkeley, where the project originally started.
This paper discusses methods how to share an ever growing
set of statistics and data from the Carat project.
II. R ELATED W ORK
Surely some kind of mobile application data sets have been
collected from the beginning of the mobile device era, but
only limited number of these have ever published. Device
Analyzer [14] has collected a large set of mobile device data,
but the project published only samples with hashed application
names, so it has only few or not at all use for developers.
If accessed the data, it comes in large chunks impossible to

handle without dedicated software. We aim to make the data
as easy to access as possible, with minimum risks for all
the parties involved. Crowdsignals.io 1 is a new campaign to
collect mobile data, but in its beginning and free for only
crowdfunding participants.
However, few large-scale mobile usage datasets have been
shared to date. This may be because of privacy concerns,
since already a small number of fields can be used to glean
information about the identity of the user [1]. Even the battery
level can be used to uniquely identify website visitors [7] and
the Wi-Fi signal strength to find out location [4]. Large file
sizes are also an obstacle to sharing rich datasets including
hundreds of thousands of devices.
Differential privacy [3] has been proposed as a solution
for constructing APIs that allow access to large-scale datasets
without exposing user identities. However, applying differential
privacy to off-the-shelf algorithms can result in poor result
quality [5]. However, differential privacy is attractive when we
know the statistics that will be shared. In that case, implementation of differential privacy can be relatively lightweight [12].
III. C ARAT DATASET
In the time of writing, the Carat application has been installed
to 853,886 devices from 2012 until now. Fig. 1 shows the
distribution of Carat’s Android users in the world. Over 200
countries have Carat users, and the largest populations are in
the US, Japan, India, and Finland. The application code for
Android and iOS is available as open source on Github 2 , and
the application is available in Google Play and the App Store.
The Carat analysis system collects the data sent by users and
gives them energy saving recommendations. The analysis is run
in Amazon EC2 with 10 memory-intensive virtual machines
with 8 cores and 61 GB RAM each. The data is stored in
Amazon S3 as Java/Scala objects within Spark RDD’s that are
readable in both Hadoop and Spark [15]. In binary format, the
total data size of the data is around 1.5 TB, and much larger in
text format. Monetary costs of running the analysis and storing
the data to Amazon amount to some hundreds of dollars per
month for the live system, not including Carat data research
code also run in Amazon EC2.
Fig. 2 presents the current processing loop of the Carat
system, including the data gathering from the devices, modeling
and prediction phases, calibration and validation based on both
data and laboratory measurements, and feedback loop back
to the users and their devices. Open access to the parts of
this process, could bring benefits for the stakeholders ranging
from developers to researchers. Our analysis is implemented
in Spark 2.0.1, and we also aim to publish parts of our Spark
code base as open source.
The Carat application takes a sample every time the battery
level changes by 1%, charging or discharging. This provides an
energy-efficient method for data gathering, but in some cases,
for example, when device lies in the power saving mode, we
1 http://crowdsignals.io/
2 https://github.com/carat-project/carat/

Fig. 2. The Carat feedback loop uses crowdsourced energy measurements and
application activity logs, and its power profiles are validated with large-scale
data analysis and hardware energy measurement.

do not get samples. The Carat app records the following fields
from the mobile devices, and does not collect any personally
identifying information. Either do we not collect location or any
location related-information, expect country and networking
codes that reveal the origin of the data samples in country
level. Note that some of the fields are platform-specific, for
example, only available on Android devices:
a) Registration: sent when Carat is installed or the OS
is updated. It includes a hash-based user identifier, timestamp,
model code, OS version, distribution, and kernel version.
b) Sample: contains a hash-based user identifier, timestamp, current battery level in percent, battery state (charging/discharging), and a list of running applications.
c) Android only: includes screen brightness, CPU usage,
uptime, sleeptime, screen on/off, developer mode, unknown
application sources, and timezone. From certain devices we
also get Bluetooth and location status. On iOS, we get whether
power-saving mode is on or off.
d) Application: includes fields recorded for every application: process name, priority (background, foreground, etc),
human-readable name, version code, version name, installation
source, and application signatures.
e) Memory info: contains bytes of wired, active, inactive,
free, and user memory. We also get the amount of free and used
storage space, internal and SD card, from Android devices.
f) Battery info: contains information of charger type,
battery health, voltage, temperature, technology, and capacity.
g) Network info: contains the network type, mobile data
status and activity, roaming and Wi-Fi status, Wi-Fi signal
strength, and Wi-Fi link speed. Fields available only on certain
models include Wi-Fi AP status, sim operator, network operator,
mobile country code (MCC), and mobile network code (MNC).
From iOS devices we also get the total amount of Wi-Fi and
mobile data sent and received.

from the whole community, for example, distribution of wellbehaved and energy-hungry applications, and popular device
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set of statistical values. Thus, without sharing the raw data
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or user identifiers we can offer a view into real-time energy
consumption in the Carat community. Based on a search by the
application process name, the API could return, for example:
• Number of users without specifying user identifiers
Fig. 3. Carat data sharing model for researchers, developers, and users.
• Energy estimate as the expected average consumption %/s,
with estimated error
IV. DATA S HARING C HALLENGES
• Energy estimates and corresponding error estimates in
certain system setting combinations, if enough data is
One of the challenges of sharing large datasets is their sheer
available, for example with different screen brightness
size. Multiple terabytes of data can take days to download even
levels (automatic, or manual between 0 to 255), network
when the data provider has invested in the network capacity
type (Wi-Fi or mobile network), Wi-Fi signal strength
necessary. As datasets become more popular, more network
(one to four bars), CPU usage (high, medium, or low),
resources are needed. One possibility with our dataset is sharing
and battery temperature.
it through Amazon’s S3 storage service. This allows sharing
• Distribution of models and operating systems
arbitrarily large datasets, and enables network transfer costs
• Energy estimates of different models and operating systo be paid by the downloader so that the data provider does
tems, if enough data is available (e.g. 100 users per model)
not receive an overwhelming bill simply because they chose to
• Package signing identities, for malware detection purposes
share data free of charge. However, using Amazon S3 requires
(whether the developers recognize their key)
both the data provider and all interested parties to have Amazon
Fig. 4 gives an example of the developer API. Firstly, the
accounts, which locks the data behind a single cloud vendor.
Raw data collected in the wild can contain errors, such as developer downloads the Carat SDK and signs it by the same
failure to obtain a measurement, erroneous measurement or developer key they use for the applications they want to monitor.
missing values, and meaningless defaults. Errors may even be If the key matches to ones seen in the Carat data, access is
used to identify individual devices [7]. Effective data cleaning granted. Secondly, the developer sets the criteria for the query
procedures should be applied to any data before publication. and gets back the application’s average energy consumption
Sharing the privacy-sensitive data can cause a multiple where the condition holds, e.g. screen brightness is 255. The
problems, for example, users might be identified from the tasks of the data privacy module are to control access of
data against their will, their location might be discovered, the developers, protect the privacy of individual users and
and application ideas under development revealed prematurely. applications with very small user bases, and to compute the
Therefore, sharing raw data includes risks for both users anonymized, differentially private data for research purposes.
For researcher community, the benefit of datasets are many.
participating in the data collection and the authors entrusted
with managing the data. Hashing user identifiers, or application We can use datasets from other researchers to obtain statistical
names may help in certain situations but also limits the value facts and to verify our findings with reference data. To obtain
of the information and precludes some high utility use cases. the utility of a dataset while maintaining user privacy, we can
Most shared datasets come with licenses and agreements remove or anonymize privacy sensitive elements of the data.
how they can be used and in which conditions. Even with Firstly, any kind of user or device identifier uniquely identifies
proper licensing policy, any opportunities for misuses should an individual inside the data, even if it cannot be associated
be kept to a minimum. If these challenges preclude sharing the to personal information such as an email or phone number.
raw data, we plan to open access to the results of the analysis Using the device model or the application as an identifier can
be sufficient in some cases. However, it may be necessary to
as well as statistics found in the data.
tell apart the devices in the data.
V. P LANNED S OLUTIONS
Some previous mobile application data sets remove or hash
For the Carat users, our application presents a simple also application package names to protect the privacy of app destatistical analysis of their devices performance compared to velopers. If the most popular apps of the community are known,
the others (so called J-Score). Some statistics are also provided such hashes can be decoded. To mitigate this, we can remove
Researchers

Carat users

Carat API
and data
privacy module

Developer

Validate access to the Carat data
Download Carat SDK
Include Carat SDK to the app signed by your dev.key

Grant access to the data of apps signed by the same key

Get average energy consumption by the given criteria
getEnergy(com.myapp.app, 'screen', '255')
Average mAh, error

Fig. 4. Example of the Carat developer API.

applications with a small number of users from the dataset,
so that applications in internal and external development will
not be exposed to the public prematurely. Another way to
anonymize application information is to represent applications
with a sequence number and the functionality they provide,
e.g., as a set of keywords instead of application names, such
as Google Play category names.
In addition to modifying the raw data by anonymizing it
and restricting the fields shared, we consider how to share only
distributions or sufficient statistics in a differentially private
manner. This method allows to share data in the form of
statistical distributions, allowing high reproducibility of results
for the statistical tests that are supported at the moment of
publication. However, some tests may not be possible with this
limited, differentially private set of statistical indicators.
Based on statistical distributions, we can generate artificial
device data, which can then be shared without privacy implications. This kind of synthetic dataset can utilize techniques such
as k-anonymity and l-diversity. However, hidden effects not
represented by the statistical distribution can then be missed.
Further work is required to determine the optimal way to share
large-scale datasets with the research community.
VI. S UMMARY AND D ISCUSSION
This paper has discussed the challenges and possible solutions of sharing a large-scale mobile analytics dataset containing
several fields that can be used to uniquely identify a device.
Such fields include (random hash) user identifiers, applications
used by users, and even the battery level and Wi-Fi signal
strength. To allow sharing such datasets, we propose using an
API that implements differential privacy, limits developer access
to data from their own applications, and suitably anonymizes
data for research purposes.
Datasets are used in the research community to support
conclusions with statistical facts, validate results with a
reference dataset, and to develop new methodologies. Data
privacy techniques such as differential privacy allow sharing
predetermined statistics and life-like artificial data that exhibits

the same statistics as the raw data. However, applying these
techniques always limits the depth of the data shared, and
further work with interested parties is required to enable sharing
the Carat data with maximum utility while maintaining the
privacy of users and application developers.
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