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I/O ContentI/O Content

I/O SoftwareI/O Software
Device controllersDevice controllers
MemoryMemory--mapped I/Omapped I/O
DMA & interrupts brieflyDMA & interrupts briefly
I/O software layers and driversI/O software layers and drivers
Disks and RAIDDisks and RAID
ClockClock
Briefly about Power managementBriefly about Power management
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I/O SoftwareI/O Software
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Goals of I/OGoals of I/O SoftwareSoftware

Device independenceDevice independence
programs can access any I/Oprograms can access any I/O
devicedevice
without specifying device inwithout specifying device in
advanceadvance

Uniform namingUniform naming
name of a file or device a stringname of a file or device a string
or an integeror an integer
not depending on whichnot depending on which
machinemachine

Error handlingError handling
handle as close to the hardwarehandle as close to the hardware
as possibleas possible

Synchronous vs.Synchronous vs.
asynchronous transfersasynchronous transfers

blocked transfers vs. interruptblocked transfers vs. interrupt--
drivendriven

BufferingBuffering
data coming off a devicedata coming off a device
cannot be stored in finalcannot be stored in final
destinationdestination

Sharable vs. dedicatedSharable vs. dedicated
devicesdevices

disks are sharabledisks are sharable
tape drives would not betape drives would not be
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I/O Communication TechniquesI/O Communication Techniques

Programmed I/OProgrammed I/O
CPU  continuously studies the control registers  in loopCPU  continuously studies the control registers  in loop
busybusy--waitwait

InterruptInterrupt--driven I/Odriven I/O
CPU gives task to controller and continues with somethingCPU gives task to controller and continues with something
elseelse
Controller makes an interrupt, when readyController makes an interrupt, when ready
CPU moves the data between controller and memoryCPU moves the data between controller and memory

Direct Memory Access, DMADirect Memory Access, DMA
DMADMA--controller  knows how to access memory directlycontroller  knows how to access memory directly
Interrupt only, when the transfer is fully doneInterrupt only, when the transfer is fully done
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Sta Fig 1.19Sta Fig 1.19

I/O Communication TechniquesI/O Communication Techniques
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I/O Software LayersI/O Software Layers

Layers of the I/O Software SystemLayers of the I/O Software System
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InterruptInterrupt HandlersHandlers

InterruptsInterrupts are best hiddenare best hidden
have driver starting an I/O operation block until interrupthave driver starting an I/O operation block until interrupt
notifies ofnotifies of completioncompletion

Interrupt procedure does its taskInterrupt procedure does its task
then unblocks driver that started itthen unblocks driver that started it

The interrupt handling software must perform severalThe interrupt handling software must perform several
steps after hardware interrupt completedsteps after hardware interrupt completed

list on next pagelist on next page
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Interrupt HandlersInterrupt Handlers

1.1. SaveSave regsregs not already saved by interrupt hardwarenot already saved by interrupt hardware
2.2. Set up context for interrupt service procedureSet up context for interrupt service procedure
3.3. SetSet up stack for interrupt service procedureup stack for interrupt service procedure
4.4. AckAck interrupt controller,interrupt controller, reenablereenable interruptsinterrupts
5.5. Copy registers from where savedCopy registers from where saved
6.6. Run service procedureRun service procedure
7.7. (Choose which process to run next )(Choose which process to run next )
8.8. SetSet up MMU context for process to run nextup MMU context for process to run next
9.9. Load new process' registersLoad new process' registers
10.10. Start running the new processStart running the new process
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Device DriversDevice Drivers
Each device (type) has its own device driverEach device (type) has its own device driver

Code written by the manufacturer of the deviceCode written by the manufacturer of the device
Still part of the OS kernel!Still part of the OS kernel!

OS designerOS designer
Architecture must allow such installationArchitecture must allow such installation
WellWell--defined model of interactions and driver’s tasksdefined model of interactions and driver’s tasks
Two standard interfaces: block devices, character devicesTwo standard interfaces: block devices, character devices

How to add or remove driversHow to add or remove drivers
Recompilation of the kernel, if single binary fileRecompilation of the kernel, if single binary file
Dynamically loaded during executionDynamically loaded during execution

Driver code alternativesDriver code alternatives
BlockingBlocking vsvs non blockingnon blocking
Reentrant codeReentrant code
No system calls allowed, but some specific kernel procedures availableNo system calls allowed, but some specific kernel procedures available
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Logical Positioning of DeviceLogical Positioning of Device DriversDrivers

11



DeviceDevice--Independent I/O SoftwareIndependent I/O Software

Uniform interfacing for device driversUniform interfacing for device drivers
To avoid modifying kernel code for new driversTo avoid modifying kernel code for new drivers
Driver contains a function pointer table for kernel to locateDriver contains a function pointer table for kernel to locate
the functions needed in the interfacethe functions needed in the interface
Naming of I/O devices, protectionNaming of I/O devices, protection

BufferingBuffering
Used for efficiency; inefficient, if too manyUsed for efficiency; inefficient, if too many

Error reportingError reporting
ErrorError devicedevice--specificspecific,  framework for error handling general,  framework for error handling general

Allocating and releasing dedicated devicesAllocating and releasing dedicated devices
Providing a deviceProviding a device--independent block sizeindependent block size 12



Buffering alternativesBuffering alternatives

(a)(a) UnbufferedUnbuffered inputinput
(b) Buffering in user space(b) Buffering in user space
(c) Buffering in the kernel followed by copying to user(c) Buffering in the kernel followed by copying to user

spacespace
(d) Double buffering in the kernel(d) Double buffering in the kernel
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Buffering and networkingBuffering and networking

Networking may involve many copiesNetworking may involve many copies

14



Layers of the I/O systemLayers of the I/O system
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DisksDisks
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RAID  0,1,2RAID  0,1,2

0: strips,  no redundancy0: strips,  no redundancy
1: Mirroring  (with strips)1: Mirroring  (with strips)
2: bits,  uses Hamming code2: bits,  uses Hamming code
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RAID  3,4,5RAID  3,4,5

3: bits, uses Parity bit3: bits, uses Parity bit
4: strips, with strip4: strips, with strip--forfor--strip parity on dedicated diskstrip parity on dedicated disk
5: strips, distributing parity strips uniformly5: strips, distributing parity strips uniformly
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RAID tableRAID table
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RAID at CS dept. (S2007)RAID at CS dept. (S2007)
File servers:  group ja fsFile servers:  group ja fs

6 RAID5 servers using 7 (+ 1 hot spare), each server total 1,6 TB6 RAID5 servers using 7 (+ 1 hot spare), each server total 1,6 TB
/group/group,, /fs/fs
/fs/fs--00,, /fs/fs--11,, /fs/fs--22,, /fs/fs--33 (user directories(user directories divideddivided to these)to these)
Similar, but smaller disks:Similar, but smaller disks: courier.cs.helsinki.ficourier.cs.helsinki.fi (mailserver)(mailserver)  -- 0,90,9
TBTB

4 RAID5 servers using 54 RAID5 servers using 5 disks (eachdisks (each 146 GB),146 GB), totaltotal 550 GB550 GB
backupbackup for backuping user files from fsfor backuping user files from fs

copy each /fscopy each /fs--i here and stream using 2 tape robotsi here and stream using 2 tape robots
SW RAID 5 in Linux kernel, since the robot controller and hardwareSW RAID 5 in Linux kernel, since the robot controller and hardware
RAID controller were not working together correctlyRAID controller were not working together correctly

db.cs.helsinki.fidb.cs.helsinki.fi (database server)(database server)
winserver.cs.helsinki.fiwinserver.cs.helsinki.fi ((Windows 2003 Terminal Server)Windows 2003 Terminal Server)
bodbacka.cs.helsinki.fibodbacka.cs.helsinki.fi

RAID overhead 20% (1/5)

RAID overhead 14% (1/7)
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RAID at CS dept. (S2007)RAID at CS dept. (S2007)
RAID 1 using 2 disks times 2 RAIDRAID 1 using 2 disks times 2 RAID--1 nameserver (Hydra)1 nameserver (Hydra)

RAID 5 using 4 disks, total 0.9 TB (Bioinformatiikka)RAID 5 using 4 disks, total 0.9 TB (Bioinformatiikka)

RAID 5 using 4 disks, total 0.45 TB (bRAID 5 using 4 disks, total 0.45 TB (b--course)course)

2 RAID 5 servers using 5 disks, each total 0.6 TB (Vera, Chuck)2 RAID 5 servers using 5 disks, each total 0.6 TB (Vera, Chuck)
Mainly for number crunching (32 GB), disk space is not crucialMainly for number crunching (32 GB), disk space is not crucial

RAID overhead 50% (1/2)
redundancy overhead 50%

RAID overhead 25% (1/4)
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Disk Arm SchedulingDisk Arm Scheduling
Time required to read or write a disk blockTime required to read or write a disk block
determined by 3 factorsdetermined by 3 factors

1.1. Seek timeSeek time
2.2. Rotational delayRotational delay
3.3. Actual transfer timeActual transfer time

Seek time dominatesSeek time dominates
Error checking is done by controllersError checking is done by controllers
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Disk Arm Scheduling AlgorithmsDisk Arm Scheduling Algorithms

Goal: Reduce the mean seek timeGoal: Reduce the mean seek time
RandomRandom? FIFO? PRI? LIFO?? FIFO? PRI? LIFO?

Do not consider the current arm positionDo not consider the current arm position

Improvement: order the requestsImprovement: order the requests
SSFSSF -- shortest seek firstshortest seek first
SCAN, LOOKSCAN, LOOK –– elevator algorithmelevator algorithm

Assumption:Assumption:
The real disk geometry matches the virtual, assumed,The real disk geometry matches the virtual, assumed,
geometrygeometry –– this may not be true with disks where thethis may not be true with disks where the
controller can do error correction with replacements sectors.controller can do error correction with replacements sectors.
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Shortest Seek First (SSF)Shortest Seek First (SSF)

Handle the closest requeste next, minimize seek timeHandle the closest requeste next, minimize seek time
On a heavily loaded disk, the arm has a tendency to stay in theOn a heavily loaded disk, the arm has a tendency to stay in the
middle of the disk most of the timemiddle of the disk most of the time
Old requests on either extreme can suffer with long delaysOld requests on either extreme can suffer with long delays
Fairness?Fairness?
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Elevator  (SCAN, LOOK)Elevator  (SCAN, LOOK)

Move the arm only to one direction (UP or DOWN)Move the arm only to one direction (UP or DOWN)
and serve the closest request in that direction, move theand serve the closest request in that direction, move the
other way only when no requests in that directionother way only when no requests in that direction
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Error HandlingError Handling

(a) A(a) A disk track with a bad sectordisk track with a bad sector
(b) Substituting(b) Substituting a spare for the bada spare for the bad sectorsector

Reading the whole track takes two turnsReading the whole track takes two turns
(b) Shifting(b) Shifting all the sectors to bypass the badall the sectors to bypass the bad oneone

Reading continuous, but more bookkeeping for the controllerReading continuous, but more bookkeeping for the controller
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Error HandlingError Handling

In controller:In controller:
The methods on previous page are suitableThe methods on previous page are suitable
Need remapping tablesNeed remapping tables

In operating system (or its driver):In operating system (or its driver):
Bad sector information from the diskBad sector information from the disk
Remove these from free list and allocated files, can f.eg.Remove these from free list and allocated files, can f.eg.
create a special badcreate a special bad--blocks file (not  in the file hierarchy)blocks file (not  in the file hierarchy)

Backup and bad sectors:Backup and bad sectors:
Sector level backup will try to read the bad sectors alsoSector level backup will try to read the bad sectors also
File level backup must not find the bad block fileFile level backup must not find the bad block file
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User interfacesUser interfaces

Input: Keyboard, mouseInput: Keyboard, mouse
Output: monitorOutput: monitor
Text windows, Graphical interfaceText windows, Graphical interface

X Window systemX Window system
PortablePortable
Entirely in user spaceEntirely in user space
X server on the user’s computer manage theX server on the user’s computer manage the screenscreen andand
windowswindows
X client (on the remote computer) uses one of the windowsX client (on the remote computer) uses one of the windows

28



Network TerminalsNetwork Terminals
X Windows (1)X Windows (1)

Clients and servers in the M.I.T. X Window SystemClients and servers in the M.I.T. X Window System
29



Skeleton of an X Windows application programSkeleton of an X Windows application program
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Clocks / timersClocks / timers

Hardware: ticksHardware: ticks
Software:Software:

Maintain time of dayMaintain time of day
Prevent processes running longer than allowedPrevent processes running longer than allowed
AccountAccount CPU usageCPU usage
Handle alarm system callHandle alarm system call
Provide watchdog timersProvide watchdog timers
Profiling, monitoring, statisticsProfiling, monitoring, statistics

Soft timers avoid interrupts, not preciseSoft timers avoid interrupts, not precise
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Power managementPower management

Important on portable, batteryImportant on portable, battery--powered computerspowered computers
Reduce energyReduce energy consumptionconsumption

Turn off unused parts (OS)Turn off unused parts (OS)
Degrade quality (application program)Degrade quality (application program)
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RealReal--time schedulingtime scheduling

Section 7.5. Multimedia Process SchedulingSection 7.5. Multimedia Process Scheduling
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RealReal--time systemstime systems

In addition to the correct results, they must be reachedIn addition to the correct results, they must be reached
within a given time limit (not too early, not too late)within a given time limit (not too early, not too late)
Reacts to external events (and time)Reacts to external events (and time)
Terms:Terms:

Hard RealHard Real--time vs. Soft Realtime vs. Soft Real--timetime
Periodic vs aperiodicPeriodic vs aperiodic
Static vs dynamic schedulingStatic vs dynamic scheduling

Requirements:Requirements:
Configurable, deterministic, reliablity, responsiveness,Configurable, deterministic, reliablity, responsiveness,
Programmers decide characteristics of the rt processesProgrammers decide characteristics of the rt processes
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Multimedia Process SchedulingMultimedia Process Scheduling

Periodic processes displaying a moviePeriodic processes displaying a movie

Frame rates and processing requirements may beFrame rates and processing requirements may be
different for each moviedifferent for each movie
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Interrupt handling delaysInterrupt handling delays
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RT schedulingRT scheduling

Timely execution the most important issueTimely execution the most important issue
No fairness, no minimising the response timeNo fairness, no minimising the response time

OSOS can only guess the actual execution timecan only guess the actual execution time
Programmer gives some estimates, period gives hintsProgrammer gives some estimates, period gives hints

Quite often: just schedule rtQuite often: just schedule rt--tasks fasttasks fast
High priority, predetermined schedule plan, others can sufferHigh priority, predetermined schedule plan, others can suffer

Two main alternative for dynamic schedulingTwo main alternative for dynamic scheduling
Earliest Deadline First (EDF)Earliest Deadline First (EDF)
Rate Monotonic Scheduling (RM)Rate Monotonic Scheduling (RM)
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Rate Monotonic SchedulingRate Monotonic Scheduling

Used for processes which meet these conditionsUsed for processes which meet these conditions
1.1. Each periodic process must complete within itsEach periodic process must complete within its

periodperiod
2.2. No process dependent on any other processNo process dependent on any other process
3.3. Each process needs same CPU time each burstEach process needs same CPU time each burst
4.4. Any nonperiodic processes have no deadlinesAny nonperiodic processes have no deadlines
5.5. Process preemption occurs instantaneously, noProcess preemption occurs instantaneously, no

overheadoverhead
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Real Time SchedulingReal Time Scheduling

Real Time Scheduling algorithmsReal Time Scheduling algorithms
RMSRMS
EDFEDF
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Real Time SchedulingReal Time Scheduling

Another example of realAnother example of real--time schedulingtime scheduling
with RMS and EDFwith RMS and EDF
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Schedulability testSchedulability test

Obviously for any schedule, the schedulable utilisation:Obviously for any schedule, the schedulable utilisation:
UUii == CC11/T/T11 + C+ C22/T/T22 + .. + C+ .. + Cnn/T/Tnn <= 1<= 1

Sufficient conditionSufficient condition for schedulability using RMfor schedulability using RM
schedulingscheduling
CC11/T/T11 + C+ C22/T/T22 + .. + C+ .. + Cnn/T/Tnn <= n(2<= n(21/n1/n -- 1)1)

N is number of tasks, the upper limit for the value isN is number of tasks, the upper limit for the value is
ln2 ~ 0.693ln2 ~ 0.693  --> for any i> for any i UUii < 0.693< 0.693

For EDF the sufficient and effective condition isFor EDF the sufficient and effective condition is
UUii == CC11/T/T11 + C+ C22/T/T22 + .. + C+ .. + Cnn/T/Tnn <= 1<= 1
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What can go wrong ?What can go wrong ?

Higher priority task may have to wait !Higher priority task may have to wait !

… for a shared resource… for a shared resource
Priority inversion, deadlocks,Priority inversion, deadlocks,

Solution:Solution:
NonNon--preemptable (uninterruptible) critical sectionspreemptable (uninterruptible) critical sections
Priority inheritancePriority inheritance
Priority ceiling protocolPriority ceiling protocol
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Priority inversion onPriority inversion on
Mars Pathfinder (1997)Mars Pathfinder (1997)
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•http://research.microsoft.com/~mbj/Mars_Pathfinder/Mars_Pathfinder.html


